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2% 5 ListBucketResult

8 8 B %6 25 A5 R IE 3T 4 .

KA. String

AW A ListBucketResult

LR P RANFICFEE T RE MaxKeys) B, isTruncateddnic Ntrue, [EBFREIFANCRIMEEE (N
extMarker) o HIAT DMEHTZEAE N T IRList ObjectsiiMarkerf. yE&: XA Mtdel imiterlf, HALik(nl
NextMarker.

A String

AW A ListBucketResult

15 R AR B 25 R BN, R R RICFEGEL T e RE, Ak S .

REME: true/false

7. Boolean

AXH A ListBucketResult

BN GIR [ e EE .

A XML metadata

A2H A ListBucketResult

XTI keyo

2AY: String

A2H5 & ListBucketResul t. Contents

5 JE— R e sl IR s TR H 3

A DateAncestor

A2H5 & ListBucketResul t. Contents

A5 FH 5F MDSHH B (1) SEARARZE o ANER T X BRI 2 o

HA: String

AXH i ListBucketResul t. Contents

SERKN, HFEHG

HA: String

o ==~

A5 5 ListBucketResul t. Contents
MEMAEER.

A String

T 5 DisplayName, ID

AXF /S ListBucketResul t. Contents

POE SRS EA IR

KA. String

AF /S ListBucketResul t. Contents. Owner
Xt G IE EH LK

KM String

XF /S ListBucketResul t. Contents. Owner
P25, AFE:  STANDARD/STANDARD IA/ARCHIVE
KA. String

AXH A ListBucketResul t. Contents

AR DR [BUEfTRFRR R R -

7~ Bl

FIH T X R

ER N

GET / HTTP/1.1

Host: ks3—-example.ks3-cn—bei jing. ksyuncs. com
Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string

Content-Type:

Mg 5 77~ 1)

text/plain

HTTP/1.1 200 OK
x—kss—request—-id:f7rcat80molobs7719ib7npolmpgkkk
Date: Fri, 12 Aug 2022 08:07:21 GMT

ez
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Content-Type: application/xml
Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
{Name>ks3-example</Name>
{Prefix/>
{Marker/>
{MaxKeys>1000</MaxKeys>
{IsTruncated>false</IsTruncated>
<{Contents>
<{Key>my/image. jpg</Key>
{LastModified>2009-10-12T17:50:30.000Z</LastModified>
<{ETag>fba9dede527731c9771645a39863328</ETag>
{Size>434234</Size>
{StorageClass>STANDARD</StorageClass>
<Owner>
<ID>73410125</1D>
<{DisplayName>ks3@kingsoft.com</DisplayName>
<{/Owner>
{/Contents>
<{Contents>
<{Key>my/third-image. jpg</Key>
{LastModified>2009-10-12T17:50:30.000Z</LastModified>
<{ETag>1b2cf535f27731c974343645a3985328</ETag>
{Size>64994</Size>
{StorageClass>STANDARD</StorageClass>
<Owner>
<ID>73410125</1D>
<{DisplayName>ks3@kingsoft.com</DisplayName>
<{/Owner>
<{/Contents>
<{Contents>
<Key>myks3</Key>
{LastModified>2009-10-12T17:50:30.000Z</LastModified>
<{ETag>d41d8cd98f00b204e9800998ecf8427e</ETag>
{Size>58772</Size>
{StorageClass>STANDARD</StorageClass>
<Owner>
<ID>73410125</1D>
<{DisplayName>ks3@kingsoft.com</DisplayName>
<{/Owner>
{/Contents>
<{/ListBucketResul t>

Hipref ixSH = Hl
i SRR

GET /?prefix=my/ HTTP/1.1

Host: ks3—example.ks3—cn—bei jing. ksyuncs. com
Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

i) B2 73~ 451

HTTP/1.1 200 OK
x—kss—request—id:f7rcat80molobs7719ib7npolmpgkksk
Date: Fri, 12 Aug 2022 08:07:21 GMT

Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
{ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
{Name>ks3-example</Name>
{Prefix>my/</Prefix>
{Marker/>
{MaxKeys>1000</MaxKeys>
{IsTruncated>false</IsTruncated>
<{Contents>
<{Key>my/image. jpg</Key>
{LastModified>2009-10-12T17:50:30.000Z</LastModified>
{ETag>fba9dede5r27731c9771645a39863328</ETag>
{Size>434234</Size>
{StorageClass>STANDARD</StorageClass>
<Owner>
<ID>73410125</1D>
<{DisplayName>ks3@kingsoft.com</DisplayName>
<{/Owner>
{/Contents>
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<{Contents>
<{Key>my/third-image. jpg</Key>
{LastModified>2009-10-12T17:50:30.000Z</LastModified>
{ETag>1b2cf535f27731c974343645a3985328</ETag>
{Size>64994</Size>
{StorageClass>STANDARD</StorageClass>
<Owner>
<ID>73410125</1D>
<{DisplayName>ks3@kingsoft.com</DisplayName>
</Owner>
{/Contents>
<{/ListBucketResul t>

Hprefixfldel imiter S H R Hl
%5 K4

GET /?prefix=my&delimiter=/ HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

Wi 7 7%

HTTP/1.1 200 OK
x—kss—request—id:f7rcat80molobs7719ib7npolmpgksksksk
Date: Fri, 12 Aug 2022 08:07:21 GMT

Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>

{ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

{Name>ks3-example</Name>

{Prefix>my</Prefix>

Marker/>

{MaxKeys>1000</MaxKeys>

<{Delimiter>/</Delimiter>

{IsTruncated>false</IsTruncated>

<Contents>
<{Key>myks3</Key>
<{LastModified>2009-10-12T17:50:30.000Z</LastModified>
<{ETag>d41d8cd98f00b204e9800998ecf8427e</ETag>
{Size>b8772</Size>
{StorageClass>STANDARD</StorageClass>
<Owner>

<ID>73410125</1D>
<{DisplayName>ks3@kingsoft.com</DisplayName>

<{/Owner>

{/Contents>

<CommonPrefixes>
{Prefix>my/</Prefix>

<{/CommonPrefixes>

<{/ListBucketResul t>

O

o HTmax—keys ER{E R AEZ1000, Frlh—k1listA—Em] LUTETE SCHED FIHE K. iR Bl TsTruncated A truelt, 3
JNIR B S SR AR, R X IR IR istiB B HEFTA object#ilist ik, HIERSH B Edeliniter, T LHE
FHIR A1 fNex tMarker R R IR 1 istiimarker 240, FH1ERSE P A Edel imiter, WA LU IR Bl ficontents HF Y B G — M

KNP KListKmarker 24,

o JHIfEHprefix. delimiterw] MM H 454, WIRBUE T max-keysMdelimiter, i [EIFISCAFFIRMEA —EET

max-keys, A A]fE</MFmax—keys. flRi%bucket N LL T )L Nobject,

Pawi b

movie/action/l. mp4

movie/fun/2. mp4 movie/fun/3. mp4
photo/1. jpg

4. txt

Y H$Effpref ix=movie/fun/I, REIFEEHE Amovie/fun/2. mp4. movie/fun/3. mp4d
Yifitdel imiter=/If, IR[AIH45 58 NCommonPrefixes:movie/. photo/ Contents:4. txt
M fitprefix=movie/, del imiter=/}, R[FEIFIZEH HCommonPref ixes :movie/action/ movie/fun/

S AR T IR 44 &b 2 B 5 W

Lo TR AT 7 A e ffom LA 579, ks 3% HAOANAT I 7 R EAT 1 Rt
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2. FERDEIALN

RERA] M 1SR R e, #eioi (da) 0, RERAT /5000
BB R AT

JEAT W55 (HSsERD R/
0x00 #x00;
0x01 #x01;
0x02 #x02;
0x03 #x03;
0x04 #x04;
0x05 #x05;
0x06 #x06;
0x07 #x07;
0x08 #x08;
0x0b #x0b;
0x0c #x0c;
0x0e #x0e;
0x0f #x0f;
0x10 #x10;
0x11 #x11;
0x12 #x12;
0x13 #x13;
0x14 #x14;
0x15 #x15;
0x16 #x16;
0x17 #x17;
0x18 #x18;
0x19 #x19;
Oxla #xla;
0x1b #x1b;
Ox1lc #xlc;
0x1d #x1d;
Oxle #xle;
0x1f #x1f;
Oxfffe #xfffe;
Oxffff #xffff;

3. HEhdR

import java.util.ArraylList;
import java.util.List

public class DecodelnvalidStr {

public static void main(String[] args) {

String str = decodelnvalidStr (“test#x1f;char#ixle;hello#txfffe;transfer”);

System. out. println(str) ;

}

publ

ic static String decodelnvalidStr(String str) {
if(str == null) {

return null;
}

List{Character> newChar = new ArrayList{Character>();
char[] array = str.toCharArray() ;
int skipIndex = —-1;
for (int i = 0, length = array.length; i < length; i++) {
if(i <= skipIndex) {
continue;
}

if(array[i] == (char) #
&& (i+1) < array.length
&& arrayli+l] == (char) x’) {
StringBuffer strChar = new StringBuffer();

BFR HeAfJy#x00;

g
E
NI
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for(int j = i+2; j<i+7; j++) {

if (array[jl == (char)’;’){
skipIndex = j;
char value =(char) Integer.parselnt(strChar.toString(), 16);
newChar. add (value) ;
break;

Jelse{
strChar. append (array[j]) ;

}

1
}
else{
newChar. add (array[i]) ;
1

1
return toString (newChar) ;

1
private static String toString(List{Character> newChar) {
char[] charArray = new char[newChar.size()];
int i = 0;
for (Character ¢ : newChar) {
charArray[i++] = c;

return new String (charArray) ;

)
B R A

R HTTPIR A5 Ea
. max—keys/pF0.
Invalid Argument 400 Bad Request max-keysSKI NG AR
SignatureDoesNotMatch 403 {§ FPostmanit, —SH08 KBSk FEA (/) WA T L.

List Objects V2

ik

List Objects V28 H T 7| HBucket FHIRT 4, BAMERZ L I HI1000M% %, REIXTRIIER, HRE DR AT HE
Fo Vi ILE AR, FFEH ks3:ListBucketB[R o

HEFF M HList Objects V241, ARERJGEHE, KS3MAIAZ FFList ObjectsiE M.
5 R
15k

GET /?list-type=2&continuation-token={ContinuationToken}&delimiter={Delimiter}&encoding—type={EncodingType}&fetch-owner={FetchOwn
er}&max-keys={MaxKeys}&prefix={Prefix}&start-after={StartAfter} HTTP/1.1

Host: {BucketName}. {endpoint]

Date: {date}

Authorization: {SignatureValue}

HRSH

EZ N KE REBH R

continuati ... 1 EM M tokenJF81ist, A LAMListObjectsV2Hu w45 B b ffNextCont inuationTokenik

on—token T f B ttoken, Btoken & —ANELZHIXTR LK.
delimiter =2/t 7 E;E?ﬁiﬁﬁkﬁﬁﬁéﬂﬁg?ﬁo

. Yo 3R [ () P 2 AT g tS () i i 2 1
ereodingTt e A url
yp BME: T

g
E
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1‘[:etch*owne i KA

list—type #¥
max-keys T4

prefix Ty

start-aft . ..
er i

M) J8E
L) VATER7S

HTTP/1.1 200 OK

i e e B 45 S 2 S B owner {5 B o
HiEfE: true/falses

5 true: FNWINLER TS owner (5 M .
false: FRRWIRIZE R AEEowner s S,

PRINEH: false
e Bl HEEN2. WRARE2, &ifEListobjectsALHE

P 2 IR A5 G AR WS 2 B & AN B i max—key sTRRE AN, T
P NgE R0 ENextContinuationToken, FF1ENT—k1listfcontinuation—token.
o BUE: [1,1000]. 4 KT 10000, 2R [910005%C 5%

BRINE: 1000, GG RSH A del imiter, WERAE 100
- F8 B IR R A RIS
o BiNE: &

start-after 48 @ M3 R IF UG ist, start-after ] P2 A7fif 25 8] Fh (AT ] X B
7 ZFR, IREGERPASA G start-afterXf M fikey. #Hstart-afterfEXT R AR P AAETE

, e \Frérstart-af ter=BHEFHI T —NFLEITEL.
BiME: &

<?xml version="1.0" encoding="UTF-87?>

<ListBucketResul t>

{IsTruncated>boolean{/IsTruncated>

<{Contents>

<{ETag>string</ETag>
<{Key>string</Key>
{LastModified>timestamp</LastModified>

<Owner>

<{DisplayName>string</DisplayName>
<{ID>string</ID>

<{/Owner>

{Size>integer</Size>
{StorageClass>string</StorageClass>

{/Contents>

<{Name>string</Name>

{Prefix>string</Prefix>
<{Delimiter>string</Delimiter>
{MaxKeys>integer</MaxKeys>

<CommonPrefixes>

{Prefix>string</Prefix>

<{/CommonPrefixes>

<{EncodingType>string</EncodingType>
<{KeyCount>integer</KeyCount>
<{ContinuationToken>string</ContinuationToken>
{NextContinuationToken>string</NextContinuationToken>
{StartAfter>string</StartAfter>

{/ListBucketResul t>
Wil JS2 P 2%
AR Eapi]

Contents 7&2%

CommonPre
fixes

Continuati
onToken

Delimiter 445

DisplayNa .., .
me A

EncodingTy .,
oo 8

P

FEAKT R oG BRI A A .

AR2H5 5. ListBucketResult

WHRIER P E T del imiterZ4, MM+ 7] LLEL & CommonPref ixes L3 . CommonPref ixesfl{ p
refix AR —/HdelimiterfdEHI 74T ZIAHIPTA X RAF. B0, WRAE3I X Ring/1. jpg, i
mg/001/2. jpg, img/001/3. jpg. #ifhEprefixNimg/, delimiter’y/, MAIREIFIXRiEing/1. jpg
FCommonPrefixes img/001

AR2H5 5. ListBucketResult

WIRE R FEE T continuation—tokenZ 4, W ZTEN N 4% Cont inuationTokenJGE

B del imiter, BIXFX S ZFRIEAT 9 A THF

A2H5 5. ListBucketResult

X RIEE LK.

R 5. ListBucketResul t. Contents. Owner

FRE MM RA . ARG RIS H P45 E T encoding—type, WXfmia 45 F i ffDel imiter. Key. P
refix (fiffCommonPrefixes® HJPrefix) . StartAfteriXEE it & HITHY.

2 H: ListBucketResult

Sl
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ETag FIEH

D FIEH
IsTruncate ;v

| B
Key FIH

KeyCount %%

LastModif
ied

i 1)

N
Z

ListBucket .. uu
Result i

MaxKeys — F4&Fe

Name AR

NextContin
uationToke 4% &
n

Owner g
Prefix P
Size FIEH

f‘tartAfte $?§$

StorageCl -
nss T

7~ Bl
FIH A X R

GR &N

YT GB)SARFRRE, ETagft FAEX RIS, HTARIR— MR RETNEE.
R 5 ListBucketResul t. Contents
XA F A ID.
2 5 ListBucketResul t. Contents. Owner
M B H e IR B T T S5
JREME: true/falses

trueﬁﬂ?x%&ﬁigﬁégﬁfg

falseRRARELIRE T 45 R,
A2 S ListBucketResult
X R LR
A2 5. ListBucketResult. Contents
e 3 455 B AR Bl B . KeyCount 2/ T2 TMaxKeys. WIRIEE T delimiter, MKeyCount ’Ke
yHICommonPref ixesJC & Z Fl,
R RS 1
AH . ListBucketResul t. Contents
ListBucket 45 A 25
T 5. Name. Prefix. StartAfter. MaxKeys.
n. Contents
L Hi . None
W 2§ ] L A
RLH . ListBucketResul t
Bucket & o
A5 . ListBucketResult

Delimiter. IsTruncated. NextContinuationToke

Y isTruncated s&truelif, <riR[a|NextContinuationToken, 7 E- K NextContinuationTokentdE N
—RListObjectsV2#E{EfContinuationToken, PAZkLEFRENSE S,

PRAFXT R 15 B4
FHi 4. DisplayName. ID

o ==~

A2H A ListBucketResul t
eI R AR

o ==~

AZH A ListBucketResul t

Zﬁ%j@!‘o

LW (VA N

AXH . ListBucketResul t. Contents

RFER PR E T start-after2%, NN @& StartAfter o &

POp LR i
AXH . ListBucketResul t. Contents

GET /?list-type=2 HTTP/1.1

Host: examplebucket.ks3—-cn—bei jing.ksyuncs. com
Authorization: authorization string

Date: Wed, 10 Nov 2021 01:25:02 GMT

i 57 7 451

HTTP/1.1 200 OK

x—kss—request—-id:c6526eblea90415chc467bd2ablakkskk
Date: Wed, 10 Nov 2021 01:25:02 GMT
Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
{Name>examplebucket<{/Name>

{Prefix></Prefix>

<{KeyCount>5</KeyCount>
{MaxKeys>1000</MaxKeys>
{IsTruncated>false</IsTruncated>

<{Contents>

<{Key>a. jpg</Key>

{LastModified>2021-11-10T01:33:04.000Z</LastModified>
{ETag>”1eb8c473d5617650835ab81235cb030c”</ETag>

sz

>
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{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<Contents>
<{Key>img/001/2. jpg</Key>
{LastModified>2021-11-10T01:33:59.000Z</LastModified>
<{ETag>”1eb8¢c473d5617650835ab81235cb030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<{Contents>
<{Key>img/001/3. jpg</Key>
{LastModified>2021-11-10T01:34:07.000Z</LastModified>
{ETag>”1eb8c473d5617650835ab8235ch030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<Contents>
<Key>img/1. jpg</Key>
{LastModified>2021-11-10T01:33:50.000Z</LastModified>
<ETag>”1eb8¢c473d5617650835ab81235cb030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

</Contents>

<{Contents>
<{Key>imgabc. jpg</Key>
{LastModified>2021-11-10T01:33:39.000Z</LastModified>
{ETag>”1eb8c473d5617650835ab8f235ch030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<{/ListBucketResul t>

Hpref ixSH R HI
i Rl

GET /?list-type=2&prefix=img HTTP/1.1

Host: examplebucket. ks3—-cn—bei jing. ksyuncs. com
Authorization: authorization string

Date: Wed, 10 Nov 2021 01:25:02 GMT

i J87 75 451

HTTP/1.1 200 OK
x—kss—request—id:f9ofst80harobsb6oclibbno511v0*skskk
Date: Wed, 10 Nov 2021 01:25:02 GMT

Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
{ListBucketResult xmlns="http://s3.amazonaws. com/doc/2006-03-01/">

{Name>examplebucket<{/Name>

{Prefix>img</Prefix>

<{KeyCount>4</KeyCount>

{MaxKeys>1000</MaxKeys>

{IsTruncated>false</IsTruncated>

<Contents>
<Key>img/001/2. jpg</Key>
{LastModified>2021-11-10T01:33:59.000Z</LastModified>
<ETag>”1eb8¢c473d5617650835ab81235cb030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<{Contents>
<{Key>img/001/3. jpg</Key>
{LastModified>2021-11-10T01:34:07.000Z</LastModified>
<{ETag>”1eb8c473d5617650835ab8235ch030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<{Contents>
<{Key>img/1. jpg</Key>
{LastModified>2021-11-10T01:33:50.000Z</LastModified>
<ETag>”1eb8¢c473d5617650835ab81235cb030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>

{/Contents>

<Contents>
{Key>imgabc. jpg</Key>
{LastModified>2021-11-10T01:33:39.000Z</LastModified>
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{ETag>”1eb8c473d5617650835ab8235ch030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>
<{/Contents>
<{/ListBucketResul t>

Hiprefixfldel imiterZ K~ Hl
i R pl

GET /?list-type=2&prefix=img&delimiter=/ HTTP/1.1
Host: examplebucket.ks3—-cn—bei jing.ksyuncs. com
Authorization: authorization string

Date: Wed, 10 Nov 2021 01:25:02 GMT

i) 87 7 451

HTTP/1.1 200 OK
x—kss—request—-id:c6526eblea90415chc467bd2ablakkskk
Date: Wed, 10 Nov 2021 01:25:02 GMT

Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
{Name>examplebucket<{/Name>
{Prefix>img</Prefix>
<{KeyCount>2</KeyCount>
{MaxKeys>100</MaxKeys>
{Delimiter>/</Delimiter>
{IsTruncated>false</IsTruncated>
<Contents>
<{Key>imgabc. jpg</Key>
<{LastModified>2021-11-10T01:33:39.000Z</LastModified>
<ETag>”1eb8¢c473d5617650835ab8f235¢cb030c”</ETag>
{Size>787</Size>
{StorageClass>STANDARD</StorageClass>
{/Contents>
<CommonPrefixes>
{Prefix>img/</Prefix>
{/CommonPrefixes>
<{/ListBucketResul t>

Hiencoding—type, start—after, max—keysZ¥ i xHl
iR H

GET /?list-type=2&prefix=img/lliR&encoding—type=url&start-after=img/IMR. txt&max-keys=1 HTTP/1.1
Host: examplebucket. ks3—cn—bei jing. ksyuncs. com

Authorization: authorization string

Date: Wed, 10 Nov 2021 01:25:02 GMT

Wi S8 75 51

HTTP/1.1 200 OK
x—kss—request—-id:c6526eblea90415cbc467bd2ablakk*k
Date: Wed, 10 Nov 2021 01:25:02 GMT

Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
{ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
{Name>examplebucket</Name>
{Prefix>img/%E6%B5%8B%ES8%AF%95</Prefix>
{StartAfter>img/%E6%B5%8B%ES%AF%95. txt</StartAfter>
<{KeyCount>1</KeyCount>
{MaxKeys>1</MaxKeys>
<{EncodingType>url</EncodingType>
{IsTruncated>false</IsTruncated>
<{Contents>
<Key>img/%E6%B5%8B%E8%AF%95/test. txt</Key>
{LastModified>2021-11-10T03:26:28.000Z</LastModified>
<{ETag>”bbb8aae57c104cda40c93843ad5e6db8”</ETag>
{Size>9</Size>
{StorageClass>STANDARD</StorageClass>
{/Contents>
<{/ListBucketResul t>

= 29/122



APICHY

2022-12-30

B R Y
iR HTTPR &S £
Invalid Argument 400 Bad Request max—keys/pF1,
SignatureDoesNotMatch 403 ffiFHPostmanft, —Se%uk M BIFER T (/) BA BT .
GET Bucket ACL
P

o MGETHAEER] acl T RPERIR[E bucket [ ACL(AccessControlList) » B P 4% 8] fRI7 A1 AR PR 4241 71 42 o
o fHAILEO, WAUEBucket T # B A ks3:GetBucke tACLEL R o

R
wik

GET /?acl HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignitureValue}

N
EE:

e endpoint 5Region®t MV 5% £
e SignatureValue%s 44 Bk

WRSH
S OAERIE RS

R Sk
Ve I Ul PR PR RSk, DU 245 B, el R S
R 2

GO AT RN

Wi 7

Wi 7 Sk 38

T USE A W R Rk . SRIBCE 25 5., 1

i N7 A 25
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@,/E(\ Grant, Grantee, Permission E}‘J@%%D
AccessControlList  Z5%. Container
LA A AccessControlPolicy

£9.% 7 Bucke t I T A AR #5152
AccessControlPolicy 28%Y. Container
/\4—" IJ—_T 36

@Q%ﬁ%ﬁﬂ%%ﬂﬁ\ﬂﬁﬁﬁﬁm
Grant kM. String

AN

XF i AccessControlPolicy. AccessControlList

A
Grantee kM. String
LH : AccessControlPolicy. AccessControlList. Grant

Bucket 415 & sl 2 U I Z FK
DisplayName A, String
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A AccessControlPolicy. OwnerEfAccessControlPolicy. AccessControlList. Grant. Grantee
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Bucke t 415 & BUAHAR A B 1D,
1D 25, String
A5 A AccessControlPolicy. OwnerEiAccessControlPolicy. AccessControlList. Grant. Grantee

fl&bucket A EZE (DisplayName, ID) [HIFF5E.

Owner A, Container

RL2Hi A AccessControlPolicy

TR IR T WAL BB PRAE B (FULL_CONTROL, READ, WRITE)
Permission A, String

Vo ==~

H s AccessControlPolicy. AccessControlList. Grant

R 15

2 DR A (TR PR
ZN|

R

GET /?acl HTTP/1.1

Host: ks3—-example.ks3-cn—bei jing. ksyuncs. com
Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: authorization string

Mg 5z 73~ )

HTTP/1.1 200 OK

Date: Wed, 28 Oct 2009 22:32:00 GMT
Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
Content-Length: 124

Content-Type: text/plain

Connection: keep-alive

Server: KS3

{AccessControlPolicy>
<Owner>
<ID>MJAWMDEwWMz %< /ID>
<{DisplayName>MjAwMDEwMz****</DisplayName>
<{/Owner>
<{AccessControlList>
{Grant>
{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
<ID>MJAWMDEwMz %< /ID>
<{DisplayName>MjAWMDEwMz****</DisplayName>
{/Grantee>
{Permission>FULL_CONTROL</Permission>
<{/Grant>
<{/AccessControlList>
<{/AccessControlPolicy>

PUT Bucket ACL

iR
Bt PUT #AEMEH ac1 BRIFEIL VS WAL FR 513N B S A7 TE BIA7if 25 18] ¢ 58 U7 I AR
FAH R, AR Bucket IR AT A FH BE Hks3 : PutBucke t ACLAY R »

o

Bucket AR & SCHE WL ACL.
o] LU TSR R  2OR B E S RIBR, AR FRIBAE A .
TEIFERIEHIEE AcLo A5 F 175 R Sk 8 SR 1 B U7 IR BLRR
Y [E] fEheader T FIBody P B TACL, H)o Rfheader P HISA 4. HIEIN fEheader 1% B | x—kss—acl flx—kss—
grant—*if, JE&EERL.
f#i Fx-kss-acl fEheaderH % B W ACLEL o] LA & KB P A K2 H T K. —RFE R Ebucketfx—kss—acl

private.

# R
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R
i RSk B EACL

PUT /?acl HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

i SR A B BACL

PUT /?acl HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

{AccessControlPolicy>
<Owner>
<ID> {Base64EncodeUserID}</ID>
<{DisplayName> {Base64EncodeUserName} </DisplayName>
<{/Owner>
<{AccessControlList>
{Grant>
{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
<ID> {Base64EncodeUserID}</ID>
<{DisplayName> {Base64EncodeUserName} </DisplayName>
{/Grantee>
<{Permission> {Permission}</Permission>
<{/Grant>

<{/AccessControlList>
<{/AccessControlPolicy>

N
*E:

e endpoint 5Region®] 7 &
e SignatureValueZs4 Bk
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KA. String
x-kss—acl BRIMME: private 5

%?iﬁﬁﬁ: private ‘ public-read ‘ public-read-write

2R G
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B ik
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x—kss—grant-read g;if}.:iﬁSt%ng
AT ST

Zz%%ﬂaﬁﬁ%wmmﬂwo
x—kss—grant-write g;%\ﬁ&;éng

AP SN

AT P % FFULL_CONTROLALFR

M. String
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x—kss—grant—ful 1-control R T H

PR
LA EheaderEHIHMENEL—ANE S, " BIMHZAIIZR . SEMEUE B 1% AN type=value, 2l types Fid:
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o id: PHBEIIM 7 id

i, Fehid 1234578 13344211 HIPAN P # PWRITEALPR : x—kss—grant-write:1d="1234578", id="3344211"

WRHNE

U SR P R (I SRR R IR E VT RBLRBIR, F 2 R R .
B WRIFEET IR E R EACL, IR FEFFBL 15Kl i BACL

K i

A~ . . P ag
& Grant, Grantee, Permission HIZX%%

AccessControlList  Z5M. Container
LAY A AccessControlPolicy
A% T Bucke t T BT A IR 2 HIM5 E.

AccessControlPolicy 28%Y. Container
/\4—"|J__T 36

A0 B AR BE FIH AR AE B .
Grant B Syl String
A5 E: AccessControlPolicy. AccessControlList

WA, BRI R
Grantee kM. String

AN

H B: AccessControlPolicy. AccessControlList. Grant

Bucke t 4145 & BUBE AL E 44 FR 1) Base644ifid .
DisplayName KA. String

LH & AccessControlPolicy. Owner

Bucke t 4145 & B BE 2 B FH - IDE)Base64% il o
1D HH. String

@l/\bucketﬁﬁ¥§?§fm (DisplayName, ID) Eﬁ%?%&
Owner 2K, Container

LF5 A AccessControlPolicy

TR T AL E (AR (S . (FULL_CONTROL, READ, WRITE)

Permission A, String

A2 A AccessControlPolicy. AccessControlList. Grant

BT RUR 7 0

FH AT L i BT 7 SOREZ T 384 FH P 0 A7 23 Tl R RR o
UL P ID, BIR#EH P IDFE 45 & HH P IR
IDGranteesEmail

W Rz

] J97 Sk 358

17 O] UAE & R Sk, SREE 25 8., 155
] JOE P9 25

124 O IR [ )97 P 25

R R A R

124 O IR AT A R R A R

7 i

I 1 K 3k % B ACLIE R w61

PUT /?acl HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Content-Length: 0

Date: Fri, 26 Dec 2014 06:34:32 GMT
x—kss—acl: public-read

LA AccessControlPolicy. Owner (& AccessControlPolicy. AccessControlList. Grant
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Authorization: authorization string

Mg 5 73~ )

HTTP/1.1 200 OK

Date: Fri, 26 Dec 2014 06:34:32 GMT

Connection: keep—alive

x—kss—request—-id: f91qet80gq3obs614p8qvnorlnkrunhk
Content—Length: 0

Server: KS3

I 33 R AR B B ACLIE KR

PUT /?acl HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Content—Length: 1660

Date: Fri, 26 Dec 2014 06:34:32 GMT
Authorization: authorization string

{AccessControlPolicy xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
<Owner>
<ID>NzZMOMTAXM jU=</1D>
<{DisplayName>a3MzQGtpbmdzb2Z0LmNvbQ==</DisplayName>
<{/Owner>
<{AccessControlList>
{Grant>
{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
<ID>NzZMOMTAXM jU=</1D>
<{DisplayName>a3MzQGtpbmdzb2Z0LmNvbQ==</DisplayName>
{/Grantee>
<{Permission>FULL CONTROL</Permission>
<{/Grant>
{Grant>
{Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
<ID>NzMOMTAXM jU=</1ID>
<{DisplayName>a3MzQGtpbmdzb2Z0LmNvbQ==</DisplayName>
{/Grantee>
{Permission>READ</Permission>
<{/Grant>
<{/AccessControlList>
<{/AccessControlPolicy>

] I 77 45l

HTTP/1.1 200 OK

Date: Fri, 26 Dec 2014 06:34:32 GMT

Connection: keep-alive

x—kss—request—id: dbeadcedec23415b9e454ecfa2bec4d9

Content-Length: 0
Server: KS3

GET Bucket logging

Eii7p%
It GET ¥fEfFH 1logging FEIFSRIRIEIAH P 28] 10 H Eid 3R,

A e 1 R S P R e TR A
i K

Wk

GET /?logging HTTP/1.1

Host: {BucketName}. {endpoint]

Date: {date}
Authorization: {SignatureValue}

=z
iifﬁi:

e endpoint5Regionkf v 7% &
e SignatureValueZE4 Bk

RS H

B O AERE RS

= 34/122


https://docs.ksyun.com/documents/6761
https://docs.ksyun.com/documents/6890

APICHY

2022-12-30

R Sk

TR RSk, S 2L W ek LR
EELE

SRR

i

a2 5

A% AT LA T W R S Sk e SREBCE A5 1, 1 e o 28 L Y 3K

I P 2
1 ik

] A B A
BucketLoggingStatus Z5#Y: Container
SR

o e

HEGERAES. HHHEN, a7

LoggingEnabled ZEA . Container

R 5. BucketLoggingStatus

e fEIR M HEEBRWH 26,
TargetBucket A String

27 5 BucketLoggingStatus. LoggingEnabled
faE H E UL EE G2 2+ 30 4) [T

TargetPrefix A String

27 5 BucketLoggingStatus. LoggingEnabled

FrOR iR
2 AN [ T R R 52
ZN

RN

GET /?logging HTTP/1.1

Host: ks3—example.ks3—cn—bei jing. ksyuncs. com
Date: Wed, 25 Nov 2009 12:00:00 GMT
Authorization: authorization string

Ja H B 3 S 7 41

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 12:00:00 GMT

Connection: keep-alive

x—kss—request—-id: f8602tegmekoa87cstiblnobIntk781t
Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
{BucketLoggingStatus xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
<{LoggingEnabled>
{TargetBucket>ks3-example</TargetBucket>
{TargetPrefix>mybucket-access log—/</TargetPrefix>
<{/LoggingEnabled>
<{/BucketLoggingStatus>

AN JE FH B S ]

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 12:00:00 GMT

Connection: keep—alive

x—kss—request—id: f8600tegmekoa87dd5ib7no51nl6out?
Server: KS3

<?xml version="1.0" encoding="UTF-87?>
<BucketLoggingStatus xmlns="http://s3.amazonaws. com/doc/2006-03-01/" />

iy

N
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PUT Bucket logging

i ik
U PUT $BAEMEHT 1ogeing BEUORE M 2310 1 H A SRR E e vF & H S AE S H S S HBIR I
A P e P RS B P A R R A

FFE BN TITE HEB AR T ruu_controL LR . FFATLUEL crantee 1ERSECHHAMA P AL ERSH
Permissions AJ PLBEERUR I EARPZE . (B A LRFZZRAIZR)

HIRABRE, AP REEOE loggingEnabled MHFHRZE .
ZOWBE, AP HREMLHTE BucketloggingStatus 1R SH.
{BucketLoggingStatus xmlns="http://s3.amazonaws.com/doc/2006-03-01/" />
v g
1H K
ER7S
PUT /?logging HTTP/1.1
Host: {BucketName}. {endpoint}
Date: {date}
Authorization: {SignatureValue}
Request elements vary depending on what you’ re setting.
R

e endpoint H5Regionkf WV K &
e SignatureValue%s 44 5k

Wik B M

P ORI R B8

53R L

1 P A PR D, IR 2 (5, R LR Y.

R %
4R P
IRERSYRESE N
BucketLoggingStatus 2% : Container
/\—5—‘4 r]_:" 36
?H?%?%EEI R RSNl SRl I
EmailAddress M. String

AZH5 A BucketLoggingStatus. LoggingEnabled. TargetGrants. Grant. Grantee
RS S AR E BRI AR . (AR
Grant 257 Container
A2 /A . BucketLoggingStatus. LoggingEnabled. TargetGrants
WAHEBEEBIRH A EBRIES. (FASE)
Grantee KA. Container
A2 A BucketLoggingStatus. LoggingEnabled. TargetGrants. Grant
All»'flzu H/J‘/ﬁ\"%ﬁ FFHE' E—J—r l75’£‘r%§&ﬁ%ﬂ ‘EAH:IJEJLH DIJ_I\IJ’ /ﬁyio
LoggingEnabled 2. Container
A2 5 BucketLoggingStatus

R B RS 0 B P 2 Tl H SRR . CEASSCRR)
A2H A BucketLoggingStatus. LoggingEnabled. TargetGrants. Grant

e IR A HEEBWH P =6,
TargetBucket KA. String

e

AR5 A BucketLoggingStatus. LoggingEnabled
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BAUE BRI ER . (A

TargetGrants ZEH . Container

/\—H‘rj_:"

5. BucketLoggingStatus. LoggingEnabl ed

$85E H SO AT R B (8 73 J2+ SUPE44) I RS

TargetPrefix A String

/\444 IJ—‘—I

.. BucketLoggingStatus. LoggingEnabled

BFBUR T

R AT LA AR T sOREE 54 F P H SRR -
WL/ 1D

{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema—instance” xsi:type="CanonicalUser”><ID>{ID}</ID><DisplayName> {GranteesEmail}

<{/DisplayName>
{/Grantee>

HHTURT

{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="Group”><URI>http://acs.ksyun.com/groups/global/AllUsers</

URI></Grantee>

FE: YA Rfhttp: //acs. ksyun. com/groups/global /Al 1Users, FonfrE M, GFEELHF.

Wi Rz
] 87 Sk 38

WA LR U i A 8 I 2 Sk s o BRIDUSE 2245 8., 335 e ot 2 LA I S

W L PN 25
Z A% AN B A B P 2
FREREE IR

Z A% OANIR BT AT RE R 1R
7~ il
RN

PUT /?logging HTTP/1.1

Host: ks3—example.ks3—cn—bei jing. ksyuncs. com
Content—Length: 214

Date: Fri, 26 Dec 2014 06:38:43 GMT
Authorization: authorization string

<?xml version="1.0" encoding="UTF-8"?>
{BucketLoggingStatus xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
<{LoggingEnabled>
{TargetBucket>ks3-example</TargetBucket>
<TargetPrefix>mybucket-access log—/</TargetPrefix>
{TargetGrants>
{/TargetGrants>
<{/LoggingEnabled>
<{/BucketLoggingStatus>

Wi 7 7

HTTP/1.1 200 OK

Date: Fri, 26 Dec 2014 06:38:43 GMT

Connection: keep—alive

x—kss—request—id: £8608t80ml20bs7ce9ibbnorlkbq7j0a
Server: KS3

KM H & Rn i

PUT /?logging HTTP/1.1

Host: ks3—example.ks3-cn—bei jing. ksyuncs. com
Content—Length: 214

Date: Fri, 26 Dec 2014 06:38:43 GMT
Authorization: authorization string
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<?xml version="1.0" encoding="UTF-8"?>
{BucketLoggingStatus xmlns="http://s3.amazonaws. com/doc/2006-03-01/" />

KA H 3 ma B il

HTTP/1.1 200 OK

Date: Fri, 26 Dec 2014 06:38:43 GMT
Connection: keep-alive

x—kss—request—id: f860at80hadobs7r75ib5nobInft3sql
Server: KS3

B O35 9 b
o ZIELT LT Ebucket I H EINRE, KS3W<xilbucket [REF R KGR H & AL F 345 &€ fbucket T o
o Jibucketfl H frbucket L2 J& T B —H P El— MregionfI A8 E — Mbucket. EUEH AN A FE Hbucket, Hix

bucket % [TH kAFH &
o HfbucketWIfiiA #H 4 H AR ZED.

bR
e HTTPAR S iR
PLURE RS AR 2 B i S -

InvalidTargetBucketForLogging 400 Bad Request  JiBucketflH trBucket A& F[6]— T region.
ERBEHNE R ETargetPrefix.

GET Location

it

It GET #4E¥{#F 1ocation BWIERIREIFH P TRIFIX . ) LE PUT Bucket iHRAVF A LocationConstraint 6B FH ) 25 [A]
XK. BE2EE, EAFPUT Bucket.

PR P S P M e O R P P B A R A
GEN
P

GET /?location HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: authorization string

eSS

e endpoint5Regionkf % &
e SignatureValueZE4 Bk

WRSH
BN AE RS HL.
i K Sk AR

A LA SRR . FBCEZE R, 1 v AR
WRAAE

SO AME R RN A
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M o7 Sk F48
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Name Description

e H P BRI, .
LocationConstraint 28%Y: String
ﬁ&ﬁ'fﬁ BEIJING SHANGHAI HONGKONG GUANGZHOU RUSSIA SINGAPORE

FERET IR

A DA IR [T AR R A R

7~ Bl

i K7~ il

GET /?location HTTP/I.1

Host: ks3—example.ks3—cn—bei jing. ksyuncs. com

Date: Wed, 01 Mar 2010 12:00:00 GMT
Authorization: authorization string

Mg 57 73~ )

HTTP/1.1 200 OK
x—kss—request—id:f7r02t82k5k8bs77hhibbnpo 1 nd gk
Date: Fri, 12 Aug 2022 11:15:49 GMT
Content-Type: application/xml

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
{LocationConstraint xmlns="http://s3.amazonaws.com/doc/2006-03-01/">BEIJING</LocationConstraint>

List Multipart Uploads

i ik

ﬁité{ist%%%fﬂ%%ﬁﬂﬁﬁﬁﬁEEiﬁﬁE‘Jﬁj\ﬁ%L%E%o IETEBHT I B AR5 RARI L A R 3, 20 AT T B8 UK 73 3k
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(B IEFEEAT 1 0 B EARAT S B T R v 1) EFRAE, MR 28 1sTruncated JGERWN truee FHFATDME key-
marker FlI upload-id-marker %iﬁ%ﬁut}jﬂiﬁut}jﬂ(ﬂf%o

[ERN
V%

GET /?uploads HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

N
iR

e endpoint 5jRegion¥f v 7 &
o SignatureValueZ54 &%

RS
ZH iR H ik
kR, TR —H S EGAT 0 BIN T .
delimiter 28%: String 5
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B Wi SR KS3 5 KS 3 M AE F 4 g /5 3o object key A LML Unicode 4. 4RI, XML 1. OffkT
SRTCVESRAT L 755, GnASCITRSFR 0310, X-TIX Lo A BEME AT I 2457 v LA I B 3R, KS34:
encoding—t TEMA N AT Ab A THEAT 2R fil
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HHAE: url

o
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PR e 241 HH IEAEREATAE 55 (0 B BRAE ([1, 10001) o i J82 rhofég 2 7 i R A4 il [ FLAH
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KeyMarker A, String
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UploadID
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Owner

StorageClass

Initiated
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A, String
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A String
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R Upload
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KA. String
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HA: String

RF 5 Upload
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FHo M7 Haxo EBEAGEREL EREGE. Flln: e 27N /, 5 Fnotes/sumer/a. txt 1 notes/summe

r/b.xml, HAILFTEN notes/summer/ o
KA. String
e

H A ListMul tipartUploadsResul t

WERBGE T prefix S48, WIS EAMER AprerixFITIRBIEE N3 BAFTIE, BIMKITAG 246 € 73 BT

1k,
KM String
A2 f:CommonPrefixes

2 DR PR TR RS R -

7~ Bl
R

GET /?uploads&max-uploads=3 HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Mon, 1 Nov 2010 20:34:56 GMT
Authorization: authorization string

Wi 7 7%

HTTP/1.1 200 OK

Date: Mon, 1 Nov 2014 20:34:56 GMT
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g
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Content-Length: 1330

Connection: keep—alive

x—kss—request—-id: 656c¢76696e6727732072657175657374
Server: KS3

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
{Bucket>ks3-example</Bucket>
<{KeyMarker></KeyMarker>
{UploadIldMarker></UploadIdMarker>
{NextKeyMarker>my-movie.m2ts</NextKeyMarker>
{NextUploadIldMarker>YW551G1kZWEgd2h51GVsdmluZydz IHVwbGOhZCBmYW1sZWQ</NextUploadldMarker>
{MaxUploads>3</MaxUploads>
{IsTruncated>true</IsTruncated>
<{Upload>
<{Key>my—divisor</Key>
<{UploadIld>f9957b016aaf37c7569c91£d14501847</Uploadld>
{Initiator>
<ID>MjAWMDEwMz**3%%</1D>
<{DisplayName>MjAwMDEwMz*#***</DisplayName>
{/Initiator>
<Owner>
<ID>KS3UserId</ID>
<{DisplayName>Ks3User</DisplayName>
<{/Owner>
{StorageClass>STANDARD</StorageClass>
{Initiated>2014-11-10T20:48:33.000Z</Initiated>
</Upload>
<{Upload>
<{Key>my-movie.m2ts</Key>
<{UploadIld>f9957b016aaf37c7569c91£d14501847</Uploadld>
{Initiator>
<ID>MjAWMDEwMz**3%%</1D>
<{DisplayName>MjAwMDEwMz****</DisplayName>
{/Initiator>
<Owner>
<ID>MjAWMDEwMz**3%%</1D>
<{DisplayName>MjAwMDEwMz***#*</DisplayName>
<{/Owner>
{StorageClass>STANDARD</StorageClass>
{Initiated>2014-11-10T20:48:33.000Z</Initiated>
<{/Upload>
<{Upload>
<{Key>my-movie.m2ts</Key>
{UploadId>f9957b016aaf37c7569¢91fd14501847</Uploadld>
{Initiator>
<ID>MjAWMDEwMz %< /1D >
<{DisplayName>MjAWMDEwMz****</DisplayName>
{/Initiator>
<Owner>
<ID>MJAWMDEwMz k%< /1D >
<DisplayName>M jAwMDEwMz*#*%%</DisplayName>
</Owner>
{StorageClass>STANDARD</StorageClass>
{Initiated>2014-11-10T20:49:33.000Z</Initiated>
<{/Upload>
<{/ListMul tipartUploadsResul t>

O

o BT 1ZEE O Liltbucket FIEEBAT I B EAAZ HIHK . X TFIRAZRIHIGEM, HIENFEER e B4, @30
Abort Mul tipart Uploadi IMIER.

Put Bucket Policy
P

BPUTHE ] RS IN— Bucket Policy FIEAS bucket. WIHRFEABucketZ Bf 24 HBucket Policy, HsinBucket
Policy¥5e B I0N. (HHED, WoiEBucket I PTE % 8% B 4G ks3: PutBucketPolicy AR »

¥R : Bucket Policy M K/NATEIBIE512KB
15K
R IE R

PUT /?policy HTTP/1.1
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Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}
Policy written in JSON

2
EE:

e endpoint 5Region¥f .7 &
e SignatureValueZ y

WRSH

S OAMEERSHEL

R K

e O U SRR SREBCE 252, 1 v i R CL il

BRNE
B H Tk i} 3 %
— iAxBucket PolicyHJJson . N
EZ S MTE RS AR g i;
Bffect BRI IR, DR RO adads, SHREffect M NAL o
lowa{ & Deny. =
Principal AR IR F 2 AR o =
Action AR T 48 72 W BRI AL T WR LA R &

AREAS DK TG AT XTI L B GEAE T, W] ABEE A7 it 2 1] (Bucke

Resource £+ A% (Object) DA A R T VR &
S PR FAURITT I I P VTR A I A, D

I SREmE A AT LA K
W Rz

i ]z Sk 8

1 O] UAE A & RS SRIE 258, 15 i

W 87 A 2

AR AN IR (3] W J52 PA) 28 o
FrBRE iR

AR DR [BUE TR RS R -
7~ Bl

i K 7 Bl

PUT /?policy HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Content—Length: 225

Authorization: authorization string
Content-Mdb5: 8evRehlmPHkf+VuSe8k6Rg==

Date: Tue, 19 Jul 2016 09:12:54 GMT

{
“Version”:”72008-10-17",
“Statement” : [
{
”Sid”:"1”,
"Effect”:”Allow”,
“Principal”:{
"KSC”: [
“krn:ksc:iam::accountID:root”,
“krn:ksc:iam::accountID:user/userName”

g
E
NI
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1,
“Action”:[
"ks3 k"

1,

“Resource”: [
“krn:ksc:ks3:::ks3—example”
“krn:ksc:ks3:::ks3—example/*”

1,

“Condition”:{

”IpAddress”: {
“ksc:Sourcelp”:”54.240.143.1”
}

}
M J§2 73~ )

HTTP/1.1 204 No Content

Content—Length: 0

Connection: keep—alive

Date: Tue, 19 Jul 2016 09:14:23 GMT

Server: KS3

X-Application—Context: application
X-Kss—Request-Id: 54a47bdal8ac4e6e91de369add54218e

B R A

ARG HTTPIR &9 iR

. WL ZFEffect. Princple. Action. Resource® B al#il .
MalformedPolicy 400 Bad Request W IT ZEFFect HOME AL LowskDeny, 75| &HRAt .

Get Bucket Policy

ik

BEGETH% 1 AT PISREN R MBucke t fBucketPo licy it B .. A b0, 2AZEBucket B AT A & B H Hks3: GetBucketPolicy AL
FR .

=
5 K
15 R IB 7k

GET /?policy HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

TN
EE:

e endpoint5Regionkf v % &
e SignatureValueZE4 Bk

RS M
BT RS

iR Sk 7

VT AR RS, PS5, i Al AR
R 2

P TR R K 4 2

I Rz

W02 Sk 7

Sl 1P 44/122

g


https://docs.ksyun.com/documents/6761
https://docs.ksyun.com/documents/6890
https://docs.ksyun.com/documents/957

APT SCAY 2022-12-30

WA AT DUSE BT R Sk . SRIBCE 2458, 1 A o 2 i S Skl

] J8 P 2%

B FH#iR i} 255 %
— iRBucket PolicyHJJson R &
TR, AT G E: A g @
Bffect RBEALLEHIRCR, WJULRRVFEIELA, X NEffectENAL 4

lowE{#Deny . =
Principal REEBIZRLLAREL AR 2
Action AR T 48 7B W TR IR AL T R AL R ps
Resource RBALKRREE WL ZHIRAC/EF, AT LA BN ] (Bucke 4
t)« XFZ (0bject) LAR RN R F 2. =
Condivion PEBE TRURMHE 0 P, 7 SR S LA T,
I SR A BT LA K
R E R

12 FUAS IR AT R PR
ZN|
R i

GET /?policy HTTP/1.1

Host: ks3—example.ks3-cn—bei jing. ksyuncs. com
Authorization: authorization string

Date: Tue, 19 Jul 2016 09:12:54 GMT

Wi % 73

Bucket PolicyfFrENT:

HTTP/1.1 200 OK
Content-Length: 232
Content-Type: application/json; charset=UTF-8
Connection: keep-alive
Date: Tue, 19 Jul 2016 09:25:29 GMT
Server: KS3
X-Kss—Request—-Id: 708e01a0b42642cd94611f33a2a96874
{

“Version”: 72008-10-17",

“Statement”: [

{

”Sid”: 717,

“Effect”: "Allow”,

“Principal”: {

"KSC”: [
“krn:ksc:iam:: {userid} :root”
]
1,
“Action”: [
“ks3 :PutObject”

1,

“Resource”: [
“krn:ksc:ks3:::ks3-example/*”
“krn:ksc:ks3:::ks3—-example”

]

}
]
}

Bucket Policy NEEAENT:

HTTP/1.1 404 Not Found
Content-Type: application/xml
Connection: keep—alive
Date: Tue, 19 Jul 2016 09:28:59 GMT
Server: KS3
X-Kss—Request—-Id: 1£807bb266854e4487ce27857001ba38
<?xml version="1.0" encoding="UTF-8” standalone="yes”?>
<Error>
<{Code>NoSuchBucketPolicy</Code>
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{Message>The bucket policy does not exist.</Message>
{Resource>/ks3-example/?policy</Resource>
<{RequestId>1f807bb266854e4487ce27857001ba38</RequestId>

<{/Error>
bR

R HTTPIR 15 Eipy
AccessDenied 403 TR PR 3R EXBucketPolicy.

NoSuchBucketPolicy 404 Not Found Bucket %5 Bt B AL PR FR0% .

Delete Bucket Policy
EP

HDel etefz AT LLAH BR F A Bucket i BucketPol icy Bt & # b0, W20 2Bucket T F B E A ks3:Del eteBucketPolicy
PR .

R
ik

DELETE /?policy HTTP/I.1
Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

2
EE:

e endpoint H5Regionkf WV K &
e SignatureValue%s44 5k

WHRSH

B OAMERE RS

R KL
G R AT GRS . SRICE 25 8, 13 i A ROk
WRAE

GO AEHITE RN A
M 7 Sk 38
R T LU A R Sk . SREBCE 25 5.,

puiy

sk

MW 7 P 25

BucketPolicyMLE A5 E, Jsonk& 74 .
FERER R

2 T NI (BT A R R A 152 o

7 il

DELETE /?policy HTTP/1.1

Host: ks3—-example.ks3-cn—bei jing. ksyuncs. com
Authorization: authorization string

Date: Tue, 19 Jul 2016 09:12:54 GMT

ol

HTTP/1.1 204 No Content
Date: Tue, 19 Jul 2016 09:28:34 GMT
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Server: KS3

Connection: keep—alive

X-Kss—Request-Id: a5398b800e3a4d498bb4a7¢017¢e9259
Content—Length: 0

Put Bucket Lifecycle
iR

IEPUTHE M 22 B E —PBucket ¥ lifecyle M. W IENBucket Z B D& H Lifecycle M, Hrudsin poR0 WA 4= 507 55 1H 1),
THERIX — AR

$erm: VR, HERE AT RN 6 BT A dw A ST AL, S R R

P BEEMNE, ks3NEIZIA T 10 E, EENHPRILECE] Fob jec tBHFR B HeAL A28

R BT BLIE O, 8 ER XA Bucket i owner B A v B A i A 1 BRI AO AR, Bllks3:PutBucketLifecycles
WE: BEAar AR e e X R AR, TR AR SN E EAnd T A

K
i ik

PUT /?lifecycle HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}
Content-length: {length}
Content-MD5: {md5}

Lifecycle configuration in the request body

e endpoint5Regionk] M7 &
e SignatureValueZs 4 &k

HRSH

IR OAME I RS H.

[ERN

BRAFEERSN, A AT N T —

body B.dataf]128fimd5 digest, FHbase644wlid. X headerhZifift, LMEI EbodyZHE IR,
Content-MD ¥ W.RFC-1864

5 A String =
BINME: B
iEHKBody

—EHfiiRlifecyle configurationffixml .

{LifecycleConfiguration>
<{Rule>
<ID>id1</1D>
<Filter>
{Prefix>documents</Prefix>
{/Filter>
<Expiration>
<{Date>2016-12-31T00:00:00+08:00</Date>
{/Expiration>
{Status>Enabled<{/Status>
<{/Rule>
<{Rule>
<ID>id2</1D>
<Filter>
{Prefix>logs<{/Prefix>
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<{/Filter>
{Expiration>
<{Days>130</Days>
<{/Expiration>
{Transition>
<{Days>10</Days>
{StorageClass>STANDARD TA</StorageClass>
{/Transition>
{Transition>
<{Days>40</Days>
{StorageClass>ARCHIVE</StorageClass>
{/Transition>
{Status>Enabled<{/Status>
</Rule>
<{Rule>
<ID>id3</1D>
<Filter>
{Prefix>pic</Prefix>
<{/Filter>
{Status>Enabled<{/Status>
<{Expiration>
<{Date>2018-01-01T00:00:00+08:00</Date>
{/Expiration>
<{/Rule>
<{Rule>
<ID>1d4</1D>
<Filter>
<And>
{Prefix>123</Prefix>
{Tag>
{Keyrage</Key>
<Value>21</Value>
<{/Tag>
{Tag>
<{Key>name</Key>
Value>1i</Value>
{/Tag>
</And>
{/Filter>
{Status>Enabled</Status>
{Expiration>
<{Date>2021-01-01T00:00:00.000Z</Date>
<{/Expiration>
<{/Rule>

{/LifecycleConfiguration>

xm 1 H T S BRI T

2K iR =ik
A5 —HERul eI RS, — P Bucketiz% 10004%Rul e,
LifecycleCon Z8#Y: Container
figuration  Fsi: Rule
LY
S —Z
Rule A, Container
LA 4 LifecycleConfiguration
Rul effJfE—FRil, —/MBucketWIDAREEE . IDILURER T, WHFHL, A
Afe It 265 745 (UTF-84wHH)
A, String
ﬁiﬁﬁfi: Rule
FUE VTSR, SR % B IR X E AR R Prefl ixBibrETag, WATHAEMEH. —
MNRule RfEH —Filter, A[FERul effprefixASFEMIZE .
Filter ZA. Container
T Prefix
3&%§ﬁi: Rule
Xﬁ%fﬁﬁ%?ﬂ@*ﬁ‘?%, f—'lidaﬁ%tagﬂﬂh%%Jﬁ‘lﬂﬂﬁ,ﬁ%,~
WHEFE 48 € Prefix 1 Tag fiiik, PAKIBE —ANEEA Tag fifiik.
Z5#. Container
LA/ LifecycleConfiguration. Rule. Filter
FEXANH S object A& #MM . — MRule g5 —Fil ter il —A Prefix
Prefix Z5#Y, String
R E: Filter

fm

Fm

1D

Fm

o

And

oA

o

g
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Tag

Key

Value

Status

Expiration

Date

Days

Transition

StorageClass A #i: Transition

WS, RELRFFI0MRE
Z5H. Container
PRZEW Key, KEARBITI128FT, XFHANEFERE, T, BHRMA/FS + - = .
:/
Z5H. String
FRZEH] Value, KEEANBIL25657, XRRNEFEE T, SRS + - = .
o/
Z5AY. String
F8ERul e JA G225 H .
Enabled: 1%Rul e ;&#H AT
Disabled: iZ%Ruletff 2%, {HiZRul effil} GE#EEnabl el A& 4% M
A, String
RHT /i Rule
HEVf&: Enabled, Disabled
FIE X R ob jec tAT B B A«
KA. Container
T & Days, Date
LA Rule
R —ANEI, KS3 20t B i 2 i 1) BT 2% H U B B0 AT A i A ST .- 4 SRDa
te ek H E%iUTQZEﬁHﬂW\M‘%ﬁE%&
WAFETS0860 1K AL ST a], HAAZUTCHIE A H R R 9yyyy-MM-ddT00: 00:
00+08:00,
A, String

o ==~

LH /S Expiration, Transition

T8 & Eay A HM U AEOD ject i R 18 2 £ /b K G 4E 2
AL IEEY H 3
BUYEJERE: 1-10000 &, WMREHDate
LFi s Expiration, Transition

BEObject7EH RUE M A A, oA %) G544t WSTANDARD_ TABL# ARCHIVEL7fif 2
ﬁg

A, Container

FFi 4 Days, Date, StorageClass

8 X REEAE R B PRAF-iBISEA,

o ==~

oA

o

o

FI

A

&, W B ADays

AN
(=)

%, ¥ Transitionf

B Hlt‘»ﬁﬁ A
HUft: STANDARD IA, ARCHIVE O, W

FR B PAT R RO 5

Prefix5Tagrl$&MCAEH, BAEAMNIEER — 4 Prefix, Taghl LAEEZA .

RulefFH A B, ROZHIA, #HABEHEI—R. 01D, HEgHE —4; Status, HEEH—.
—Abucket BRI PAH £ %KRule, UK ERTZILECHS, £2Ruler] LK EARE SR Fiprefix, MlogsHldocs, UllogsHl
1ogs20165t R EEN], SBUFRATBE . M FiEETagSprefix[EF WEF A X EHFESTWH

Daystg EAHNTES ], ZAENTobjectfIlast modfiy time, HWlobjectfE2017-01-02 15:05%modify, Days &2, kK ‘E
1£2017-01-05 00:00, BPNRZE2K FFLF| N —105.

WiE: XEPiobject last modify time, J&_b—¥XPUT, POST, COPYMIH A,

R Datemi R, ZIA L RIRE R SHAT, PATH HIWlast modify time <= &Date; AT ZAKNIE],
MAEREIR AN Date A 2 HHAT, PATIAIZR AW 1ast modify time <= ZDate,
EERFEEENZREMXAEGEAPRNZ G, EEEH S B#HGet Bucket Lifecycled OFHRIGEE, ik
WEERES S5EK AT .

Mg B2 Sk

AP O R H I R L ES . FRBCE 2R, 1 s i

Wi 2 Py 25
ESACES
R B 1R
AT (o) (AR R R

7~ il
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] L3 SR 7 51l

PUT /?lifecycle HTTP/1.1

Host: ks3—example.ks3—cn—bei jing. ksyuncs. com
Date: Wed, 14 May 2014 02:11:21 GMT
Content-MD5: xxx

Authorization: authorization string
Content—Length: yyy

Content—type: application/xml

{LifecycleConfiguration>
<{Rule>
<ID>id1</ID>
<Filter>
<And>
{Tag>
{Key>age</Key>
Value>21</Value>
<{/Tag>
</And>
{/Filter>
<Expiration>
<{Date>2016-12-31T00:00:00+08:00</Date>
{/Expiration>
{Status>Enabled<{/Status>
<{/Rule>
{/LifecycleConfiguration>

B3R5 K= il

PUT /?lifecycle HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Wed, 14 May 2014 02:11:21 GMT
Content—-MD5: xxx

Authorization: authorization string
Content—Length: yyy

Content—type: application/xml

{LifecycleConfiguration>
<Rule>
<ID>id1</1ID>
<Filter>
{Prefix>documents<{/Prefix>
<{/Filter>
{Expiration>
<Date>2016-12-31T00:00:00+08:00</Date>
{/Expiration>
{Status>Enabled<{/Status>
<{/Rule>
<{Rule>
<ID>id2</1D>
<Filter>
{Prefix>logs{/Prefix>
</Filter>
<{Expiration>
<{Days>130</Days>
<{/Expiration>
{Transition>
<{Days>10</Days>
{StorageClass>STANDARD TA</StorageClass>
{/Transition>
{Transition>
<{Days>40</Days>
{StorageClass>ARCHIVE</StorageClass>
{/Transition>
{Status>Enabled<{/Status>
<{/Rule>
<Rule>
<ID>id3</ID>
<Filter>
<And>
{Prefix>docs</Prefix>
{Tag>
{Key>age</Key>
{Value>21</Value>
{/Tag>
{Tag>
<{Key>name</Key>
<Value>1i</Value>
{/Tag>
</And>
<{/Filter>
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{Status>Enabled<{/Status>
{Expiration>
<{Date>2021-01-01T00:00:00+08:00</Date>
<{/Expiration>
<{/Rule>
{/LifecycleConfiguration>

DL _EfE R A bucket B3 FRN .

1. MBR2016-12-31 0xiHT I LAdocumentsTT2kHfobject key. 2. iklogsTFRIAE R Zmodify fa 3R MIBR . 3.
KA, £E2021. 1. 1ASHAT, PATHEREMIR1astmodify < 2021-01-01 HAF&LhdocsTFk, Hfage=21, name=1ilpss
A o

i) L 73S 5]

HTTP/1.1 200 OK

Content—Length: 0

Connection: keep—alive

Date: Tue, 19 Jul 2017 09:14:23 GMT

Server: KS3
x—kss—request—id: 54a47bdal8ac4eb6e91de369add54218**x*
=]
R BY
iR HTTPAR &S ik

@fﬁ%%\?{f%*ljgﬁ%ﬂ%i@z’;ﬁii%ﬁ%:

. JLHIER I ] 28 200 T 17 2. 5]

InvalidArgument 400 Bad Request Bl —%%Rul e B I A 4% A A E], DatefiDays —ik—
s SRR NIRITIERE IS /030K, A DL A AR A6k

InvalidArgument 400 Bad Request i R4k 2t iR BB/ DR U FIL R

BadDigest 400 Bad Request 3R LA Content-MD5EK Cont ent-MDS%E %

BT 0 RS S .
Get Bucket Lifecycle

P

ICGET#EAE IR [Flbucke t il ifecyl eFiL E, EP#HIARK &RuleI—xml. (EHMLE N, &FZE ZEbucket FIFTH # 8 A RIUE
i JE BAE EE N AL PR, Blks3:GetBucketLifecycles

A K

Bk

GET /?lifecycle HTTP/1.1

Host: {BucketName}. {endpoint]

Date: {date}
Authorization: {SignatureValue}

N
EE:

e endpoint 5Region¥f .7 &
o SignatureValueZ54 81k

HRBH
g R SRR B

RSN

PR R FOE S8, ARk,
RN

2 OAME RN A
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i 7 Sk 38
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K

iR
W5 —HERul eI 28, —Bucket# % 1000%%Rul e,

LifecycleConf ZX%4: Container

iguration
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ID

Filter

And

Prefix

Tag

Key

Value

Status

Expiration

Days

Date

Transition

StorageClass

FHI5: Rule
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(R ST
KA. Container

AN
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Rul effJME—#RiH, —MBucket NIDAREE K . IDKJE=255FFF, JERIEUTF-8%
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KA, String
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FERME, — MRule AREH —MFilter, AFruleffpref ixNHEHR .
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T Prefix

L7 Rule
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AIEFFEE Prefix fl Tag ik, PARIERE—ANELEZ A Tag k.
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P ==~

LA LifecycleConfiguration. Rule. Fil ter
FEXANETZ object A= # M. —Rule RiefF —Fil terfl—Prefix.
A, String

LA Filter
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TRk, 5. H5. B9, ERlgk. xR,

KA. String

FRZEHT Value, KEEAMILI2567FT, SCRECFER., 7. . e, Ws5
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KA, String
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RLF . Expiration, Transition
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A5 Transition

HUfE: STANDARD IA, ARCHIVE (#%fil&ffifaws sdk, ASZHFARCHIVE)

FI

Fm

A

o

o

oA

|

oA

oA

Fm

o

&

AN
=

&

, W HDate

’ ﬁﬂ%‘&ﬁDayS

, W Transitionfd HIih

’ I)_I\IJ L‘Z‘Zﬁ@/ﬁ\ o
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RN

GET /?lifecycle HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Wed, 01 Mar 2016 12:00:00 GMT
Authorization: authorization string

i) B2 71~ 451

HTTP/1.1 200 OK

Content-Type: application/xml

Content—Length: 312

Connection: keep—alive

Date: Wed, 16 Aug 2017 12:23:54 GMT

Server: KS3

x—kss—request—id: NTkS5NDMSHNWFfMjQ40GY3Xzc3NGRfksksksk

{LifecycleConfiguration>
<{Rule>
<ID>id1</1D>
<Filter>
{Prefix>documents/</Prefix>
<{/Filter>
{Status>Enabled<{/Status>
{Transition>
<{Days>100</Days>
{StorageClass>STANDARD TA</StorageClass>
{/Transition>
<{/Rule>
<Rule>
<ID>id2</1D>
<Filter>
{Prefix>logs/</Prefix>
<{/Filter>
{Status>Enabled<{/Status>
{Expiration>
<{Days>10</Days>
<{/Expiration>
<{/Rule>
{/LifecycleConfiguration>

B iR

iR HTTPAR A1 Py
NoSuchLifecycleConfiguration 404 Not Found Bucket{% /& Bt B A i & AL .

Delete Bucket Lifecycle
ik

IDel etedz O W] LAMIBRF-/MBucketf)lifecyclefiL B . MR B D, KT ERIXMBucketFFTH # .

ZE VA RN KR (1204, FRoNZAC B ORI B .

BUNEERO I ATIER U SRARA B ARPU A REM, IR AT HIDel eteft 1 K49 E, LA B RM .

‘i ™,

B>

Bk

DELETE /?lifecycle HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}
Authorization: {SignatureValue}

=z
iifﬁi:

e endpoint5Regionkt v 7% &
e SignatureValueZ544 Bk

HRSH

SO AERE RS
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i# R Sk
PG H I RK AR SRBCEZ A58, 3 i AR Il
#R A

AR %

M Jo7

a1 3k

Rt # ISR SRBCE 2 A58, 1 i L

W N N

x

RRBRHY R

AR FUEMTRFR A DR . W Zbucket AL E L ifecycle, H/2IRIFI204, TOATMTHE .
Nl

i K

DELETE /?lifecycle HTTP/1.1

Host: ks3—-example.ks3-cn—bei jing. ksyuncs. com
Authorization: authorization string

Date: Tue, 19 Jul 2016 09:12:54 GMT

W Bz

HTTP/1.1 204 No Content

Date: Tue, 19 Jul 2016 09:28:34 GMT

Server: KS3

Connection: keep-alive

X-Kss—Request—-1d: ab398b800e3a4d498bb4a7e017ee9259
Content-Length: 0

PUT Bucket Replication
D%

WO SEFEAA#EZSE (Bucket) B EHIFN . & ERINE, KSSHHSIEBAFKEE, A3 ILE 2] FI0bject &2 )
B HAREAE S A, R B ki 0, B FE R IX AN Bucke t INIHA % B A ks3: PutBucketReplicationkl R .

AL
o BENEAEAHE A ) R REBLE — SR I, A ROEAME A 2 8 2 1T S =R, T 2 5o A7 R AU .

o KS3SCHFHNCE 5 X I AR X 1), (ELERANIRAF i 22 TR R RE VB — 2R SR, B XAk A2 ) 5 [ X IR o) — 3 R
AAAE— 2

o KS3SCFREXUA M, B —MISAE At 23 18] ] LAV DR 24 i H AR 8] (1 H AR 22 18] o

o UL AR R TR A5 HAdL A 2 18] (1 SN A BETT 4R S AN =2 [MATT R 1 RIS [RIBRI M, A s AN RE #9238 ATT
AR ECHT R, BRAFE MRS RIAZI S RIBR LRI E . FEL, S5 RATR 7212 ABR S, B IR 28 mC ) =
VB S A 3 AN TR VR o

o SHIMINEZ A0 ATLEILHC AN, HATHR 2 MAREES,

o HARAERE A PN SO I RIS, EATRAMFENX G4 TR LA S, GIanalEn a, fia#E. 7K
ML R Te R . Object ACL. X RN, X G Js 2 (RSSFLE MR E T2 » Bl Bl AR 8ol 5 22
AR 2K AL N 75 R 20 21 H bR o

o S B F bR B SCAFEAE H b fil 2 18] (174 i S0
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o ERERAET EHIE R P HIAFAE SN, WA IR AIZ S 5 B A RERS A7t 22 1o IR

o HHIDIREMIPLSCTm T LM ANV EEL, 29— A0 QI IGHRAT A i Jo WA BRAR AR I, ¥ Saos L A 00 B [ A A0 2 R R e 74

AT v J WV ER A, DA A Bl 22 i T i A B AR R
o THUER, DU SO B R AN S

o SRHZ F S IV A HH
o Y [ T HE (Y R A2 >R B HL e s 1) ST A Y A
o AP MG ML E EHAT N, A#AT SRR, OVA7 il a3 7] B C B A A F 20504 E s
o MRV MIFFAERADN ARG, BRAESCIE AR AR, B A 2 FLREAT Al o
K
ik

PUT /?crr HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}
Content—length: {length}
Content-MD5: {md5}

<{Replication xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<{prefix>prefix1<{/prefix>
<{prefix>prefix2<{/prefix>
{DeleteMarkerStatus>Enabled</DeleteMarkerStatus>

{targetBucket>bucketname</targetBucket>
<{/Replication>

HRSH
ZIROAEHI RS
[ER
EZR S g

body B dataft]128fimd5 digest, FiHbase644mtd. X headerhFfELE, LAMER Ebody e BRIk,

Content-MD ¥ WL.RFC-1864
5 KA String
BOME: Tk

5 3K &
— B 5 X 3 2 fillconf igurationffxml .

<{Replication xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
<{prefix>prefix1</prefix>
{prefix>prefix2{/prefix>
{DeleteMarkerStatus>Enabled</DeleteMarkerStatus>
{targetBucket>bucketname</targetBucket>

<{/Replication>

xml EESH:

2K iR

AEEHMNER, — D EAET R R ReE — 2
Replicatio Z8#Y: Container
n T G

LT o

HIZEILHC, 4nfobjectULAC 1 BTSN A 20 %0 RBEAT S, 45 5% S0 U B3 22 VAR I 10 2% 1T 4% T

BRI, HATZE 2 AN [H) H &
K. String
A5 Replication

prefix

BT R MR R A, 25 5 U E NEnabled AT IR, 45 ADisabled BUAEE I RIAPIRE, #5T

DeleteMark A MIBREH], T 4PBucke tIBR— A0 RN, %% RAE HARBucke t 1At 23 Bk
erStatus ZB’#Y. String
RLH5 5 Replication

oA

g
E
NI
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ST FU B E A A7 i 2 1]
targetBuck ¥, String - .

et A5/ Replication

] o7
M 3 Sk #8
A T A A 5 FAA RSk SREDCEE 2205 6, % ok o R e 7 3 38
Wi N 2%
S AEIES

7R

R Bl

PUT /2crr HTTP/1.1

Host: ks3—-example.ks3-cn—bei jing. ksyuncs. com
Date: Wed, 14 May 2014 02:11:21 GMT
Content-MD5: xxx

Authorization: authorization string
Content-Length: yyy

Content—type: application/xml

{Replication>
<{prefix>abc{/prefix>
<{prefix>xyz<{/prefix>
{DeleteMarkerStatus>Enabled</DeleteMarkerStatus>
{targetBucket>targetbucket</targetBucket>
<{/Replication>

LAE AR S it ) B B R RN, b AR UL A 25 BT ¢ “abe” A “xyz” O, HJg FIMBRFEEZhEE, His

g B N targetbucket o

) % 7%

HTTP/1.1 200 OK

Content-Length: 0

Connection: keep—alive

Date: Tue, 19 Jul 2017 09:14:23 GMT

Server: KS3
x—kss—request—-id: 6af24440694b4d00b8de063ccbe86336
RS
iR HTTPAR A HS ik
InvalidArgument 400 Bad Request %’?g@ﬁiﬁﬁ

InvalidCrrArgument 400 Bad Request 1ZA7fi =S 7] CLHC & & %l KL
BucketReplicationExists 409 Conflict  WHGRHIFEAEZS R ALT E Hk &b

GET Bucket Replication
Eiipy
U IR [ 2 L L RE L, B U A

BUER

RO, BRI NBucket HIHA F B E Hks3:GetBucketRepl icationfl R .
5 R

[E=R7S
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GET /?crr HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

WRSH

EEARENI GRS+ 8

i R kAR

SUBEFH VSR A . SRBUE 2 (58, i R L

WRHAE
AR 2

I 7

Wi Rz Sk 3

A A A R S . SREE 245, 1 e R Sk

W RE 1Y %

RE—Axml, FIREH R A

A iR & T b ik
B RN RS, — NRAAAEZS A R BeE — 20N,

Replicatio 2E#Y: Container

=)

n FE: L &

RAT: T

AITZRULEC, W objectUGHD T BTSN A X2 AT E ], " E RN R 2 B IN102% 51 42 VLAC
cofix B, HRrgtz mAFES. .
P KM, String i

LA A Replication

RO G ITAG IR ], 35 5 X485 NEnabled WITE, 7 ADisabl ed SUNEELIARMRE, #TT
DeleteMar JaMIBRE M, W 4JBucke tHlBR— N5 REF, 12X RAE HbrBucke t i B At 2 MHIBR o 5

kerStatus %Y. String
ARZH5 4 Replication
S ) E bR A7 il 2 ]

targetBuck K, String B

et ARZH5 4 Replication

fewion  HARTAEZEIRBTAE (DO, }
& KA, String s

7~

15 K 7

GET /?crr HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Wed, 14 May 2014 02:11:21 GMT
Content-MD5: xxx

Authorization: authorization string
Content—Length: yyy

Content—type: application/xml

PLEAERA TG 2 0] g B E R, HAE SIS ATZN C “abe” A1 “xyz” ), HE MR TIEE, Bis
Tifig 2 8] Ntargetbucket .

i) L 73S 5]

HTTP/1.1 200 OK

Content—Length: 0

Connection: keep—alive

Date: Tue, 19 Jul 2017 09:14:23 GMT
Server: KS3
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x—kss—request—-id: 6af24440694b4d00b8de063ccbe86336

<?xml version="1.0" encoding="UTF-8” standalone="yes”?>

<{ns2:Replication xmlns:ns2="http://s3.amazonaws. com/doc/2006-03-01/">
{targetBucket>ywj-ks3-apitestl</targetBucket>
{DeleteMarkerStatus>Enabled</DeleteMarkerStatus>
<{prefix>ccc</prefix>
<{prefix>aaal/prefix>
<{region>BEIJING<{/region>

<{/ns2:Replication>

GRRE

iR HTTPAR 2555 Eip
NoSuchBucketCrossRegionReplicate 404 Not Found i 3K fBucket ¥4 Fic B & #H 3N .

Delete Bucket Replication
fi ik

SR 1 M e A f 2 1) b s L PO SR RO, SRUAT i 2 1) A T L R 3R 91404

B PR

ISR EEAG FHIE T, R B R IX M Bucket [ & B G ks3: Del eteBucketRepl icationtl R

‘Ela N,
|2
W5

Delete /?crr HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

iR 2 5
R OAMEHE RS H.

5 3K 2L 3

TR it

I AAZAT Al () A T B S R, 3R [R1404.
I

Wi I Sk 48

G E e LEIVESHINE N IE A RS SR Y e E L) VST
Wi I 1

g

7~ il

R B

Delete /?crr HTTP/1.1

Host: ks3—example. ks3-cn—bei jing. ksyuncs. com
Date: Wed, 01 Mar 2016 12:00:00 GMT
Authorization: authorization string

i) L 73S 451

Sl 1P 58/122
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HTTP/1.1 200 OK

Date: Tue, 19 Jul 2016 09:28:34 GMT

Server: KS3

Connection: keep—alive

X-Kss—Request—-Id: 54a47bdal8ac4e6e91de369add54218e
Content—Length: 0

PUT BucketMirror
iR

UEPUTERAE R 25 H bt i B 55 SE 3 — A BR BIERN AT DUE I 242 11 ) I 82 B AR I E R 170 5 3

2 H bl CAZAE B AR RIS, i B AR AN A2 8 i I
"R
Wik

PUT /?mirror HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}
Bucket mirror written in JSON

HRSH

2 OAME RS

R L

2% O R SRR SRBCE 252, 19 e i SRl
R

=l :

“version”: V3”7,
“use_default robots”: false,
“async mirror rule”: {
P ”
mirror urls”: [
“http://abc. om”,
“http://www.wps. cn”
]
“saving setting”: {
PP ”
acl”: “private

}

1,

”sync_mirror rules”: [
{

“match condition”: {
“http codes”: [

7204”

1,

"key prefixes”: [
" abe”

]

1,
“mirror url”: “http://v-ks-a-i.originalvod.com”,
“mirror request setting”: {
“pass_query string”: true,
“follow3xx”: true
“header setting”: {
”set headers”: [

”

{
“key”: "abc”,
“value”: "def”
}
]
“remove headers”: [
{
“key”: “asdb”
1,
{

g
E
NI
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”key”: ”asdfa”

“key”: “asdb”

”key”: ”asdfa”

“saving setting”: {

“acl”: “private”
}
}
]
}
1 ik R
EIF/E it

. KM String .

version %ii&ﬁi: V3 rE

B R SCHRFV3

use defaul t ro AEH RN Irobots. txt, WH ANtruell&7Ebucket A — robots. txt.

kM. String 7
bots ﬁ?&{ﬁ true ‘ false
async mirror r S EEHN, %7 B Ssync mirror ruleshZiZE /MDA —A, AR AFLE . .
ule KA. Container H

—PFErburl, BEAETI04, wldbFilhttpEFhttpsITk, A H &2 A B 2564755
- , pathi¥fi/rfx % NI 1024 F45F . .
mirror_urls M. String =

A5 M. async mirror rule

R S5 [R5 45 2 1 SCAEAE B ARk sSI IR E
saving setting ZKE#: Container

RFi 8. async mirror rulel|sync mirror rules

AF _FALKS3HY, 48 SRR

KA. String

RFi 8 async_mirror rule. saving setting| sync mirror rule. saving setting
ﬁ%ﬂa :public-read ‘ private

—HFEDERIPEEN, 2 ECE 201, ZFEB Sasync_mirror_rul ehZiE/DE —A, AR AF

sync_mirror ru 1
les °

oA

iyl

acl

oA

2K5#Y: Container

[mIE MR 2514, WA, ANEFIRITZbucket HAIFTEMobject KikgetifiRiT, 2k [BlE
match conditio .

n 2. Container

LA A sync_mirror rules

fil & BIIRATht tptR 7SI, B TN SZRF404—F.

KA, String

A5 A sync mirror rules.match condition

HRE: 404

HiERFobject keyIRTE SR —key_pref ixULECI il & [FIYR, V2 FF— AT, TTRK
JE i 2 AL 1024255, R4S 400.

2B, String

A5 A sync mirror rules.match condition

Wufiurl, 2L ht tpEE ht tps 3k, k45 i 2 NI 256 FFF, pathiiisr i 2 At 1024
Mo

KA, String

AR2F7 5 sync mirror rules

ks RIFH T FIACE, W AH,

2. Container

AR2H5 5 sync mirror rules

ks 31 SRR B 2 755 % i 1 SR ks 3B [ query stringiEfE4a RS .

pass query str Z5#Y: String

ing ARH5 5 sync mirror rules.mirror request setting

BHRAHE: true|false

o

o

http codes

o

key prefixes

fm

mirror url

mirror request
_setting

o

oA

&>
E
NI
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BEE VT RYRVER, &% follow 302/301,
ks 3% 75 Wi B I A 301 AN30288k 8%, NS false HEEIR[E] 17302, Mks34xik [M]424%5 % F i,
R N trueMks3W 3302 )5 <1 3R 3020 1ocations

7
followdxx KR, String R
A5 A sync mirror rules.mirror request setting
ﬁ;&{ﬁ true ‘ false
ks RIRTEI fheader L B, TEE LA FHIEMEA LS set_headers > remove_headers > pa
. ss all > pass headers, =
header setting %M. Container @
AT A sync mirror rules.mirror request setting
H 5% Xheader, iX4theaderfkeyFflvaluetd & [HE R, ks3ifRIFuEH &% FiXtheader.
set_headers KA, String e
A5 A sync mirror rules.mirror request setting. header setting
M R 4 ks 3 header T A2 14 LA 46 € Hheader, #% Spass allai# pass headersfit &1
remove headers 17 Hfgte Eheader FlfTkey, AHEFEEvalue. P
- KA, String =
LA A sync mirror rules.mirror request setting. header setting
Fa & P K ks 3MTheader &R IE LR URYS, % 7B Spass_headersH ff.
pass_all %%: String . . . . &
- A =% sync_mirror rules.mirror request setting. header setting
ﬁ’;ﬁ[{a true ‘ false
K2 o ks 3B header ¥R E 1 LN EAE 44 VR S, R BETE Eheaderd 1 fiikey, A REFEEvalue
pass_headers ZFEt5pass allHJF. &

KA. String
LA & sync mirror rules.mirror request setting. header setting

W Bz
i 8 Sk 3B
RO LM A AL, SRR 2 E R, ih ST

WL A 2
2 1A [ 4 %5
7~ il

GRS

PUT /?mirror HTTP/1.1
Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Content—Length: 225
Authorization: authorization string
Content-Md5: 8evRehlmPHkf+VuSe8k6Rg==
Date: Tue, 19 Jul 2016 09:12:54 GMT
{

“version”: "V3”,

“use_default robots”: false,

”sync_mirror rules”: [

{
“match condition”: {
“http_codes”: [

”404”
1,
“key prefixes”: [
“abc”,
“def”
]
!,
“mirror url”: “http://v-ks—a—i.originalvod.com”,

“mirror request setting”: {
“pass_query string”: true,
“follow3xx”: true,
“header setting”: {

”set headers”: [
{
“key”: "abc”,
“value”: “def”
}
]

”

,
emove headers”: [

61/122
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"key”: “asdb”
1,
{
"key”: “asdfa”
}
]
“pass_headers”: [
{
“key”: “asdb”
1,
{
“key”: “asdfa”
}
]
}
1,
“saving setting”: {
“acl”: “private”
}
}
]
}

W] 7 7 51l

HTTP/1.1 200 OK

Content—Length: 0

Connection: keep—alive

Date: Tue, 19 Jul 2016 09:14:23 GMT
Server: KS3

X-Application—Context: application
X-Kss—Request—-1d: 54a47bdal8ac4e6e91de369add54218e

AR

BRhg HTTPIR & 15 A
MalFormedBucketMirror 400 Bad Request JSON#& XA IEH -

GET BucketMirror
ik

W2 R RS i 2 1) PR AR TR 5 2 5 1) [
i 5K
[ER7S

GET /?mirror HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

RS S
G OAME RS
iR k7

R O UG SRR SRICEZE R, Al SRR
TR AA

R OAME RN 2.

i

i 87 3k

thz= 62/122
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Wi B2 P 2

IR[E—A json, WJHER NI M

AR ik R I
A HEGRVE R ERS, — MEAE

bucketMirror  ZE#Y: Container =
R¥im: T
[B]JFE T
KA String

version RLH M bucketMirror =
HRHUE: V3

Pil: HSCFRVS

S FHEGAIrobots. txt, WHE Ntruell&fEbucket FAE— robots. txt.
use default ro Z5HY. String
bots LA A bucketMirror
ﬁi&{ﬁ true ‘ false
S ENERIN, ZFBtSsync mirror rules@bZiZE/AFH—AN, A [FEBAFAE,
KA. Container 5
LAY A bucketMirror
—YREvkurl, FEABLI0S, url AZiLlhttpaEhttps Tk, G0 I 2 AL 256N F4F

async_mirror r
ule

: , pathifi 7 2 MBI 102440755 &
mirror urls KR, String R
P ==~

LA & bucketMirror. async mirror rule

NGS5 A5 A5 B 1 SCAEAE B AR ks3I IRBLE
saving setting Z¥#!: Container JE

RQ2Hi s bucketMirror. async_mirror rule | sync mirror rules

SO EAEKSIES, 8 SO IR
KA. String

=]

acl RF 1 bucketMirror. async_mirror rule. saving setting =

ﬁ%[{ﬁ:publivrcad ‘privato

—HFDERIPEEN, 2 ACE 201, ZFB Sasync_mirror_rul ehZiE/DE —A, AR AF
sync_mirror ru ff. -
les A Container =

A7 bucketMirror

[mIsf R 261, AIAE, NIERRIZbucket PAFETERIob ject Kikge til R, Ko i & 15
match conditio o iy
n 2. Container =

L5 A bucketMirror. sync mirror rules

fil & PR I ht tplRASTS, B AT #5404 —Fh,

KA. String

IR =
http_codes A5 A bucket. Mirrorsync mirror rules.match condition =

HHE: 404

2iE K Mobject keyMIRTZ SFE R —key _pref ixULFELI fil & [FIE, A SCHF— AL
key prefixes &Y. String 5

Ve ==~

A5 A bucketMirror. sync mirror rules.match condition
Phurl, WZAILAht tpEE ht tpsH 3k, 3445 i 2 AN I 266 N F4F, pathifisr ik 2 A kit 1024

IR

2B, String

A5 A bucketMirror. sync mirror rules
. ks3TERUFBG N AL E, 7 A,

mirror request K71, Container

settin N . .
- & A7 5 bucketMirror. sync mirror rules

ks 3T SRYF G I A2 K %5 P i 1 SR ks3I (¥ query  stringifi & 45Uk o
pass query str Z5#Y: String

Vo ==~

ing A5 A bucketMirror. sync mirror rules.mirror request setting

ﬁ%ﬂﬁ true ‘ false

BB VT A JEG, 275 follow 302/301.

ks 372 75 0 B R 1 30 1L A3028k 5, S fal se LIFENIRF] 7302, Miks34xiR[A142445 % F i,
T N true ks 3 #3025 2 iF K 3020 1ocation.

ZB5#Y, String

§C—I—P

o

mirror url

o

oA

follow3xx

¥4 M :bucketMirror. sync_mirror rules.mirror request setting

ﬁ%ﬁﬁ true ‘ false

g
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ks31E RIFUEH fheaderBt &, 1FRE L FREMEE LSS set_headers > remove headers > pa
ss all > pass headers.,

25, Container

A5 A . bucketMirror. sync mirror rules.mirror request setting

H % X header, iX#theaderfkeyFlvaluetd & [EE R, ks3ifRIFuGH 17 L iXheader.
set_headers A, String &
A5 A . bucketMirror. sync mirror rules.mirror request setting. header setting

N

MZE i R 4 ks3header 2[R UL N $i8 € fheader, % Spass allii#pass headersfi & fii
i, HEEfs ®headerd [Mkey, AREFEEvalue.

Fm

header setting

7
remove headers KA, String @
A5 A :bucketMirror. sync mirror rules.mirror request setting. header setting
F & P R ks 3Mheader &R IE 4R RYS, %7 Spass_headersH ff.
A, String o=
pass_all A . . . . . o
H A bucketMirror. sync_mirror rules.mirror request setting. header setting

%?f&ﬁi: true ‘ false
Fa & P R ks 3 header 148 8 LA EFL 45105, R AETE Eheader iiikey, NEEFE Evalue

pass_headers KR, String

N

R i :bucketMirror. sync mirror rules.mirror request setting. header setting

N

i K 7 il

GET /?mirror HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Authorization: authorization string

Date: Tue, 19 Jul 2016 09:12:54 GMT

] B 73~ 4l
Bucket Mirrorfi{EHt:

HTTP/1.1 200 OK
Content—Length: 232
Content-Type: application/json; charset=UTF-8
Connection: keep—alive
Date: Tue, 19 Jul 2016 09:25:29 GMT
Server: KS3
X-Kss—Request—-Id: 708e01a0b42642cd94611f33a2a96874
{
“version”: "V3”,
“use_default robots”: false,
”sync_mirror rules”: [
{
“match condition”: {
“http_codes”: [
7404”
1,

“key prefixes”: [

“mirror url”: “http://v-ks-a-i.originalvod.com”,
“mirror request setting”: {
“pass_query string”: true
“follow3xx”: true,
“header setting”: {
”set headers”: [

key”: “abe”,
“value”: “def”

,
“remove headers”: [

“key”: “asdb”
1,
{
“key”: “asdfa”
}
]
“pass_headers”: [

{
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"key”: “asdb”

"key”: “asdfa”

]
}
1,
“saving setting”: f{
"acl”: “private”
}
}
]
}

Bucket Mirror N{FfERT:

HTTP/1.1 404 Not Found
Content-Type: application/xml
Connection: keep—alive

Date: Tue, 19 Jul 2016 09:28:59 GMT
Server: KS3

X-Kss—Request-Id: 1f807bb266854e4487ce27857001ba38
<?xml version="1.0" encoding="UTF-8” standalone="yes”?>

<Error>
{Code>NoSuchBucketMirror</Code>

{Message>The bucket mirror does not exist.</Message>
{Resource>/ks3—example/?mirror</Resource>
<{RequestId>1f807bb266854e4487ce27857001ba38</Requestld>

{/Error>
B R
iR HTTPAR & 65

g

NoSuchBucketMirror 404 Not Found Bucket % e & [BI V5 LI

DELETE BucketMirror

ik

thDel etedz AT LU BR HE 4 Bucket fiIBucketMirrorfit B . WS EAF T, 1

a4 IR F1204
i 3R
&k

DELETE /?mirror HTTP/1.1

Host: {BucketName}. {endpoint]
Date: {date}

Authorization: {SignatureValue}

iR 2 M
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Wi L 4

oA LI [
ZN i1
1NN

DELETE /?mirror HTTP/1.1

Host: ks3—cn—bei jing.ksyuncs. com
Authorization: authorization string
Date: Tue, 19 Jul 2016 09:12:54 GMT

M 32 75~ 4l

Bucket MirrorfE{EHt:

HTTP/1.1 204 No Content

Date: Tue, 19 Jul 2016 09:28:34 GMT

Server: KS3

Connection: keep—alive

X-Kss—Request—-1d: a5398b800e3a4d498bb4a7¢017¢€9259
Content—Length: 0

Bucket Mirror NfEfERT:

HTTP/1.1 404 Not Found
Content-Type: application/xml
Connection: keep-alive
Date: Tue, 19 Jul 2016 09:28:59 GMT
Server: KS3
X-Kss—Request-Id: 1£807bb266854e4487ce27857001ba38
<?xml version="1.0" encoding="UTF-8” standalone="yes”?>
<Error>
{Code>NoSuchBucketMirror</Code>
{Message>The bucket mirror does not exist.</Message>
<{Resource>/ks3-example/?mirror</Resource>
<{RequestId>1f807bb266854e4487ce27857001ba38</Requestld>
<{/Error>

DELETE Object

fi ik
st 1 EESEHUNER T R CIRAFAED o WERAAFAE, WIAEAE T ERAE
ok
2373

DELETE /{ObjectKey} HTTP/1.1
Host: {BucketName}. {endpoint]
Date: {date}

Content-Length: {length]
Authorization: {SignatureValue}

v e
EE:

e endpoint5Regionkf VK &
e SignatureValueZE4 &k

RS H

ZIRAME A RS HL

K kAR

AR R R L. SRCE 252, 18 sl 2 H R S A
M [
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il 7 3k 3

Wi N2 P 25

A AN IR [ 0] 7 P 25

FERET IR

ZVE RAER BT R IR 1R o

Nl

i K 7~ il

DELETE /my-image. jpg HTTP/1.1

Host: ks3—example. ks3—cn—bei jing. ksyun. com
Date: Fri, 26 Dec 2014 06:52:15 GMT

Authorization: authorization string
Content-Type: text/plain

Wi 7 7

HTTP/1.1 204 No Content

Date: Fri, 26 Dec 2014 06:52:15 GMT
Content—Length: 0

Connection: keep—alive

x—kss—request—id: f87det80n870bs77t98qvnorl1k2415v9

Server: KS3

B OMY ot

o IZERAERATIEN, MR G Bk B .

GET Object
P

BEGETHRIE K NKS33K Mo jecto YR B M SAFIOIRLIR . A1SRAREE T 4 M SRR, S 2R AT DA A4 AR
HUER— A TR, TS I RL QuervString RIKAA.

KS3fIbucketH A BA HIRJZIR, FEALT S 1 B 1) S0 H %o
MZiEyE. fl, Xt F-sample. jpg, IR G A=) photos/2006/February/sample. jpgo

VEGETHRAE, RWT LI 5 7€ ob jec t I A AR AR — N IEIR PR Flobjects BIUH, WIRARINA — D A4FEN

fHAE, RAT LB Aob ject eyl F— N EAT USRI ER S8

photos/2006/February/sample. jpg E’\]object, Eﬁﬁlﬁ?g?j’ﬂ examplebucket E[':] bucket ’:F‘, %BZ{ﬁﬂu%%ﬁﬁE&ﬁg*ﬁ(%

/examplebucket/photos/2006/February/sample. jpgo

LR

o ZEOAEF I 7 Ftobjec tHEREADELR

o MiRikx kss tagging countHIR [A 5B 0] & BAEIZN FZAREHIRR (ks3:6etObjectTagging) o A7 24 H 11X

ﬁksB :GetObject*RlKEy 1&/&%@3 :GetObjectTagging*RKFcH‘T , GetObjecti%ﬂ‘éE@u@ﬂ%Z:i@@x—kss—tagging—counto

N
15K
R B

GET /{ObjectKey} HTTP/1.1
Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}
Range :bytes=byte range

eSS

o endpoint 5Region®f 7= &

o SignatureValueZs44 8k
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HRSH

A WVFIRT EAE Ger MR IR (A1 — AN 2 BN Sk EE, L, URTTRE TR EEAEIRE GBT 1 SR s B B Sk F

Content—Disposition El':]’fﬁ o

PRAT A TR 22 i 41 H ) 2 ) S ORI B RN SR TR . R A 24KS3IR [AI200 R A, I E Hheader 4 224230, AT LA

ﬁﬁu??ﬁiﬁﬁﬁ@E‘]Content*Type, Content-Language, Expires, Cache-Control, Content—Disposition, ﬂ] Content—

Encoding.
ZH ik 7= b ik
ﬁ.ﬁuﬁ@%gﬂ Content-Type
response—content—type A, String &
ERAMHE: None
e IV S Content-Language
response—content—language 8% String 5
ERIME: None
BEE N SLER Expires
response—expires KA, String &
ERIME: None
BN LEE Cache—Control
response—cache—control 2B, String &
ERIME: None
WEMNLE Content-Disposition
response—content—disposition Z8%!: String F
ERIME: None
BN SL#B Content-Encoding
response—content—encoding  Z¥#Y: String F
ERIME: None
R
1 VAT DS FH BT o R SR SR, teah, tmT DU A N R BT AIE KK E0. SRECE 245 8, 1 sl Il R L
AR iR & 7 bk
TERIERE range TATHI objecto L ITHTTP Range kifhfE .,
iEVimlhttp: //www. w3. org/Protocols/rfc2616/rfc2616-secl4. ht
R ml##secld. 35
anse A, String =
ERIMME: None
LIRS TE
W object TEFRERT S HAE, MERE] object, FFIRFEI200 0K
o 5, iR[F304 Not Modified
If-Modifie BJ[EJA%0: GMT, fl4iWed, 12 Oct 2009 17:50:00 GMT -
d-Since Z5H. String H
¥RIMME: None
ZIR A TG
W object TEFRERSHEEA HIEH, MIRE] object, FFIRMAI200
0K. &N, iRx[Al412 Precondition Failed
If-Unmodif BJ[A]#: GMT, fFlliWed, 12 Oct 2009 17:50:00 GMT -
ied—Since ZEMY. String H
BRINA: None
IR A TG
W object M ETag(entity tag) STEEME—F, MERFE] object. §
M, 3R [F14 1 2R A
If-Match Z8#Y. String &
BRINA: None
AP S L
TR object M ETag(entity tag) S5HEEMEA—E, MIRE] objecto
G, IR EI304RARY
_ _ =g pES &5
ghNone Ma 2. String &=
BRI None
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3 % P SR A 1R 2% 25 BH I Ik 55 2% s %, ) 5 A BA 2K #h
TiFEkk . b%)
x—kss—server—side—encryption-customer—-algorithm B et 5k, AiE: AES256
x—kss—server—side—encryption-customer-key B PR A ) o
Sy L A ST B3 o B kR
x—kss—server—side—encryption-customer—key-MD5 gg}&ﬂgﬁé\E’]ﬁﬂBASE&IﬁE%E’Jﬁ)il%MMDBJJD{ﬁ ks
WRAE
A OIS SR A 25
] 2
i 87 Sk 38
4K iR

CmmmMM®%§@%EWMwM%@,%%%#%i#%ﬁﬁmwmwxﬂ%ww;m%%ﬁmL%%i#,%K%ﬁ
5 (=] 1k g o7 Sk
x—kss—met ﬁD%fﬁ(EPUT Object':':‘{iﬁﬁ Tﬁﬁ)ﬂfﬁﬁjﬁ, %fﬁjﬁﬁﬁé}i x~kss—meta- Eé}iﬁfﬁﬁ%%?f&y %BQAD@&%%%J&@E
, AR
ax KA. String
x—kss—sto WIRSCAFAAER T IRATAT G, (E)9STANDARD 1A; WIER SCAFAAAER BN AR A74E, (B NARCHIVE; W SCAF A2k
rage—clas BUNARHERAE, ANIR A Sbm Rk
S A, String
FFAriRob jec t N 2R HIB2 AL 7SBEH 45 B, AR ZEAI0b ject X N E A A HIETags XFFPut ObjectBiPost Objectif
BTa SRAVEAI0bject, ETagfE 2N ARMIMDSE; ST o8 L& 77 B Mobject, ETagf{H 2R B IMDAE HEAT = 7F
& BRI BRI E A EIMMDSE. ETag{E i LA FHEEobject N R B KA.

KA. String

KNS R RRE IO . P R UL ELOD ec 4 B4R IE .
gf,mg 0 Z5AY, String
un

x~kss—crr  WIROb ject & NHAMER IR SCAF, WIS IR BHZMR Sk, X R RE A trues 15 AR [BHZ0 RSk o

Jin g #H 5 ma Bz Sk 35

#EFKS3 FEEHF AN MRS 2o, W2 [\ LT LK i

Css-server—side-eneryption WRBARTALRS) JER SRS WIS, T

FAERZ PR E A RS B, Wik 2K i1
[B] BLF e 23k ®

x—kss—server—side—encryption—customer—-algorithm gié%ﬁ%g%ﬁg)ﬂT%{ﬁﬁ@ﬂﬂ%%%ﬁﬁ@ﬂﬁ%%%ﬁﬁﬁﬂ%, i

x—kss—server—side—encryption-customer—key-MD5 gi}é%{%g%ﬁg)iT%{ﬁﬁ‘]ﬂﬂ%%%ﬁﬂ@ﬂﬁ%%%ﬁﬁﬁﬂ%, i

e )82 PN 25

1% TR B R B2 N AR R U

FRPR R

%8 AR TR R A %

7~ 15l

4] FLGETE R 25 45

GET /my-image. jpg HTTP/1.1

Host: ks3—-example. ks3-cn—bei jing. ksyuncs. com
Date: Fri, 26 Dec 2014 06:48:45 GMT
Authorization: authorization string
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HTTP/1.1 200 OK

x—kss—request—id: 5Ha868calebd74bcc8eff1fla7c9bcdbe
Date: Fri, 26 Dec 2014 06:48:46 GMT
Last-Modified: Wed, 12 Oct 2009 17:50:00 GMT
ETag: "798308f9638ea5b28d5f25e4d677ffac”
Content—Length: 434234

Content-Type: text/plain

Connection: keep—alive

Server: KS3
Content-MD5:eYMI+WOOpbKNXyXk1nf/rA==
[434234 bytes of object data]

it Range ZHiE K R~

GET /my-image. jpg HTTP/1.1
Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Fri, 28 Dec 2014 07:48:41 GMT
Range: bytes=1-100
Authorization: authorization string

Mg 3 77~ )

HTTP/1.1 206 Partial Content
x—kss—request—id: f8gbqt80h9robs74ctiblnorlmlugcech
Date: Fri, 28 Dec 2014 07:48:41 GMT
Last-Modified: Wed, 12 Oct 2009 17:50:00 GMT
ETag: “c2b04aae00a6f6b937511fa7382f6f8f”
Content—Length: 100

Content-Type: application/pdf

Connection: keep-alive

Accept—Ranges: bytes

Content—Range: bytes 1-100/493132

Server: KS3

Content—MD5 :wrBKrgCm9rk3UR+n0C9v jw==

[100 bytes of object data]

ERE:
Is WRSCAFIER 3 B P AR{RAEAERSS, S S A GETH: D I Ig R 43R [R]Content MDSH 3 3k ;
2. MR HHE T PUTELPOSTH: O _EAERIKSS, X SO FIGETHE K ¥ 43R [B]Content MD5I 3 Sk .

B O350

o IS ML B IR B ffheaderitt, HAKS3I[E2000f 44424,
i ERange NN, JEERange M NARER, BINKS3 4k [H]416.,

[ ]
e x kss tagging countif>Rk iR A7 EV) A E BA REFR B IAR (ks3:GetObjectTagging ) o B FALEH
ks3:GetObjectt PR, {HEHks3:GetObjectTaggingfXPRAT, GetObjectif R yma N Sk ANIR Al 7xx—kss—tagging—count.
o X TFRA SCHAEET YA FEFE SR, ATLASE il URL QueryString KIKZE4 .
R ]
- HTTPIRZE .
R gﬁ R
InvalidObjectState 403 Object NVARSAEAEIRTYIS,  ARARVRBUR i 24 1
No Such Key 404 HXK M Object ANFEFE.
Access Denied 403 FH A %0b jec t IREADA PR
Inval idArgument 400 AL T x—kss—server—-side—encryptioniFRKk.
Md5No tMa tchFor01dMd x—kss—copy-source-server—-side—encryption-customer—key-MD5 ;& x—kss—copy-sour
400 . .
5 ce—server—side—encryption-customer—key IMD5{H .
AlgorithmInval idFor o o . B . <A
CustomerKey 400 x—kss—server—side—encryption-customer—al gorithm /& & HIAES256.
MissingCustomerKey 400 A NSSE-CHNZS, &R A AR IRALE %4
HEAD Ob ject
P

VEHEADIRAERE X AEANR ] object AUIEHL T ERBOS R TTEARE B . WRIR AT EXN RIOTEAR(E L, BARNITERE S
o AN, IR ERAXXTRE READ AR,
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— X R IHEAD S 5K 5 GET 1 SR A A R A #R A, I — P9 X531 i /3 1] 52 AT HEAD 3 SR AN BoA i )82 44

BUBR

12 D E T B P X60b jec t A READRUIR o 4SRRI object ANAFAE, KSSKEARIE VR AL 754 XA PR IR (5140 RAF B o
o WBARAHAT 1ZBucke t IREADAL IR, KS3H52xiR 1K) nrte ARZSHL 404 (no such key) FHiRo
o HIRIRIFAIA 1ZBucket FIREADBUIR, KS3HF xR [AIH nrTp ARESHGH403 (access denied) fifizo

ok
Wk

HEAD /{ObjectKey} HTTP/1.1
Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

N
EE:

o endpoint 5Region¥f 7= &
o SignatureValue%s 44 BV

HRSH

2 OAMEER S

R L
A2 VAT LA A R SRR, e4h, i mT DM N R BB SRSkl SRECE 245 2., 1 sl HE SR I

FHIEE range T objecte HEZIFSTHTTP Range k= 8., iEVinhttp://www. w3. org/Prot
ocols/rfc2616/rfc2616—secl4. html ##secl4. 35
Range KA. String 5
ERIME: None
LR T
WIR object {EFRENT SRR, WHRE] object. AN, I&[AI304IRZHY
If-Modified- Z8#Y: String

P
Since #RIME: None o
AL YW
W object TEFR WS H]EBA WS, WERE] objecto FHI, IR [AI412RFHY
If-Umodifie Z8#Y: String o
d-Since #RIME: None o
AL YT
R object W) ETag(entity tag) SFEEME—E, MR object. HM], iRMEI412IRFESHY
_ KA. String s
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WH object M ETag(entity tag) STEEMEA—F, MERME object. FHM, IRFEIZ0LRZESD
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FAEFH P RAER 2 E A RS 28 un 2, 7% B LA 2R i
TRk &
x—kss—server—side—encryption-customer-algorithm BB AL N & A, AVE: AES256
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A, String

SRR TP R B AR VA SR E AT hea diF SR IN), &1 hix-kss—restoreli M 3k,
DA K fift sk BRI E], AR R P AR SO A 22 3R [l x-kss—restore: ongoing-request="true”, TR I SCAF 2 [A]
expiry-date="Sun, 16 Apr 2017 08:12:33 GMT”;
ANetnx—kss—restorel k.

x—kss—rest
ore

s-restore: ongoing-request="false”,
MUARARR RS S, #E4THead il KIN,
A, String

x—kss=sto WIR AR BONRIAAAE, 1 NSTANDARD_TA; GHSRSCAFAF IS TN AR A7 i, {ELNARCHIVE;

rage—clas BUNFRUEAAAE, AR [ENHE 3k .
s 2. String

FFHRiHob jec t IR RIS T 7S B F4F AR P EI0b jec th B E A [F [ETag o
SREEMIObject, ETagli AR N ZFHIMDSME; XtT o8 A&7 0B Fobject, ETagfE A& 7B FIMDSE AT 7 7%F
ETag{H 7] DA FAE E0b ject N B A& 0 R AE AR 1L .

ETag 2 5 FEL V745 0 FEIMD5 .
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, Blud: x—ks
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Xﬂ‘ﬂ:‘Put ObjectE‘ZPost ObJectlﬁ
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agging co KA, String
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x—kss—crr WIHRObjectie MEARAHE Hl IS4, W2k Bz Bk, M AI{E Atrue.

i #H 5 ma R Sk 5
# A FHKS3 58 % P10 Mk 55 28 i 2%
m% o
x—kss—server—side—encryption

A5 FH 2 7 4R 8 R T 1% il 95 48 3 P
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FRRET IR
1% O AN IR AT AT R R AR
7~ il
1 Rl
HEAD /my-image. jpg HTTP/1.1
Host: ks3—-example.ks3—cn—bei jing. ksyuncs. com

Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

Mg 5 73~ 1)

HTTP/1.1 200 OK

Date: Wed, 28 Oct 2009 22:32:00 GMT
Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
ETag: ”“54a3be97af36cdc9f2516¢74550fa95d”
x kss tagging count:2
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Content-Length: 434234

Content-Type: text/plain

Connection: keep-alive

Server: KS3
Content-MD5:VKO+1682zcnyUWx0VQ+pXQ==

1. WS @ 7 e FABARAELEKSS, 5 SO FHGE T4 NI A 23 3% [BlContent MDSH B Sk ;
2. W AHE I PUTERPOSTHE O _FALBIKS3, X S04 A FIGETHE M #5253 [#]Content MD5MR 7 3k o

B OMWY o

HEAD Object NRiERMII S, #A IR Ebody,

5 FZ4#: 0] LLAH SR FIWTob ject & B AFTE .

5 FZ4: 0 ] LA SRR3R ob jec t I T .

x kss tagging countifsR ki BTV 0 E BASHAR B IIRR (ks3:GetObjectTagging ) o BRI FAE
ks3:GetObjectt R, {H#&Hks3:GetObjectTagging® R}, HeadObjecti kMM kAR Al 7mx—kss—tagging—count.
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400 . .
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AlgorithmInvalidFor . . . B AL
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Xt SR 2 AR
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o YiJjinF B Aks3:PutObject PR, {H¥EHks3:PutObjectTaggingAL RIS, PutObjecti¥ o FAEAH tagginglIxt 4.
o KT nf F#_bAE L& Mobject, VR IGET Object

R

R IE L

PUT /{ObjectKey} HTTP/1.1
Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}
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o SignatureValueZ544 &%
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FHE BN (NOFELED HEMDE, 3K/ 128 i 8T, RIEHZEF#Tbase649mis,
T GRS
Content-MD5  Z5#Y: String
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BHRUE: MIME types
AP SN
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MR TEAERA XM H. 5258, FAdhttp: //www. w3. org/Protocols/rfc2616/rf
c2616—-secl4. html##secld. 21
Expires Z5AY, String
¥RIMME: None
LI A TE
HP BRI An N . B A SKIATSON x-kss-meta—, MR P B E S .
“kss-mota— KA, String
x—kssTmeta= gpu) et N
AT S L
BB AT A
Z5AY, String
TRIMEL: None
5 %14 : STANDARD/STANDARD TA/ARCHIVE
U‘EE@ i—/lZ:TE%X—kss—storage—classlﬁ', ﬁﬂ%Bucket%Uﬂ%%’éﬂ, ObJectﬁi}JﬁﬂUﬂﬁi%’j&, ﬂD%BUC
ket ZAE VAR, Object H B AFRMEISTL, R HE FE x—kss-storage—class, W NIEEFMEISTL,
2R TG
SRR R B Content-Length AN §E KT 1% 4H
x—kss—content Z5#Y: String
-maxlength  ERiIA{H: None
ZIR %A G
B EREHSY 5, BEREFSCELZ RS HBbodyH . trueR/RfEheaderfbody H1iR 1]
false#F s R fFheader ik [A],
x—kss—newfile 28%: boolean
name—in-body ZRIA{H: None
HRE: false\true
IR T
i€ HFr0b ject X RAn%s, wf A B 2 M54,  W: TagA=AkTagB=B.
x—kss—tagging Bl : KeyMlValues & 553 TURLGAY
MR = “, WEMEValue NZEF/ &, X SR,

o

o

x—kss—storag
e—class

o

o

o

oA

ACL FpokiEp

F AT LB PLR fiheader A0b ject i B 1% [IACL

R ity & 1 b i
HFXF G e BUR -

Z5AY, String
x—kss—acl BRIAMH: private
ﬁ’;ﬁ{ﬁ private ‘ public-read

2% T
R A H0b ject KB FEANIACL, 7] LUl Bl N header® B

o

AR iR Rk
ﬁ%?%ﬁﬁ%%mﬁ@a
x—-kss—grant-read ;;%\ﬁStr%mg &

AP i
N P 3% FFULL_CONTROLA B

2K/, String
ream _ _ B -
x—kss—grant—ful 1 -control B T 5

LHKA K
PA_Eheaderfd (ME ML —ANE 57, "7 B AIIR . FARBUE B0k o type=value, 24 H type 3 HFid:

o id:BHITAE I id B, TS idA1234578F03344211 PN 4% TREADRR: x—kss—grant—
read:id="1234578", id="3344211"

g HE 25 SK Sk

EFFIKS3 S HH0ME B mEs, WEEFEHUT % #
wRk . 5 ®

x-kss-server—side-encryption %%Eg;@@%%,W%ﬁﬁﬁﬁﬁﬁﬁm%%ﬁ,é%

05 2% P AR B 5 5 A 1 IR 5% B s s, T 7 A T A o #
TRk . R
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x—kss—server—side—encryption-customer—-algorithm Bt 5k, AiEE: AES256
x—kss—server—side—encryption-customer-key B PR ) o 2

1 ok LA ()3 D B3 1287 By 5
x—kss—server—side—encryption-customer—key-MD5 gg;{ﬂg%&“EﬁﬁﬁBASEM”ﬁﬂmﬁﬂlemMDBm{ﬁ %
WRAE

GO AEHITE RN A

M 8.
i 7 Sk 38
AR OA] DUE R B R Sk i SRBCE 25 S, 5 s did

A iR
WL object BMEA T MRS unas, Mmoo 8 %3430, N s x.
A, String
MRS A TR PRI B N, FEVESRAREERT, M RO 2 A1 Sk R A
x—kss—server—side—encryption—cu \f# FHHIMREE B,
stomer-algorithm A, String
%A AES256

. . NIRRT A IR N AN, ETE KRBT, RO 28 A 1Z 3k R IR

x~kss-server side-encryption-cu %%%F‘%Eﬁ%%@ﬂE‘Jﬁ%*ﬁl‘ﬁzﬁjﬁ%%o AR s e

stomer—key-MD5 KM String

TRV & W B Y JEIHTSCE 4

x—kss—server—side—encryption

fil ' :
newfilename HA: String
LRIVARES

V2 AR 1 7 2
Rk %

P RN AR T R R R
ZN|

GRS

PUT /my-image. jpg HTTP/1.1

Host: ks3—-example.ks3—cn—bei jing. ksyuncs. com
Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

x—kss—tagging: TagA=A&TagB=B

Content—Length: 11434

Expect: 100—continue

[11434 bytes of object data]

i) B2 73~ 451

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Date: Wed, 12 Oct 2009 17:50:00 GMT
ETag: “1b2cf535f27731c974343645a3985328”
Content—Length: 0

Connection: keep-alive

Server: KS3
R Y

H RS HTTPAR A5 g
Too Loest Entity 0 beatest o1 EAEMSCHEACNELS 6B

EntityTooLarge 400 Bad Request f#ifix—kss—content-maxlengthifRkH], maxlength/NTXf N HJContent—1engths,

AlgorithmInval idF 4

orS3 00 x—kss—server—side—encryptioni® 3Kk F{E A £ AES256
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MdbNo tMatchForO1d 400 x—kss—copy-source-server—side—encryption-customer—-key-MD5 ;& x—-kss—copy-
Md5 source-server—-side—encryption-customer—key MHJMD5{H .

AlgorithmInvalidF 400 x—kss—server—side—encryption-customer—al gorithm A& &% HIAES256.
orCustomerKey

POST Object

ik

BEPOSTHE VE N8 FHHTMLAR 5 A48 5 1 28 (RS I — /N5 R o POSTAEPUTH 3 b — e, A7 J5 @ FH P 25 (A1l DL T3 Wa 28 1 1
ﬁf?hiﬁﬁﬁmﬂuﬁﬁﬁ%%ﬁ%ﬁﬁ%@ﬁ%ﬁﬁEW%ﬁ,ﬁﬁ%WWﬁ%ﬁF%EWﬁW?WWBﬂ@W%
h“ M3 HI X °

KSSA LI EEERT R, A RARUCEN D I RE, - AR AKS3 B2 R ER AT 5 3] J 2% 8] o

KS3iE — M ARG MR FERUEIZ MHERIN ROSER, ex@miraHE SR, RARERE MR KSSARME
GG, X RINBRSS, WRRESEHRE, RN R E.

R
ik

POST / HTTP/1.1

Host: {BucketName}. {endpoint}

User—Agent: f{browser data}

Accept: {file types}

Accept-Language: f{Regions}

Accept—Charset: {character set}

Keep—Alive: 300

Connection: keep—alive

Content-Type: multipart/form-data; boundary=9431149156168
Content-Length: {length}

--9431149156168
Content-Disposition: form—data; name="key”

{ObjectKey}
--9431149156168
Content-Disposition: form—-data; name="KSSAccessKeyId”

{AccessKey}
--9431149156168
Content-Disposition: form—-data; name="Policy”

{Policy}
--9431149156168
Content-Disposition: form—data; name="Signature”

{Signature}

--9431149156168

Content-Disposition: form—data; name="file”; filename="MyFilename. jpg”
Content-Type: image/jpeg

file_ content
--9431149156168

Content-Disposition: form—-data; name="submit”

Upload to KS3
--9431149156168——

WRSH

ZIERAME A RS

i 3K Sk AR
IR A G RS . FRICE 25 5, 13 v 3 A SRk
ESL ]
E Haik 7 i
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A HFIKSS FEEE PR 5 S, R 2R Rk

Hh fisd S
WISRAFRE object I () T IRASSHNEE, DI SERC BT, 000 RO O

XEKSS*serverfsme*encry H i 3 FFAES256. A
ption Z5AY, String
F A R R s B AR S s s, R EAEA DR R K .
B iR Wik
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A% O] LUE A RSk . SRECE 245 0, 1 midid
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success action redirect, redire 5 .
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R R S A T R PRI A NS, FEVE SRR, WA NOR 2 A1z Sk R A
x—kss—server—side—encryption—cu \f# FH IS,
stomer—algorithm KM, String
HRE: AES256
. . R MRS AR T R PRI AN g, FEE SRR, W NOK 2 A 1% Sk TR R
xkss-serversideencryption-cu s et e PG E SR

stomer—key—MD5 HH, String
g | L S B b
newfilename FEFE & BSR4 R T 4 .

KA. String
TR IR

I RANR [FUEFTREFR R

P OV4075 4 #r

o P FEE S Bucket 1 SHUR .

o [RAEEE 4 H P % Bucke t 5 AR, 75 W) 75 EEAE R s F2 fEKSSAccessKeyId policyMsignature =T, B AR 7%
MPost Policy.

e POST Objecth}, Content-TypedsZiiy multipart/form—data.

e policyHIE T R B iR B N, 2R BDA 2l policy e LRI, 5] EAEIN. policyrh st & R B rp kR
KSSAccessKeyId. policy. signaturefifile#biIfa 3 5100,

o SCHRTE FAERIHREX Rtagging, WHRE (EMKS, FHM, M) FFEHEAks3:PutObjectTaggingdfEHAL, #5110 &
¥ EHks3:PutObject iR, {HEAks3:PutObjectTagging® RIS}, PostObjecti¥ oif FAEAHtaggingfIn £ .

o H PRI UATER IR AN Lhx—kss—meta FF 3k (IR BT, MONGINA P o8dE. R, XER BT T EEpol icyh &
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i#itPost Object ik bAEXT %, ik EContent—Type, Content—-Disposition, x—kss—meta [ & X iER L%,

POST / HTTP/1.1

Content-Type: multipart/form-data; boundary=9431149156168
Host: ks3example.ks3-cn—shanghai. ksyuncs. com

Connection: keep—alive
Content—Length: 1174

--9431149156168
Content—Disposition: form—data;

1. txt
--9431149156168
Content—-Disposition: form—data;

text/plain
--9431149156168
Content—-Disposition: form—data;

attachment
--9431149156168
Content—Disposition: form—data;

valuel
--9431149156168
Content—-Disposition: form—data;

AKLTI5NEgRq THigN1CPVI446w
--9431149156168
Content—-Disposition: form—data;

name="key”

name="Content-Type”

name="Content-Disposition”

name="x-kss-meta-userl”

name="KSSAccessKeyIld”

_» R
name="policy

eyJ1leHBpemF0aW9ul jogI jTwMjItMDE tMDFUMTI6MDAGMDAUMDAwWW1IsImNvbmRpdGlvbnMiOiBbWy J1cSIsIiRidWNrZXQiLCAic2gtY2011iBdLFsic3RhenRzLXd
pdGgilCAiJGtleSIsICIxI10sWyJ jb250ZW50LWx1bmd0aClyYW5nZSTsIDASIDEWNDgINzYwMFOsWy J1¢SIsIiRDb250ZW50LVR5c¢GUiLCATIdGV4dCI9wbGFpbi JdLF

siZXEiLCIkQ29udGVudC1EaXNwb3NpdGlvbilIsICJhdHRhY2htZW50110sWyJ1cSIsIiR4LWtzcy1tZXRhLXVzZXIx1iwgInZhbHVIMS JdXX0=

--9431149156168
Content-Disposition: form—data;

T+15k0n3AbVnlCk/pqJgpdWzwmQ=
--9431149156168
Content-Disposition: form—data;
Content-Type: text/plain

111
--9431149156168
Content—-Disposition: form—data;

Uploadto KS3
--9431149156168-——

Mg L 73S 48]

HTTP/1.1 200 OK
Server: KS3

name="Signature”

name="file”; filename="1.txt”

name="submit”

Date: Thu, 25 Nov 2021 06:58:23 GMT

Connection: keep-alive

X-Application—Context: application
x—kss—request—-id: fa8e4b055f344df89af6dl0b4adeTedl
x—kss—BucketOwner: MjAwMDEwMzQzMw==

ETag: "698d51a19d8al21ce581499d7b701668”

Content—Length: 0

Post Policys#fl

fFPost ObjectFEATIFEE KN REFE (KSSAccessKeyld. Signature. file. policylR4h) LA K bucket W2 & 1 444
IR . LG R BIS RPo licy Wl T

{

“expiration”: 72022-01-01T12:00:00.000Z”,

“conditions”: [

["eq”, ”$bucket”, “ks3example”],

[“starts—with”, “$key”

[”content-length-range”

177,

,0,104857600],

["eq”, “$Content-Type”, “text/plain”]

[ ” i

eq”, “$Content-Disposition”, “attachment”],

”

["eq”, "$x-kss—meta—userl”, “valuel”]

P HTTPIR S

i
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MdbNo tMa tchFor0O1 dMd x—kss—copy-source-server—-side—encryption-customer—-key-MD5 A ;& x—-kss—copy—sour
400 . .
5 ce—server—side—encryption-customer—key HMD5{H .
él gorithninval idFor 400 x—kss—server—-side—encryption-customer—al gorithm A& &% HIAES256.
ustomerKey

GET Object ACL

P
HGETERAE(E ] acl T-RIERIR[E] object B ACL(AccessControllist) o
A, A bucket T B A ks3 :GetOb jec tAc 1AL R .

LR
i ik

GET /{ObjectKey}?acl HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}

2
EE:

e endpoint5Region¥f W X &
e SignatureValueZE4 ik

HRBH

el DR R S

i# R K

260 T AR IR VR Sk . $ROEE 5, it LR K2
R

e LR TR

M J92

0 7k

T U A I Sk . SRIBCE 25 5., 3 i
i N7 A 25
EZ N Eiifpy

A~ . . 23 HE
& Grant, Grantee, Permission E’g‘/ﬁ\'%ﬁ

AccessControlList  Z8%Y. Container
LA H: AccessControlPolicy
A5 TH— crantee X THNTRA acL HRKEE LR
AccessControlPolicy 22%4: Container
R
AL E B ACE FHAURAE S
Grant kM. String
XF i AccessControlPolicy. AccessControlList
WA
Grantee K. String

o ==

LH & AccessControlPolicy. AccessControlList. Grant
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Ob jec t#lif3 E B AL H 7 IDHIBase644mhis .
DisplayName 25, String
A5 A AccessControlPolicy. Owner E# AccessControlPolicy. AccessControlList. Grant

Object#fif7 B AL H 7 IDIIBase644ihid .
ID A, String
A5 A AccessControlPolicy. Owner E# AccessControlPolicy. AccessControlList. Grant
@,é.‘bucketfﬁiﬁﬁ%% (DisplayName, ) E‘]ﬁ%&
Owner A, Container
A2 A AccessControlPolicy

B T RCE AL BRAE 2. (FULL_CONTROL, READ)
Permission A, String
LA AccessControlPolicy. AccessControlList. Grant

TR ER IR

2 AR [ AR R o

7~ Bl

THRERESRE P object) ACL {58, my-image. jpg.

RN

GET /my-image. jpg?acl HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Fri, 26 Dec 2014 07:14:18 GMT
Authorization: authorization string

Wi 7 73

HTTP/1.1 200 OK

Date: Fri, 26 Dec 2014 07:14:18 GMT
Last-Modified: Sun, 1 Jan 2009 12:00:00 GMT
Content—Length: 124

Content-Type: text/plain

Connection: keep-alive

x—kss—request—id: £87d4t80heh8bs7bgdib7no51m8r92hj
Server: KS3

{AccessControlPolicy>
<Owner>
<ID>NzMOMTAxM jU=</ID>
<{DisplayName>NzMOMTAxMjU=</DisplayName>
</Owner>
<{AccessControlList>
{Grant>
{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
<ID>NzMOMDQwN jA=</1D>
<{DisplayName>NzMOMDQwN jA=</DisplayName>
{/Grantee>
<{Permission>FULL CONTROL</Permission>
<{/Grant>
<{/AccessControlList>
<{/AccessControlPolicy>

PUT Object ACL

i3

VEPUTHEMEE ] acl BIFEENTAEAET bucket HHI object 1 E VT I FEHIBR (AcL)
IR LT, 2 bucke t BT 5 BUH A ks3 :Putob jectac AL IR .

ARAT LU R TP A7 3ok v B R SRR <

o FEUFRIRPHEE ACLo
o [ TR S R e BT AR .

TR ARE I 8/ AL AR A
B D40 o
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o ObjectIRLIR S LIEN ACL,

o Y[EF fEheader T MBody % B TACL, )5 R fFheader P A2k, JEIF fFheader T i E T x—kss—acl Flx—kss—

grant—*f}, JEFEAE.

o XF ORI, i Hx-kss—acl fEheaderH 15 B T 1% IIACLA AT LA /& KF6 4 75 2K «

ok
2273
NN BB AT SRR R acL 17 SUHHT BOE

PUT /{ObjectKey}?acl HTTP/1.1
Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

<{AccessControlPolicy>
<Owner>
<ID> {User1d} </ID>
<{DisplayName> {UserId}</DisplayName>
<{/Owner>
<{AccessControlList>
<{Grant>

{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>

<ID>{UserId}</ID>
<{DisplayName> {UserId}</DisplayName>
{/Grantee>
<{Permission> {Permission}</Permission>
<{/Grant>

<{/AccessControlList>
<{/AccessControlPolicy>

2
EE:

e endpoint H5Regionkf WV % &
e SignatureValue%s 44 5k

WHRSH

B OAERE RS

R KL
W LA LU A W I Sk . SRBCE 215 5., 3 sl
ACL

E2Y N it/ A W %

FHT X G T SRR o
KA, String

x—kss—acl ZRIME: private
%iiﬁﬂi: private public-read

2R %M T
R P NOb ject ' B FEANIFACL, A LU Pl Fheaderift &

iyl

B iR Bk
iﬁ?ﬁﬁ%%mmﬂﬁo
x—kss—grant-read ;}%\ﬁ&%ng &

AP i
AT P % P FULL. CONTROLA PR o

KM, String
cae _ _ R4 -
x—kss—grant—ful 1 -control B T 5

LRI

F AT L@ BLF fheader H0b jec t ¥ B T 1

PL_Eheader BN LA —AME S, "B FIBAFIR . BNMEBUE B N type=value, ZHTtype R BE I Fid:
o N, F4hidA1234578F1334421 1IN 4% TREADBUFR : x—kss—grant-read:id="1234578", id="3344211"

R
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U SR  DE (I SRR AR U ARSI, & B FRTR .
HR WRIFESTIERIE B EACL, FAFEHEL 7R 58 i BACL
K ik

@,/é.\ Grant, Grantee, Permission E‘]ﬁ%&
AccessControllList 2K#!: Container
RH s AccessControlPolicy

B TR crantee ST THMNWLRII acL BREERFE
AccessControlPolicy Z5%!. Container
/\4—"|J_:l‘ 3[3

AL B FRAE FELBRE .
Grant 27, String

LH M. AccessControlPolicy. AccessControlList

WA, SHE TR
Grantee KA, String

RLH i AccessControlPolicy. AccessControlList. Grant

Ob ject 4 & Bk B AL A - 1D.
DisplayName K. String

LA A AccessControlPolicy. Owner B3 AccessControlPolicy. AccessControlList. Grant

Object{fi & BB ACE I P 1D,
D kM. String

ZA5 A AccessControlPolicy. Owner B3 AccessControlPolicy. AccessControlLlist. Grant

@‘/\bUCket#ﬁﬁﬁ{mzu (Dlsplayl\ame ) E’]fﬁ\-%ﬁ

Owner KA. Container

AR2H7 8 AccessControlPolicy

FRUATR T W AE FIRLBRAS B, (FULL_CONTROL, READ)
Permission kM. String

A2 A AccessControlPolicy. AccessControlList. Grant

{Base64EncodeUserld} {Base64EncodeUserId}

M) J32

i 8 3k 3

e FR] LA BT 8 R Sk . SRIBCE 258, A
M B P 25

el TV AR R AL P 25 o

FRRR A R

P FUAN IR A (] 455 R 5%

ZN

W R

PUT /my-image. jpg ?acl HTTP/1.1

Host: ks3—example.ks3—cn—bei jing. ksyun. com
Content—Length: 1660

Date: Fri, 26 Dec 2014 06:34:32 GMT
Authorization: authorization string

{AccessControlPolicy xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
<Owner>
<ID>73410125</1D>
<{DisplayName>73410125</DisplayName>

<{/Owner>
<{AccessControlList>
{Grant>
{Grantee xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
<ID>73404060</1D>
<{DisplayName>73404060</DisplayName>
{/Grantee>
<{Permission>FULL CONTROL</Permission>
<{/Grant>
{Grant>

{Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xsi:type="CanonicalUser”>
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<ID>73406240</1D>
<{DisplayName>73406240</DisplayName>
{/Grantee>
{Permission xmlns="">READ</Permission>
<{/Grant>
{/AccessControlList>
{/AccessControlPolicy>
o 2

HTTP/1.1 200 OK

Date: Fri, 26 Dec 2014 06:34:32 GMT
x—kss—request—id: dbeadcedec23415b9e454ecfa2bec4d9
Content—Length: 0

Connection: keep—alive

Server: KS3

PUT Object Copy

ik

BEPUTHE M 7] LA$E T —/NTEKS3H CAAFLEM object FIFEAS bucketo T MHITFEIE R FHEEE IE R L x—kss—copy-source KIGTE
B TR

PUT Object Copy: M aeHE IR S K /N RERATTBGB, BI5GB iE {4 FiUpload Part CopviiMl #EAT4MHLEE L,
PUT Object Copy¥% T HT B ARAHAJEAT L BAE [F— A region,
F o DUE T e s R8sl Eard . B0 SOt EEE B s iE 2R,

BRARLE e TR SR B IR AR, BNTER TR BT 30, BARYS S RFF N H brbucke t FIERINAF SR, PEIETES
B .

PUT Object Copy#k FISZRFEEIK ™ &, (EH 2 HATHE VI SNEAR, DAL H AR R A SRR -
o B

o H i bucket I0b jec t B AN IR, X H #rBucket BT AR

. ?ﬁ?éi%‘gé%jectE‘]Xﬁ%ﬁ%ﬁﬁ?ﬂﬁEﬁ Object, FIJ7 758 B A WL {Fks3:GetObjectTagging LLK HFSHHIE M5
2R R

. %g%ggﬁﬁ*ﬁﬁﬂ@ﬁﬁ@ﬁ, XHFIZE O SR R — SRS S A R R S o BRI E . object RIMEUN
pn :

1. HTTP Header:k: Content-Type, Content-Length, Cache—Control, Content-Disposition, Content—
Encoding, Expires
2. x-kss—meta-—

o WEREH— M AARRER R, WF ZXT IR ks3:GetOb ject Hks3:GetObjectTaggingfU MR, Xt Hbn CIF4
ks3:PutObject5ks3:PutObjectTaggingf PR . {H 2 HJ5 Ex—kss—tagging—directive NREPLACE H#f8 € tag =4S, N
X H FR A R A ks3: PutOb jec tABRRI AT,

o MR FHEE LI A RFRE, Nx-kss—tagging—directive FHWE N Replace HIgEx—kss—tagging &%, X ¥E
F x-kss—tagging 18 E X GARZAEN BARX ZHHRZE. #1L x—kss—tagging ﬁ?ﬁ/ﬁmﬁkﬁﬁﬁﬁﬁ%ﬁ’]ﬁ H7%&

2
I o

i 5K

87

PUT /{destinationObject} HTTP/I.1

Host: {destinationBucket}. {endpoint}
x—kss—copy—source: {/source bucket/sourceOb ject}
Authorization: {SignatureValue}

Date: {date}

N
*E:

e endpoint 5Region¥f 7 &
e SignatureValueZs 4 BV

HRSH
ZIRAME RS
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15 R KL
A AT DA AT S SR SKEE,  Beabh, WmnT DB FRATFIE R SLEE. SRBCEZ(E R, 16 A dm gk k.
B ik BT WBik

TR G5 B object key ZARIIALS, BEEEHTHEC /) .

KSS—copy— KA String

zurzz COPY™S mpi) ff: None P
?ﬁ%ﬁjﬂ@%ﬂﬂ%&%@o%%,?W%%%ﬁﬁﬁ,ﬁﬁ@ﬁ%%%ﬁﬁ%ﬂﬁ%%ﬁ
SRR -

B R GHE DIRObject MG EUIE(S S, HA{E: COPY, REPLACE. MW HETIAIEE, BN NCOP
Y

COPY: H#rObjectiIiois B MWIFObjectFE I CBIE F A & U x—kssmeta—+3LFFR/ENTTP Head
ersk) , ERPHIEEMEEALEL.
REPLACE: ZB&JEObjectfynfE R, HAFrObject BHERHE R 148 5E K ITfE B .
x—kss—metada TiH7:
ta—directive 1. WIHAYFEBMObjectIufE BMAFE N, FKiEKRFobject keyfix—kss—copy-sourcel® B N
M E]H H % B AL UNREPLACE, W A& MO R # 8 € 1E S.
2. IR EFRobjectHITLIEEHF LA, NFRContent-MD5, content-part-md5, Content—Length,
server-side—encryption-customer—key-MD52 4}, objectHABTCFAELIICE B WM FHFEMN L.
3. WSRIHObject R TN 4i4E, NI FIF 75 245 E x—kss—service—side—encryption—*Flx—kss—co
py—-source—server—side—encryption—+ NI A INZEEE.
BEE AR,
A, String
BRINE: None
B ¥t : STANDARD/STANDARD TA/ARCHIVE
x~kss—storag TERERTNE B EERTIN
e—class S = =
1. A FfEx—kss—storage—classif, WIHEBucket 2 JTARYZERL, Object BB NIARSZEAY, 415 Buc
ket/ZARIARSZEHY, Object H BN AMRESSHL,
2. A7 E A AEAESRBUNARCHIVE, A AUNRE RS A W& ST .
kss tagein THE HPRODject X Rbr%E, AR BE 2 ha2E, Ul: TagA=AkTagB=B.
BB B KeyflValue s B0 FURLANAD, WIRKETRA “=” , WEFEValue AZFHH . HIHHEL &
& S SAEL
TﬁiﬁﬂﬁiﬁﬁE*inbjectE"]XﬂL%ﬁﬁo
x—kss—taggin %j(%;% COPY
grdirective 4 “oopy (MM ¢ SHITEOb jec LAIRT ST E HFR Object.
2. REPLACE: ZB&JHEODbjectBIX RIS, ELHERHE R 18 E RN GAr%s

o

o

|

AR 2 7 R Sk 3
EE: WRIFOb ject A IATIEME, AR BFROb ject#EATINE . H HFROb ject PIINE 5 R E 5 IHOb ject ]
IEHFR—E, WRIKObject 2% P IRMLZEAINE, HFROb ject MiZAF H [FIFE AN %4,
P FIKS3 FRAE S I IR SS s s, 223 [m] LA R mig i Sk
B iR BT WBik
WRAEE object WIMEA T MRS uINEE, Wima v 2G5 1%3k3, EAFEARNER

x—kss—server—side—encrypti £
on :

P

2BAY, String
8RR P R R0 % BH R R 55 s o g, D)2 3 e DA me 3k

AR ik R/ WLk

H ) 8 EKS3INZE B {# FH ) base64-encoded HIZEAREH . HAH W20 5750Db ]

ect B @I H AR EH — B

Z5AY, String

g"]ﬁ %g*ﬂﬁ%{ﬂ/‘] x—kss—server—side—encryption—customer—algorithm, x—kss—

server—-side—encryption—customer—key-MD5 E‘lﬂﬂ"ffﬂ%o

WRARSS s A T P AR ORI B A N, AETE SRARE IS, e DR 2%

1% Sk AR A AL R R

x—kss—server—side—encryption-cust Z&#. String -

omer—algorithm HRE: AES256 =
2"]% %%‘&%ﬂﬁ%{ﬁ’ﬂ x—kss—server—side—encryption—customer—key, x—kss—server
—side—encryption—customer—key-MD5 ﬁﬁﬂ‘{%)ﬂo

x—kss—server—-side—encryption—cust
omer—key

A

86/122

g
E
NI


https://docs.ksyun.com/documents/957
https://docs.ksyun.com/documents/39576

APICHY

2022-12-30

x—kss—server—side—encryption—cust
omer—key—-MD5

x—kss—copy—source—server—side—enc
ryption—customer—key

x—kss—copy-source-server—-side—enc
ryption—customer—algorithm

x—kss—copy-source-server—-side—enc
ryption—customer—key—MD5

x—kss—tagging

x—kss—tagging—directive

iR

P ORISR 92
I

0¥ I3k 3

A% VAT U R B P RSk . SRECE 258, 5 s i

H R

UIRAFAE object WHEH] T MR o5 umnas, WIma 7o 65 2 ki, (E N N 5532

WIER MRS s A T P SRR B AR NS, AEVE SR AR RN, e K2 £
Bz R IR AL P BRI R EH B — BUE IR IS B

Z5HY, String

é"]ﬁ Eﬁ%%*ﬂﬁ&&ﬁ"] x—kss—server—side—encryption—customer—key, x—kss—server
-side—encryption—customer—algorithm ﬁﬁﬁfiﬁﬁo

7 48 B KSR BT B 1) base64-encoded MNEEFREH, FHAHNISYHEOb]
ect B &R F F (AR EA — 5o

KA. String

Z"]EE %E*ﬂﬁ%{ﬁ‘] x—kss—server—side—encryption—customer—al gorithm, x—kss—
server—-side—encryption—customer—key-MD5 ﬁﬁ‘j"fﬁﬁﬁo

Tt T B 50T G AR A A FH ) e B

Z5AY. String

HRE: ABS256

é‘]% %‘%%%Hﬁ%[ﬁ@ x—kss—server—side—encryption—customer—key, x—kss—server
—side—encryption-customer—-key—MD5 ﬁﬁﬂ‘{fﬁﬁ

W AR SS i A FH 7 FH P SR AR RN R N, TR SRARE T, A NORE
B2 R B AL FH P SR A0 2 R EH I HE — B SRS B .

KA. String

Z’]ﬁ %E*ﬂﬁ%{ﬁ‘] x—-kss—server—side—encryption-customer—key, x—kss—server
-side—encryption—customer—algorithm Eﬁﬂ'ffﬁﬁo

fEObject KX RARRE, W AN E 2 MR%E, Wl Tagh=AkTagB=B.

YL KeyMiValue s ZAe @A TURLYAS, WRFETEA “=” , WHEValue
N TR

i %€t ¥ B H AROb ject X Ghras

BRIMH: Copy

ARUAE:

1. COPY (ERIMED : SEHIUEOb ject MXT RAFZEEI H AR Object.,

2. REPLACE: ZBEJRODbjectMIXf Gbr%s, BELIERIE K482 Xt Ghrs

o

ik

x—kss—server—side—encryption SH. String

WSS s S T R P SR BERO IS BTN E , EVE SRR, SR 2 B Sk R

x—kss—server—side—encryption—cu I\f# FH IR S,
stomer—algorithm KA. String

FHRE{E: AES256

stomer—key-MD5

hss-sorver-side-eneryption-eu MABUEHER [ MG MR,

EH P S fin s A B A B — BUE IR B .

KA. String

ik

R [E] AN R SARFREE . AR RN E, SR Aol ook,

W] JBE P 25
2K
W . PN 25 () 5 2%
CopyObjectResult Z5#Y: Container
LA T
ETag A String

R2H5 5 CopyObjectResult
IR [ % J A8 S0P i 1) H 38

LastModified A String

A2 /. CopyObjectResult

TR R

fm

&

oA

o

FEVERAPEIT, Wi ROR 2 5 1%k ok b

ez
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A RANIE [ A f] R R 52
7 i

38 52 1) i SR o 1

PUT /rename-image. jpg HTTP/1.1

Host: ks3—-example.ks3—cn—bei jing. ksyuncs. com
Date: Wed, 28 Oct 2009 22:32:00 GMT
x—kss—copy-source: /SourceBucket/Source0ObjectKey
x—kss—tagging—directive:REPLACE
x—kss—tagging:TagA=A&TagB=B// i #URLencode
Authorization: authorization string

L 368 ) N 73 151

HTTP/1.1 200 OK

Date: Wed, 28 Oct 2009 22:32:00 GMT
Connection: keep—alive

Server: KS3

& ot HdE i Ko Bl

PUT /modifymetakey HTTP/1.1

Host: ks3—example.ks3—-cn—beijing. ksyun. com
Date: Wed, 28 Oct 2009 22:32:00 GMT
x—kss—copy—source: /ks3-example/modifymetakey
x—kss—metadata-directive:REPLACE
x—kss—meta—-youmetakey:yourmetavalue
Authorization: authorization string

1& ST Kb i L7 )

HTTP/1.1 200 OK

Date: Wed, 28 Oct 2009 22:32:00 GMT
Connection: keep—alive

Server: KS3

{CopyOb jectResul t>
{LastModified>2009-10-28T22:32:00</LastModified>
<{ETag>”9b2cf535f27731c974343645a3985328”</ETag>
</CopyOb jectResul t>

B 0D jec t£7 4% F R Kow Bl

PUT /yourobjectkey HTTP/1.1

Host: yourbucket. ks3—cn-bei jing. ksyuncs. com
Date: Wed, 28 Oct 2009 22:32:00 GMT
x—kss—copy-source: /yourbucket/yourobjectkey
x—kss—storage—class:STANDARD TA
Authorization: authorization string

B 0D jec t£7 4 2 1wy ¥ 7

HTTP/1.1 200 OK

Date: Wed, 28 Oct 2009 22:32:00 GMT
Connection: keep-alive

Server: KS3

{CopyObjectResul t>
{LastModified>2009-10-28T22:32:00</LastModified>
<ETag>”9b2cf535f27731c974343645a3985328”</ETag>
<{/CopyObjectResul t>

B iR A

N ‘j‘q‘
P HTT%HLL.

ObjectAlreayExists 400 BEEHIF B LR ZKey o
400 x—kss—server—side—encryptioni K {E A EAES256 .

AlgorithmInval idFor
S3

iR

Md5No tMa tchFor0O1 dMd 400 x-kss—copy—source-server—-side—encryption-customer—key-MD5 A +& x—kss—copy-sour

5 ce—server—side—encryption-customer—key KMD5{H .

AlgorithmInvalidFor
CustomerKey

400 x—kss—server—side—encryption—customer—al gorithm A & & HIAES256.

ez
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Initiate Multipart Upload

P

HEAER B3 — o LT 4 IR El wpload 1D. fE—MAEM O LA H, wload IDATRERFTA . ELH
FAEERTE upload IDHIA S HEE. fEComplete Multipart Upload F1 Abort Multipart Uploadi&>K ™ [E#EEL7 upload
1D,

RTEREAME, B AN —RIIRER (Gt A%, EARSE, SRtk bk, btk b4, AP RZME
%5, BOE—ANWENDH, RATHRAES . W& EE - MER ML .

EE: BIRED DR ARG, FFFE B, RUAITE B THGE EAEATSS, A Re& Ik RN g g e 2%
i B
VI o e AR S R A SR E R, R 7EComplete Mul tipart Upload J§74 &7 ik [F 44 1.
Wt o bR 2 7Ebody FiR [AlUploadld, TEZ )G —RFIEAEFHESZHF.
Y LARRT R E X Stagging, WERE (EKS, FHFP, A FEAHKs3:PutObjectTaggingB/EHRAL.
295 0 F B A ks3 : PutOb ject LR, {H¥E A ks3:PutObjectTagging# PRI, PutObjectfX i FEARN T taggingIXT % .
R

IGRNERTS

POST /{ObjectKey}?uploads HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}

2
EE:

e endpoint H5Regionkf WV K &
e SignatureValue%s 44 5V

RS M

R A R B 5

755K Sk 8

8 1T DA AT 3 PR S8, EAh, AT UG R BT iR Sk 3. JRICE S5 8, ¥t LR 3.

A iR ik
HURITE FIEAAHUH 5 0] LA SRR, 258, 15 midihttp://www. w3. org/Protocols/r
£c2616/rfc2616-secl4. html##secl4. 9
Cache—-Cont M Strin -
rol Y g H
ZRINME: None
AL S L
BEMNBHIRIEEL., B2ER, FAdihttp: //www. w3. org/Protocol s/rfc2616/rfc2616-secl9. h
. tml##secl9.5. 1
Content—Di —%m' Strin
sposition @(i{ﬁ Nong;
AP LT
BE IFN EmIDHE . F2ER, #sdihttp: //www. w3. org/Protocols/rfc2616/rfc2616-secl4
. html##secld. 11
Com%ent—En —%ﬂ String
coding BRUAE: None
AP I
HFHER AN BMIMERE . BE2EE, i A dhttp: //www. w3. org/Protocol s/rfc2616/rfc2616-s
ecl4. html##secld. 17
Content-Ty Z8%Y. String
pe ZRIME: binary/octet—stream
HE: MIME types
WR KM

o

o

o
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X RIFAE T BB AR Y. E2E8, i Adihttp: //www. w3. org/Protocols/rfc2616/rfc26
16—secl4. html ##secl4. 21

Expires 2%, String &
ERMAE: None
Z2I kA T
P BdEar giinit. 25 SKIBATSON xkss-meta—,  NMAFH B & ol .

x—kss—meta KA. String

- ERIME: None a
Z2IR M T
BB AT A
A, String
o ZRIME: None
X kfslstor 5% ff: STANDARD/STANDARD IA/ARCHIVE 5
age-class ‘L}‘EEU% %’lZifrHEﬁ[‘%x—kss—storage—classﬁﬂ', ﬁﬂ%BuCket%Uﬂ*ﬁ%i—ﬂ, Objectﬁibyﬂuii%%ﬂ, ﬁH%Bucket
AAEFRESETY, Object H AN NARMEISTY; W HE 7B x—kss-storage-class, NI ATEEAFEITL,
AP S
x—kss—tagg FE&EObject IFRZS, WI[EN % B 2R f1: TagA=A&TagB=B. VLB KeyFflValue s B 5:iH UT
ing M%E,m%%m&ﬁ”:ﬂﬂﬁﬂwmmﬁ S
ACL H¥%RL¥
FA AT LUEE LLF fheader N0bject ¥ B T AYACL .
Z iR =ik
T3 &1 fE XBUR
Z5AY, String
x—kss—acl BRIAME: private &
ﬁ)&{ﬁ private ‘ public-read
2K T
A P B N0b ject BB FEAHAIACL, AT LLEIY DL Fheader X & .
“ iR = ik
2%%%5%%@@&@0
x—kss—grant-read %;%\%E&%ng &
2R KM T
#F T F$3% T FULL_CONTROLAL R .
x—-kss—grant—ful 1-control KA String &
& BNE: & =
AR KM T
PL_EheaderfE FME N CA—ANES”, " EIMBAIFR .. BAFREUE B R Ntype=value, HfltypesHFid:
o id: HEBCEMIA S ide  Bltn, BehidlN1234578H1334421 1A F1 4% FREADBUR : x—kss—grant-—
read:id="1234578", id="3344211"
g M e oK Sk
A HKS3 FEE FARIRS 2, W& E LR iER kL,
B2 ik =ik

x—kss—server—side—encry WIS IER Pk, MRS umtd BN % 48, JEa bAARERZEHBIT g o
ption , ErE{H: AES256 =

AR AR BRI P RO S5 a8 i N, AR LU R k.

AR iR & T bk
zh};SS server—side—encryption—customer—-algori e PR AL R, Al AES256 2
x-kss—server—side—encryption-customer—key 2 PP AL A s 25 &
x-kss—server—side—encryption-customer—key-MD %% v H it ) 38 1 BASE64 25 h 1438 i 1 28 MD5 N 2% F) 25 4H HMD B

5 5H
HRANAE

Sl 1P 90/122

g


http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html##sec14.21

APT SCAY 2022-12-30

B DA RN

Wi ]2

M 7 Sk 38

W LA LU A 8 A S Sk . SRBCE 245 8, 1 A

E2Y N Eit1By
UIRAFAE object WHAEA] T ARSI b, UM 2 65 1% k88, (B9 AN ik

x—kss—server—side—encryption KA, String

R AR S v T P SR I R AR I, TEVE SRR, W RO 2B A Sk R
x—kss—server—-side—encryption—cu Lj\ﬁﬁﬁ I fE R
stomer—algorithm Z5AY, String

HRH: AES256

R AR S v T P RIS A A, TEIE SRR, RO B B Sk IR IR

x~kss—server-side-encryption—cu A MDA A2
e e QU RO SR S
KA. String

M S A 25
K g

(AR LINEERSYibEa

. . 2. Container
InltlateMultlpartUploadResult¥4+m: Bucket, Key, Uploadld

AT
JASN A FARES ) bucket HIH T
Bucket HH. String

AQ2Fi s InitiateMul tipartUploadResul t
o EAXT R key

Key 3§ﬁﬂ_ String
AQ2Fi 5 InitiateMul tipartUploadResul t
s F AR HIID

UploadId A, String

LA A InitiateMul tipartUploadResul t

FrBRH iR

I RAN IR B TR IR 1% o
7~ Bl

i K< il

POST /my-video.rm?uploads HTTP/1.1

Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: authorization string

Mg J§2 73~ )

HTTP/1.1 200 OK

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content—Length: 197

Connection: keep—alive

x—kss—request—id: f86omt80heg8bs74dhiblnorllhkp jsu
Server: KS3

<?xml version="1.0" encoding="UTF-8"?>

{InitiateMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<{Bucket>ks3—example</Bucket>
<{Key>my-video.rm</Key>
{UploadId>laa9cfad5e2e405c8f27965feb8b60cc</UploadIld>

<{/InitiateMultipartUploadResul t>

R A

g
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- HTTPIRZ N
iR ﬂﬁ = ik
. . x—kss—server—side—encryptionig KL fEH A ZAES256
AlgorithmInvalidForS3 400 x-kss—server—side—encryptionig Kk =
. BRAAT ] — 251 R
InvalidArgument 400 x—kss—server—-side—encryption-customer—algorithm A%*
AlgorithmInval idForCust

400 x—kss—server—-side—encryption-customer—al gorithm A& &% HIAES256
omerKey

x—kss—server—-side—encryption-customer—key-MD5 /& x—kss—server—side—encryp

Md5ErrorForCustomerKey 400 tion-customer—key HIMDS(E

Upload Part

ik
SRRV TE S AR 55 o gl — A He
B H

o TEAR AT —HZ BIR DI B RS — AN bAEES . TERRIE DB RG, KS3SEAR—/NME—H) upload 1D,
FRR AR, #RFR B LAE DB ETEIE R

o MM ETT LA LF10, 000 fRAE & —A (B 15110, 000) o HF5H TAR IR —ANH L HAE S R AN A 8.
PREAE—ANFE, e e ERHMFIS, BB S8 &

o FITHERII RN ER N T 2568, 2T FHE A DK F ML B T kg — 1Sk, FRBPIA DI BER TEMBLL L o

YA RS RANNTETMBE: BT BE— N, RPN ERTEI00KBLL L. * EAHER—RBNRE—

“NPart, Upload PartiZIFAS L RIRE: FAEPart IR/, R HComplete Mul tipart Uploadh) A &iR .

o NTRIEBIREALILIFE F %A IR, 1M content-Mp5 ki, 4d H L SLERES, KS34 H b5 HHMD5, FEARYE 42
BERMDSHEAT RS 6, W RAVLES, ¥R B4R E .

o MIREBN T ARG, IR AR, RNINSE B E GT LAET S, A e R IL RN 2 .

\i ™,

K

5 RKIEE

PUT /{ObjectKey}?partNumber={PartNumber}&uploadIld={UploadId} HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}

Content-Length: {Size}
Authorization: {SignatureValue}

e endpoint5Regionkf % &
e SignatureValueZs4 Bk

WHRSH
H R ik e i

PartNumber 75 &2 FF BRI E Y, HIGEELIF10, 00026 . & 0E)5EComplete Mul tipart Upl

partNumbe o adf, TThE 4 S HKSIE FH R ITRATY. =
A, Integer
wloadld BEIR Gy EAE T RIME—bR iR, R ERIUR L B AR SRR . =
proa KA. Strin e
REE: g
i 3K 3k 3
AR AT UAE BT & s SRSk, SRIE 215 8, i s H SR Sk .
Hm fiid S
BRI/, Y. HE2ER, 1§ Adihttps: //www. w3. org/Protocols/rfc2616/rfc2616.
html
Content—Leng _%’éiﬂz String B
th #RIME: None

2R KA T
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baseG4jJD%TMD5{§E\’ 12847, FHT-X G se B R  o
Z5AY. String

- 7
Content—MDb5 BRUAE: None i
AN S LW
HUREH 100-continue B, ERWCEIRIAN A S ARIETRME . WEACLEE BEAR4, WHREAZ
5/, String -
Expect BRIME: None H
H3E: 100-continue
AN S LN
% A O K 3k
HEHZE P RAL R I 2 F A IR 55 BN, W& 2K Hk iy
) TR Sk Wik
x—kss—server—side—encryption-customer—algorithm 7/ umiRftinas &L, &9k {H: AES256 =
x—kss—server—side—encryption-customer—key B i B AR R N 2% 2 AR =

g O S T SR S 1287 2
x—kss—server—side—encryption-customer—key-MD5 %;%Eiﬁggﬁg?fﬁlg%%élﬁm OB L 128 (DS 2 =
A 1

HERAE

T ORNMERIERANE.

Wi Bz

] J87 Sk 358

12 O] S R o R N Sk SRECE 245 2., 1 e o a8 L Sk 358

AR iR
WIRAEE object B T MRS mnas, Wi BI85 1%3k30, B & 5k,
Z5AY, String
WS MRS A TR P R IR N, IETE SRAREET, A ROK 2L A1 Sk R A
x-kss—server—side—encryption—cu A FH BOME BFH
stomer—algorithm Z5AY, String

HRfH: AES256

WR AR S5 v A 7 P R AR B AR s, TEVE SRR ZE I, i oK 2 Bz Sk ok iR

X-kss—server s ide encryDUIONTCU iy o it s F iy Mkl — SCPERE A .
stomer—key-MD5 7’%‘@ 7
3. String

x—kss—server—side—encryption

Wi B A 5

2 AN o 157 P9 2
7~ il

i K 7 Bl

PUT /my-video.rm?partNumber=2&uploadld=1laa9cfad5e2e405c8f27965feb8b60cc HTTP/1.1
Host: ks3—example.ks3—cn—bei jing. ksyuncs. com

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content—Length: 10485760

Content-MD5: pUNXr/BjKK5G2UKvaRRrOA==

Authorization: authorization string

Mg 5 73~ )

HTTP/1.1 200 OK

Date: Mon, 1 Nov 2010 20:34:56 GMT

ETag: "b54357faf0632cce46e942fa68356b38”
Content—Length: 0

Connection: keep—alive

x—kss—request—id: f86o0itegm4soa8750liblngmlkjv35is
Server: KS3

R
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B HTTPRE g
InvalidPartNum 400 i PartNumber BUEJEE (1710000) .
InvalidDigest 400 KS31H5 KIMDS{E 5 7 S AMDS{E AN — B
NoSuchUpload 404 g%?ﬁﬁt@&%ﬁﬁﬁoﬂ%%tﬁm%ﬁ,&ﬂ%%ﬁ&t@&%a%%&ﬁ
RequestEntityTooLarge 413 R LRSI R, A K/ANANEER T-56.
MissingCustomerKey 400 LIRS

x—kss—server—side—encryption-customer—algorithm =

B mESL S nitiate Mul tipart UploadifHIA —2
Md5ErrorForCustomerKey 400 x—kss—server—-side—encryption—customer—-key-MD5/N & x—kss—server—-side—encrypt
jon—customer—keyHMDHE

AlgorithmInval idForCust

o i . _ . S EL A
omerKey 400 x—kss—server—side—encryption-customer—al gorithm A~ & &1 HIAES256

Complete Multipart Upload

iR

BEERAENG 58 T GBS FE 2 BT B AR5

FFRBa— A0 bETS G, S Upload Parts B LAEFTE MHL, I LAEFTE M 5, AP RERA DR
SERCT R EAE . WRISENRIE KRG, KSSESRIEI TS5 T A AR GE — X R 7R MR ERIE S G R R E
PR, BTKS3KES%BrRE A RERER, U ERRAPFRIEE MR OS5 R g, ST aRaRFm
fF—NE, PR ELE DAY RN TS RS R BTag Sk, KS3NSTEHTE N AL 5 B & 58 B B o

TEVER, WIR complete Multipart Upload VERRMT , FI /NN Y Aefs 34T S #R1E

AL

o RIS/ ESRNTEET00MB. 2GR AP TMS: B T I Ja— T Ifs HRLRIIA AL ZA AESMBLY
Lo AFTAYEKNNTEETOMBI R TR )R AN, HARB RN ZORTE100KB R L

o M RA Mpar t IR AIAE TH P IS o
o MPUTTEIHIRIESG, KR HUploadldbf 22 KRN,
o [d—/NObject™ LAFN#G AF I Uploadld, *Complete—AUploadldji, iZ%Objectif)HAhUploadldASZE M.,
o A MpartFIR I Npart MAURAFIER], W24k Inval idPartOrder.
N
1E5 RV

POST /{ObjectKey}?uploadId={UploadId} HTTP/I1.1
Host: {BucketName}. {endpoint}

Date: {Date}

Content-Length: {Size}

Authorization: {SignatureValue}

{CompleteMul tipartUpload>

{Part>

{PartNumber> {PartNumber} </PartNumber>
<{ETag>{ETag} </ETag>

<{/Part>

{/CompleteMul tipartUpload>
R

e endpoint5Regionkf W K &
e SignatureValueZ 4 H ik

RS H
EL ik KT A

wloadld MR F AR —AR N, RIEWIEI e B ARRRI . o
ploa A, Strin =
REE: g

R KL
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WA RO H A SRR ES . SRBCEZAE 5 sl 8 HLE R LA

iR %
4 Fk ik BB
R A B
R

CompleteMul tipartUpload SR Container

T 5 One or more Part elements
FE—FEE N O ARG B AR
25 /A CompleteMultipartUpload 4
2. Container =
T A5 4 PartNumber, ETag
TR 7 515

Part

PartNumber A& Part &

A Integer

He AL J5 IR 8] SRR
ETag LA Part s

2. String
] J§
] 87 Sk 358
ZAE O R RN SLER . SRIEZE R, E A

Z K iR

WIERAFAE object BT T ARSSum by, JIme B 2 G512 Sk 38, B A5 FH 1 25 Bk
KA. String
R AR S T P IR I AR IR, ARG SRR, ma RO 2 A Sk R
x—kss—server—side—encryption—cu W\ FH MRS 505,
stomer—algorithm KA. String
HRUE: AES256

. . 15 Az 25 v PRI RIS, TEE RARERS, W ROK 28 517 3k 3R IR

x—kss—server—side—encryption—cu %&%F%E%g;ﬁggﬁ%—ﬁﬁz@iﬂ%,%o RS DR EN R R RS

x—kss—server—side—encryption

omerieriy HAY: String
Ry 7
AR ik
L 5 07
ComplLotell 81" Conta iner
Y .
oadResul t FTim: Location, Bucket, Key, ETag

A /& None
TR Bl 2 5 R URT.
Location  Z&#: URI
R H: CompleteMul tipartUploadResul t
A& BRI R R AR
Bucket A String
LH A CompleteMul tipartUploadResul t
%ﬁﬁd%ﬁ%&ﬁ‘] object keyo
Key A String
RFH: CompleteMul tipartUploadResul t
HFFriRobject WA HI32AL TN BEHI 777, AFEAZEHJob jec thf B AN A IETage X TPut ObjectEiPost Objectif
RAVEMIObject, ETaglH AN HFIMDSE; YTt EA4L )7 B Fobject, ETaglE 2R 7B FIMDAME AT 1%F
ETag FPHE O E TS B FIMDAE o ETagfE AT LA TR EOb ject N B & B KA.
A String
R H: CompleteMul tipartUploadResul t

7~ il
RN

POST /my-viedo.rm?uploadld=laa9cfad5e2e405c8f27965feb8b60cc HTTP/1.1
Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
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Date: Mon, 1 Nov 2010 20:34:56 GMT

Content—Length: 391

Authorization: authorization string

{CompleteMul tipartUpload>

<{Part>

<{PartNumber>1</PartNumber>
<{ETag>”ab54357aff0632cce46d942af68356b38”</ETag>

<{/Part>
{Part>

{PartNumber>2</PartNumber>
<{ETag>”0c78aef83f66abclfale8477f296d394”</ETag>

<{/Part>
{Part>

{PartNumber>3</PartNumber>
<{ETag>”acbd18db4cc2f85cedef654fcccdadd8”</ETag>

{/Part>

{/CompleteMultipartUpload>

i) B2 73~ 451

HTTP/1.1 200 OK

Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: keep—alive

x—kss—request—id: f86mktegmek8a875thib7ngml1lrd2k7b

Server: KS3

<?xml version="1.0" encoding="UTF-8"?>

{CompleteMul tipartUploadResult xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
{Location>http://ks3—example. ks3—-cn-bei jing. ksyuncs. com/my—-video.rm</Location>

<{Bucket>ks3-example</Bucket>

<{Key>my-video.rm</Key>

{ETag>”3858f62230ac3c915f300c664312c11f"</ETag>
{/CompleteMul tipartUploadResul t>

R

iR
EntityTooS

mall

InvalidPa 400
rt

InvalidPa
rtOrder 400

NoSuchUpl
oad

400

404

InvalidArg400
ument

HTTPIR &

AP EARRHON N TR B eV AME . B T e — Rz bh, B EEAS MBI B,

SRR R/NMEMUA AN 15, ATELRRVRER T i)m — DMRZ b, R DR EDLET00KEL

—ANEEAMRE O PRBAA KRB BTREBA H A%, RTRERDN AR T HSEARRRZE AN LI

TPRGIRAESE (P PINRESRDAVESD .

TREM R EALAEZ AL ATRER BARIDRL, AT RER 0 B EARAE S5 L4 78 Bl

PR T SSE-S3EkSSE-Chn i 3k 3k .

Abort Multipart Upload

ik

WEEAER 2GR AR S . RS HORFE )G, AN EAR DI 2 e SR TR (1 E A% . f7 ik O EARRIHLRE

SR

SHFASE S B %A 1 TComplete Mul tipart UploadfZzrd EA%, ZUCIE %4 D BN EAE{ES%.

N
15K
R E

DELETE /{ObjectKey}?uploadld={Uploadld} HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}

N
EE:

e endpoint5Region¥f W X &

e SignatureValueZE4 Bk

sz

g
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HRSH

B Py Rk

FER B EAEFAR I ME— AR, RTERILA B EARR SR . o
uploadld S gy . 7T
A, String

WKL
ZE R B AR . SRIE2E R, 18 s i HHE R .
i 7
Wi 57 3k 8
2O RAE e RS SRECE 2B R, 18 s
CISAZE:
T4 VAN FH i 8 P9 25
7~ il
¥ K7~ il
DELETE /my-video.rm?uploadld=1aa9cfad5e2e405c8f27965feb8b60cc HTTP/1.1
Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com
Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: authorization string
LIVZR
HTTP/1.1 204 No Content
Date: Mon, 1 Nov 2010 20:34:56 GMT
Content-Length: 0
Connection: keep-alive
x—kss—request—-id: f86m8tegm8loa87dclibbno51n906pol
Server: KS3
iR

iR HTTPIR A5 ik

NoSuchUpload 404 Not Found $&5E KI5t FABAESATEAE . Al A2 FAEIDIERL, WAl RERH FAE(TES O 4 58 i s

List Parts

ik
PR PG 25 AR E EARAESS e & BB,

RO, DAL B R R B ) BAT 551 SR IFKS3IR A1) wpload 1D.  HIFBRINZMHEL FFRH1000, A LLZIE K i 23R [m]
10002 EALIE . F P AT AR AE max-parts SRFRHIR B HECE . RH - C B R PEEEIE 1000, KS31 [y K
IsTruncated H‘J{E#%%?’y true #ij]ﬂﬁ/l\ NextPartNumberMarker f[}%&%o Eﬁ/l\ﬁééi List Parts i%ﬂ?ﬂiﬂ, ﬁﬁ)iﬂuﬁﬁ part-—

number—marker %%&%Zﬁﬁ#ﬁ\%jﬁj&@ﬂﬁﬂﬁjﬁg NextPartNumberMarker E@{Ey %ﬁiﬁéiﬁ”ﬂjﬁﬁ%a

vk g
15 K

5 KIEE

GET /{ObjectKey}?uploadId={Uploadld} HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {Date}
Authorization: {SignatureValue}

2
VE=

e endpoint5Regionf WV K &
e SignatureValueZE4 H ik

g
E
NI
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HRBHK
ZH ik BBk

B HATE SRKS3 SKS3m MAE F A Zmfil 73 e object key AJLLEEfEZE UnicodeFfFo R
M, XML 1. OffAf 28 T Ah St 7%, fMASCTTHS 0310, ST X SeASREML T

encoding—t MIFFF AT LLAINRIE R TP, KS3&7E M o H s A AT TEA T gD
ype M. String

IME: B

BRE: url

FHFARR s EARAT S
uploadld ZE#: String

INME: B

5 0 5 R B
max-parts ZEH: String

BRIMA: 1,000
part-nnbo SRS HNI LSRR, S LRI 20D
r-marker B T

iR Sk o
R SR RSk FORE L, W ek LR 7
I

a5 K 7

AR M H NSk, SREVE 2SR, A

5 W B S35 Ah, iR [alx—kss—storage—classMip Sk, FmR3CAFRIEE,

AR iR
FH T B Bucket A2,

xkssostorage=class yeog e i B Sk s (ARAE RS EISTANDARD 1A 5 UIRYFE % [l ARCHIVE

i B A 5

ELY Hiik
URIVAEPSYibEasA

oA

o

o

ListPartsResul T4 : Bucket, Key, Uploadld, Initiator, Owner, StorageClass,PartNumberMarker, NextPartNumbe

t rMarker, MaxParts, IsTruncated, Part
Z5H . Container
Ja B He FAEAT S5 123 [ B A FR

Bucket J5AY: String
2 S ListPartsResult

KS3&IE XML B, object keyHIgmAE /7. WRAHFEE T — Mg 70, IAKS3M R FFAE Xt object k

ey M HI 48 € gt 77 AT i o
Z5AY: String
3&4—(‘4

Encoding—Type
A ListBucketResult
Ja sy B EAEATSS IS B object keyo
Key M. String
AXH i ListPartsResult
FFARiar i LT
UploadId 2. String
AXH A ListPartsResult
B FARAT S KR N BIME B RS
T4 ID, DisplayName
KA. Container
AXH A ListPartsResult
Object#5 & BB = ALE H F IDKIBase644ihd .
D KA. String
RF S Initiator

Initiator
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Ob jec t 44 & B HALE FH P IDIBase644ifid o
DisplayName  28#Y: String
RF S Initiator
FRiER RAHA 15 B AL
THi & ID, DisplayName
Z5H . Container
LS ListPartsResult
AR G T
StorageClass KA S:cr?ng
LB ARAETE AR [BISTANDARD s (EATAE i 3R [RISTANDARD 1A 5 JARY A7t IR [BIARCHIVE
AXH A ListPartsResult

PartNumberMark féiﬁ%ﬁizgiﬁa

er AXH A ListPartsResult

%ﬁAﬁJﬁé?ﬁéﬁLﬁT, ZSHFEERE —NRNF S, WTLARSRIEESE Y G R % B part-number-marke

NextPartNumber r {H.

Owner

Marker A Integer
AXH A ListPartsResult
Wi A R PR
MaxParts A Integer

AXH A ListPartsResult

TTI I RAEE . R EAAFREFEL T MaxParts, A XANF R B AZ AW
IsTruncated M. Boolean

o ==~

LH A ListPartsResult

AN B E R AR WM PVE SN E N RELR,
FA A PartNumber, LastModified, ETag, Size

Part A String
55 ListPartsResul t
PRI 515 .
PartNumber KA. Integer
RHi & Part

e Yo 5 — AN e R AR B
LastModified 2&#Y: Date

o ==~

RHi & Part

e AL 5E R F IR 9] 1 SEAR AR 2
ETag KA String

AR5 & Part

BRI
Size KA. Integer

AR5 Part

FPBRE IR

I RANR PR TR RS IR -
7~ il

i K il

GET /testll1?uploadld=31286aadcfaed40cab7fa495c4ced284e&max—parts=2&part-number-marker=2 HTTP/1.1
Host: ks3—example.ks3—-cn—bei jing. ksyun. com

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: authorization string

M) J37 73~ 5]

HTTP/1.1 200 OK

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content—Length: 985

Connection: keep—alive

x—kss—request—id: f8600t80he2obsb6odlib7noblkalrlqg
Server: KS3

<?xml version="1.0" encoding="UTF-8” standalone="yes”?>
<ns2:ListPartsResult xmlns:ns2="http://s3.amazonaws.com/doc/2006-03-01/">
<ns2:Bucket>ywj-ks3—apitest4</ns2:Bucket>
<ns2:Key>testl111</ns2:Key>
<ns2:UploadIld>31286aadcfae40cab7fa495c4ced284e</ns2:Uploadld>
<{ns2:PartNumberMarker>2</ns2:PartNumberMarker>
<{ns2:NextPartNumberMarker>4</ns2:NextPartNumberMarker>
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<{ns2:MaxParts>2</ns2:MaxParts>
<ns2:Part>
<{PartNumber>3</PartNumber>
{ETag>9bfacabdaec296b39e00613495r80b62</ETag>
{LastModified>2022-11-16T06:27:34.4747</LastModified>
{Size>106755</Size>
{/ns2:Part>
<ns2:Part>
{PartNumber>4</PartNumber>
{ETag>9bfacabdaec296b39e00613495r80b62</ETag>
{LastModified>2022-11-16T06:27:37. 700Z2</LastModified>
{Size>106755</Size>
{/ns2:Part>
<{ns2:IsTruncated>false</ns2:IsTruncated>
<{ns2:Initiator>
<ns2:1D>NzMOMDQwN jA=</ns2:1D>
<ns2:DisplayName>NzMOMDQwN jA=</ns2:DisplayName>
{/ns2:Initiator>
<{ns2:0wner>
<ns2:1D>NzMOMDQwN jA=</ns2:1D>
<ns2:DisplayName>NzMOMDQwN jA=</ns2:DisplayName>
<{/ns2:0wner>
<{ns2:StorageClass>STANDARD</ns2:StorageClass>
<{/ns2:ListPartsResul t>

Upload Part Copy

i ik

lﬁtfﬁf’F/{%TU\LL%m CAFTERIX G807 LB B —AN e, B P @i 7R 35 Sk E B SR K EE x—kss—copy-source SKFE & H i
YR, dE lﬁ*%*ﬁ x—kss—copy—source-range %?EE YL,

o IAME l__fU\J\_J\_Yflﬁ**@Aﬁﬁﬁﬁﬁﬁ%%mﬁ%ﬁﬁiﬁ: FZER, BAEFHM Upload Part.

o TEVR EAEAT—HZ FIURIL NS B R B — A AT 45 . TEURRIE— AR EhER )G, KS3EZBIR—ANME—[) upload 1D,
FRIR_EARES, #F E0o A IDE ARG R .

o BRI LLZ1E10, 000 FHEE —A (S 1110, 000) o HFSH TFRR— AL R HEN SOEN A E . WE
R A —AN B, 2 @RS, A2 s o w5

o FTERIIK/NLERNFEFTH0MB.  MFTE B INKTME: BT HE— Ak, RN ERTEMBLA
Lo MY RNNTEETOMBI : BT EJE —ANEAN, B KNS ERE 100KBLA

‘EE ™,
15K
KB

PUT /{ObjectName} ?partNumber={PartNumber}&uploadld={Uploadld} HTTP/I.1
Host: {BucketName}. {endpoint}

x—kss—copy-source: {/source bucket/sourceObject}
x—kss—copy-source-range:bytes={first} - {last}

Date: {date}

Authorization: {SignatureValue}

N
EE:

e endpoint 5jRegion¥f v 7 &
o SignatureValueZ54 &%

HRSH

I RAME RS

LRSS

2% VAT U A SRR 8. SREUE 245 2, 18 sl S SR ST

4R R & T ik
x-kSS-COpy—S0 %g%ﬁizg%ﬂ%bject keyZRRIIAEE, BERATSREC /) . o
e RilME: &

g
E
NI
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MEHEIEFE VL TV . VB BOE LR bytes=first-last, HAEAZZETOM. BllU: bytes=0-

x—kss—copy—so 9 FiRHFUEEHIRTI0MN T 2498 DU R, A Fg Zb kit -
urce-range A Integer H
BIME: &

SR 55 i 2 0 7 2 BAF Sk

B Py R b ik
H 8 EKS3INZE B # FH ) base64-encoded NIZEFREH, HAH WL Bshmr k-
FEAE S5 HAREH — 3.

2B, String 7
Z/‘JEE %f&*ﬂﬁ?&ﬁ‘] x—kss—server—side—encryption—customer—algorithm, x-kss—server
—-side—encryption-customer—key—MD5 ﬁlﬁ%ﬁﬂ%

WSS v 7 P SRR B AR NS, AEVE SR AR, i R L X
SKERR AL FH 0 A5 B0

x—kss—server—side—encryption Z&#!. String -
—customer—algorithm B RAE: AES256 =
Z/‘Jﬂi ﬁ?%*ﬂﬁ%{ﬁ‘] x—kss—server—side—encryption—customer—key, x—kss—server—-side—
encryption—customer—key-MD5 Iaﬂﬂ‘ﬁiﬂﬂ

WER RS 7 P SRR B AR NS, AEVE SRR, i SR X
SKERASR AL A P R I 35 AR H I s — BUESR RS B

KA, String =
Z/‘Jﬂi ﬁ'%%%ﬂﬁ%zﬁ‘] x—kss—server—side—encryption—customer—key, x—kss—server—side—
encryption—customer—algorithm ﬁﬂﬂ‘{%ﬂﬂ

UTRAEA B IFHIN RS BT RS S 2, 7 i B HT 5% A (ERS S REBEXT T M 27 o

AR ik &1 b ik
HFH 48 KSR X I FH [ base64-encoded JNEEAREH, FAR M 0T U5 5T
AN IS R — 2.

ZEAY, String

é’ﬂﬁ %‘?%%ﬂﬁ%{ﬁ’»} x—kss—server—side—encryption—customer—algorithm, x—kss—
server—-side—encryption—customer—key-MD5 ﬁﬂﬂ‘{f}ﬂ

6 5 MRV AR 0 P O 35 0

KR, :
x—kss—copy—source-server-side—enc j‘%“ String
HRH: AES256

ryption—customer—algorithm

x—kss—server—side—encryption
—customer—key

x—kss—server—-side—encryption
—customer—key—-MD5

x—kss—copy—source—server—side—enc
ryption—customer—key

fm

fm

é"]% Eﬁ%%*ﬂﬁ%{ﬁ‘] x—kss—server—side—encryption—customer—key, x—kss—server
—side—encryption-customer—key—-MD5 ﬁﬁﬁ{iﬂa

WIRARSS s 7 P SR ORI B A N, AETE SRAREE IS, e SOKE 22l
%S ABASR AL A R EH I — B B EAE R

KA. String =
é"]ﬁ Eﬁ%%*ﬂﬁ&ﬁﬁ‘] x—kss—server—side—encryption—customer—key, x—kss—server
-side—encryption—customer—algorithm ﬁﬁﬂ‘fiﬂﬂ

x—kss—copy—source—server—side—enc
ryption—customer—key—-MD5

R Py
et UM R 1%
M J3

¥ 7 Sk 3
Ve VAT DA PR BT 3 F RSk 3o BRECE 205 8, % ek
K ik

i%ﬁ%ommtﬁﬁﬁTW%fm%,W%&%@?@%%,ﬁ%ﬁﬁﬁm%ﬁ&o
M. String

R AR S v T PSR I A IR, IEVE SRS, ma RO 2 A Sk R
x—kss—server—side—encryption—cu A FH A0MFE 25 E:,

stomer—algorithm A, String

4%l AES256

TR AR S T O PSRRI AR A, TEE SRR, RO A Sk I ORI

x~kss—server—side-encryption—cu . By 28 R0 e i St b T S 2
e e U PO RO R S 2.
5/, String

x—kss—server—side—encryption

>
E
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W 87 A 2

KR ik

W] B PN 2R R 2%
CopyPartResult 2£%!: Container

R TG
IR [E] — N TR SRR 2
ETag A String

A5 CopyPartResult

IR |5 5 JE BB SO s 1) H 38
LastModified 2Z8#%: String

A5 CopyPartResult

7~ il
LR &N

PUT /new-video.rm?partNumber=2 &uploadld=6aaf37c¢7501847569¢c¢91f9957b01fd14 HTTP/1.1
Host: ks3—example.ks3—-cn—bei jing. ksyuncs. com

Date: Mon, 11 Apr 2011 20:34:56 GMT

x—kss—copy—source: /source—bucket/sourceobject

x—kss—copy-source—range :bytes=500-6291456

Authorization: authorization string

Wi 7 7%

HTTP/1.1 200 OK

Date: Mon, 11 Apr 2011 20:34:56 GMT
x—kss—request—-id: f86mgt82ketobs6lcpibbno51lmo38qll
Server: KS3

{CopyOb jectResul t>
{LastModified>2009-10-28T22:32:00</LastModified>
<ETag>"9b2cf535f27731¢974343645a3985328”</ETag>

<{/CopyO0b jectResul t>
bR TG
R A

sy HTT%H(@ oy
NoSuchUpload 404 BEM D E EAEAFSAEAE . AR LARIDIERL, AR /0 BARE S B4 58 B ST
NoSuchKey 404 Y8 & W SCHEAAFAE .
NoSuchBucket 404 8 E WA ELE .
InvalidObjectState 403 VSO G SRBR ARS A4, R AR ZE 0,
Inval idRequest 400 18 B IR RS SRR VS BT L
TnvalidPartNum 400 B HPartNumberBUETEE (1710000) .
InvalidStorageClas g ISP B 5 H SO R 3

POST Policy

Policy HJ&E 5
ik

Policy /&Ml UTF-8 M1 Base64 Zwhff] JSON SCRY, E4RE 1 1HR B0 L KK I B0 AT S 40 iE. MRIEEBR
iﬂ;cjlioyiﬁ’%ﬁfﬁ, T LA RRR AR . BN S BT A SR HL A B i 2 S 5 ZE B RE A EATT. Policy 30
ZN(]

{
“expiration”: “2015-01-01T12:00:00.000Z”,
“conditions”: [
["eq”, "$acl”, “public-read” ],
["eq”, “$bucket”, “mybucket” ],
[“starts—with”, “$key”, 72015/01/”]

g
E
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Expiration

expirationsCE KA 1S0 8601 UTC H AR okHa e SRug it i H 1, B R AELETR e it 7] 2 Artdy bAE, ZEXAEEZ ERE
BN N R ARIER, KS3KIR 1403, vEE: B X A& ARt fa] (B X)) i b stk E (R X)

Conditions

Policy XA H X A N A FIIUESA ;. BIEREFIRENHTANRETLE (KSSAccessKeyld. Signature. file. policyF4M)
DL K bucke t AL & TR 5 FR .

EE: RBRPHIT AT ESERIEPol icy 2 BT TY . Hik, RAZEXT RIFZEPITIE FMA4ULE. Fla, mREEkey
FEWE N 2015/01/${filename}, #iPolicyHconditionf]fese [ “starts—-with”, “$key”, 72015/01/” 1. iFZ/%IN [
“starts—with”, “$key”, 72015/01/${filename}” ]

TLR A iR
bucket 18 Ebucket U AU & 25, SZHFFIRAILAC M starts-with
acl fegacl LA 2 a1, SCRFIARILEC flstarts-with
content—1length-range E‘Jﬁ:ég?\] g%@ﬁ‘i%@%ﬁ:’ A H AR HI5) Content-Leng thify IR

Cache—Control, Content—Type, Content-Disposition, o] i .
Content-Encoding, Expires REST ¢ k. SCHFMIHIILACMstarts—with

key FAERIkey, SLHEFIHRHILAC fstarts—with
success_action redirect, redirect B bR JFEERFIEEE. SCRHILE Mstarts—with
. I AR Z JG 3R B FRIR S (BB 8 € success_action redirect, re
success action status direc tFIEEBLT) , 1% 3% B B B UL I
HAth DLx—kss—meta Sk FIFR B I0N FH P e, LR ILRC Mstarts—with
HAmKSSAccessKeyId. Signature. file. policy4Mf] KS3RZ5 &8 AR X LR ATMALTE . (HZLAEPo ] icy KR AL 5
R LI o XFFEHBHULAC A starts—with
ConditionlL i
DT Pt 68 ) i
HH ## UG ic faEacl & Fpublic-read. {“acl”: “public-read” }E{E [ “eq”, “$acl”, “public-read” ]

Starts with 18 Ekey i LL2015/01/FF k. [“starts-with”, “$key”, ”72015/01/7]
R fEEsuccess action redirectP] A F= E (V3% :success action statusANZHFEAL) o [“starts-wit
1w h”, “$success_action redirect”, ””]

FeEContent-Len 187 FAERNE (AR, 667 HAhF B I0) Content-Lengthff) 8 [ 1048579-10485760, [“content—len
gthid gth-range”, 1048579, 10485760]

FRiE X

TR P FRFAIALEPO 1 icy SRS i1k
T £

A\ AT

\$ ey

\b JEAK

\f T

\n AT

\r EES

\t TR
\v M EETR
\UXXXX Unicode FfF

Signature & F:

XFIUEN Post E3K, HIML REHUAEE Policy Al Signature {5/
Policy F2HilliF R -puf L 2 SR VFAY.
5 Signature [MEARRFEN:

1. BE—A UTF-8 4ifi%f) Policy XY, ¥EWPolicy Mk,
2. # Policy AT base64 Zifih, HAHHEIA Policy RILIBIZIMANIME, %G/ K EZS AT A (StringToSign) .
3. Z#Signature = Base64 (HMAC-SHA1 (YourSecretKey, UTF-8-Encoding—Of (StringToSign ) )
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PUT Fetch
ik

BEPUTHE SRS = J7 URLA IO, H EAE BKS3HEAS bucket HHAFMERLA N object HISCAF. F ISR R AL B RS -
kss—sourceur] RI8EH =J7URL, AT LB AL E R L x-kss-callbackurl KI5 E AL ThEL IS (R [BIHURL . 3BT DLIE
x—kss—acl RUE FAEKS3JE SRR o

R

R O BT IR AP 4T

1. K#EPUT Object FetchifR;

2. PATRLBOCHFIE AL FIKS3 . KPP REREF L AT, JeKAPUT Object FetchifoR, Il AT Fetchf B

A EALRIKS3FERE . AR AFFEREE S, Hr, AKGEPUT Object FetchifR5g i ik [mlht tpiRZEH4200;
AR BCE 1 Rl e, AR AS R (0 [ AR IR [ ASR] (AR o

W etchft) STAFFIKSS EAFLE R SO [RI 44, KS3AR 45 it L 56 1 oK S H iU Content-MdS{E FIKS3[F] 42 SCA-FImdSfE « Wi AN
Feh B T E % .

KS3& 2 Ui ] x—kss-sourceurl $8EMIURL, 2 EIX =R, WRHRBOCHFRD), S22 E bucket BAELN object I, &
HiX =K.

A A B D, KSSTERBURDhE M, 2l POST 5 vk A F 7 B Bl A EPOST— B json®idit . FH P AR 45 v 1E A AL 35 1]
@E%ﬁ%%mw%&@wﬁﬁEﬁﬁ@,ﬁ%ﬁ%%ﬁ@m&%ﬁzﬁw%ﬁﬁ@%ﬁ,éﬁﬁiﬁoﬁﬁﬁmﬁﬁﬁa
¥, EiX=K.

A R, W ERA BRI R SRR FF ETA BB OE RIS T 2R AT & oy e B AR & {5 BAE.
#R
[ERES

PUT /{ObjectKey}?fetch HTTP/1.1
Host: {BucketName}. {endpoint}
x—kss—sourceurl: {sourceurl}
x—kss—callbackurl: {callbackurl}
x~kss-acl: {acl}
x—kss—tagging:TagA=A&TagB=B
Authorization: {SignatureValue}
Date: {date}

N,
EE:

e endpoint 5Region¥f 7 &
o SignatureValueZs44 8%

HRSH

ZAERAMI G R S4L

5 R kL&

2 AT DA BT RIS SRR, sbah, WRTUMER NRATAE R L. SKBCE2E R, 16 A gk k.
A iR A& 15 ik

x—kss—sourceur]  F=J5URLHAL, FE#H4TURLEncode, =

x—kss—callbackurl $7HURIhEL WA ] EIURL, & F#4TURLEncode. &
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APTSCAY
FH T3 R TI0E SCRBR
2K/, String
ecar EN -
xkssmacl ERIME: private H
%?iﬁﬂﬁ: private ‘ public-read
fe 2 HFRObject X Ghnss, TERTRE 2 Mr%E,  W: Tagh=A&TagB=B.
x—kss—tagging UiBH KeyfiValuefF 5Lt URLwHG, &5
WRELEA “=" , WEFEValue A7/ o TEREIRZE.
baseG4jJD%‘z}MD5’f§Eu 12843, %%Xﬁ%\%%‘lﬁ&%o
Z5AY. String =

Content—MD5 o
ERINE: None
WHRIXAME S AL BIKS3SCAFIMDAA—F, [ 2R [A]_FAEKS32RIL (status = 3) &

i K 2

ZHEOAE I RNE,

] ]S

Wi Rz Sk 3

12 O] UASE B & A RSk SRECEZ (5., 1
W RE 14 %

124 O IR [A] e )97 N 2%

B 2

1218 R AR AT A R R A 1R

[=]
51 4 Py %

WREFERPEE T [Efurl (x~kss—callbackurl) , WITERH. EALLFEGESHATER BRI, EARBAT
W E—BJSON. THEEHE status FB, HARERFNE LERRS.

R status g 0, FRHHURIN . FAERKS3IRT) . [FIE SEHE— L SAHE B
W status A 1, FORPHUKRN, FERERERH =URL.

R status K 2, FRoR BAEKS3RM, 15 Hi.

R status A 3, Fox LAEIInd5(E 5 IR R R 1 A md5E A — B
WR stawus A 4, FRXFCEGFLE,

IR status 5, R ob jectKey BTIFESAT H o

(5] 8] Py 25000 2 B 5 7 SR 3% TR [ By requestid, T B LA SR A% RESE &R

HAE B

ZH i A &iE
bucket A FALHBucket Utf-84mhY
key AR 24 R Ut -84
objectSize AR/ LT RRIR

sourceUr] $7 B JEURL Utf-8%mh%

7~ il
ERSRY

PUT /my-image. jpg?fetch HTTP/1.1
Host: ks3—-example.ks3-cn—bei jing. ksyuncs. com
Date: Wed, 28 Oct 2009 22:32:00 GMT

5. Inlif
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x—kss—sourceurl: http://example.com/some-resource-url
x—kss—callbackurl: http://example.com/some-callbackurl
x—kss—acl: public-read

x—kss—tagging:TagA=A&TagB=B

Authorization: authorization string

Wi J§2 73~ 1)

HTTP/1.1 200 OK

Date: Wed, 28 Oct 2009 22:32:00 GMT
Connection: close

Server: KS3

16 38 7 45l
P XA BT Ji F [ A

{”status”:0, "key”:"test-object-key”, “bucket” :”test-bucket-name”, “objectSize” :20597555, “sourceUrl” :"http://example. com/some-resourc
e-url”, “requestId”:”d089cd7e583a4f9d95626de6695279db”}

o H R TR S [ A 2 -

{”status”:1, "key”:”test-object-key”, “bucket”:” test-bucket-name”, “sourceUrl” :"http://example. com/some-resource—url”, “requestld”:”476
61b13ce8c4cdaabbcdadala2dfeld”}

FEHUSEh,  AH AR IR (15 A 7«

{”status”:2, "key”:”test—object-key”, “bucket”:” test—-bucket-name”, “sourceUrl” :"http://example. com/some-resource-url”, “requestld”:”£28
dO16f77274c0c8f40489a41f367f4”}

B OG5 7

o UEEMIR[A 200 {NAREKALPUT Object FetchifsRmil. AMME XM T E FAEFIKS3, HEEARUUE 2 FEZEKS3, W
RFEE TR BUE SRR, B R

F P b 2%t B #rBucket B SRR .

N R BIKSS ) B AR O B tag, HFZE R Hks3:PutObjectTagging/EIZ 4% .

R H brkey A& AFAE, M O S3is.

AR L R — A BAR U Rt fetehifsR o 0 SO IEfEfetchid, FRRAERIE RAS S E M A1 .

75 1) FH 2 A ks3: PutOb jec t AR, {HE A PutObjectTaggingffRET, 1% N 1T A& tagging I 4.

Infrequent Access

O R

KSSARAEARAIAE Gt P T ORAE AN EE U 19 {ELLE 75 SIS th R PRk 1 7] R 088

EFTH?L%X# AR, JEHTTPSkHR e AR A MR, 72 N BOCHF IR i JAT T B I HT TP RSk A8 7R SCAF A7 A2

BRILZ A, AR R B SO 23R [ SO A iR

RO

Put Object A&

AP EAL RS, WLUBIS W E x-kss-storage-class SkRIGEFMERT ., HAUEN:  STANDARD BY STANDARD TA. XF T TR
TR, KS3EFR AR IKIE R .

R

PUT /{ObjectKey} HTTP/I1.1

Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}
x—kss—storage—class: {StorageClass}

N
*E:

e endpoint 5Region®] M7 &
e SignatureValueZs44 58k

g
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SDK7= A A«

PutOb jectRequest request = new PutObjectRequest(bucketName, key, file);
request. setStorageClass(StorageClass. StandardInfrequentAccess) ;
PutObjectResult result = client.putObject(request): // % LEHHYIIEIKs3Client

Post Object _EAE

AP A IAE R B B 1 B x—kss—storage—class RIS EAMERTL. HREN:  STANDARD BY STANDARD TA. XFTTERLIAE
B, KSS&HELARIRIER

Java SDKASZHEFPOSTH R 4304

Initiate Multipart Upload ¥Ii54k4rdt A&

M PR AERIRA 73 B EARI 8IS x—kss-storage—class THRGBCECAFHIAAEIRAL . A RUAH:  STANDARD E{ STANDARD IA.
T IERAIAARERT, KS3ETHAAIKIER .

WRIEVE:

POST /{ObjectKey} ?uploads HTTP/1.1

Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}
x—kss—storage—class: {StorageClass}

N
*E:

e endpoint 5Region®] .7 &
e SignatureValueZs4HVk

SDK R BAR TG

InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest(bucketName, key) ;
request. setStorageClass(StorageClass. StandardInfrequentAccess) ;
InitiateMultipartUploadResult result = client.initiateMultipartUpload (request); // {Ri%C&&HYI151kKs3Client

JE ST 4y YL EAEERAE (Upload Part. Complete. Abort) #ANFHESZ x-kss-storage-class 1Rk,

Put Object Copy Xl

KT RGO, KS3SCRFE B AL . AR T H SO AL, % R H AR A 0 B R ALURAE
Upload Part Copy HE#il4rik

WFEH 4, KSSHATA SR ER TR e A8, H SO N SRS 8 — 3. ST FEHIaH, KS34
ZME x—kss-storage—class T RK3ko WIRIE MRS B I SCHAAEEA—, SW4h. $278 InvalidStorageClasss

T#EEO

Get Object F#E X4

EE FURER SO, AR AR S, WA B Sk A2 B x—kss—storage—class Ski FRAETEAE A T 2B VA5 X N B

GetObjectRequest request = new GetObjectRequest(bucketName, key) ;
GetObjectResult result = client.getObject(request) ;

Ks30bject object = result.getObject();

object. getObjectContent() ;

Head Object BH XHfE R
Java SDKH, W PLESREUCE BEREFAMEIT, REUBIT:

HeadOb jectRequest request = new HeadObjectRequest(bucketName, key);
HeadObjectResult result =client.headObject(request) ;
String storageClass = result.getObjectMetadata().getStorageClass() ;

Xﬁ?*ﬂ?/ﬁﬁﬁ%lﬁ% getStorageClass ]E_IE] null; Xﬂ'ﬂ:ﬁ?{ﬁﬂi%ﬁ\ﬁﬁﬁiﬁ:’ getStorageClass JESIEI STANDARD TA; Xﬁﬂ:Uﬂﬁiﬁﬁ%I
’ﬁ:, getStorageClass JESIE] ARCHIVE o
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Mg

Get Bucket M Zbucket FHIPTH X4
F P 3R AN Bucket FSCAERT, KS34 AR SCHFIR B A7 2 7
SDK 7= ARG

ListObjectsRequest request = new ListObjectsRequest(bucketName) ;

ObjectListing listing = client.listObjects(request) ;

for (Ks30bjectSummary summary : listing.getObjectSummaries()) {
String storageClas = summary.getStorageClass() ;

}

Xt FRRUETERE SO, getStorageClass IR A STANDARD; X FARUEARANAEAE SCAE, getStorageClass #R[A] STANDARD_TA; Xf T VARYFFfi%
I’ﬁ:, getStorageClass JB@ ARCHIVE o

List Multipart Uploads #Hbucket FHIk L4
I E A 2 Tbucket N T A0 EARE KIS, KS34 AN B FALIR [0 HAr i 28,
SDK/RBIARAD «

ListMul tipartUploadsRequest request = new ListMultipartUploadsRequest(bucketName) ;
ListMultipartUploadsResult result = client.listMultipartUploads(request) ;
for (MultiPartUploadInfo uploadInfo : result.getUploads()) {
String storageClass = uploadInfo.getStorageClass() ;
}

ST AR S, getStorageClass IR A STANDARD; Xof FARUEMEATAZ (i SO, getStorageClass R [B] STANDARD 1A; X VRS fif
I’ﬁ:, getStorageClass JESIE] ARCHIVE

List Parts &E&C FERR
FFEFIZEFEA B 1A OV FARIELE, KS323 IR [A Y BT o e FAE ARG,
SDKZR AR AL

ListPartsRequest regest = new ListPartsRequest(bucketName, key, result.getUploadId());
ListPartsResult result = client.listParts(reqest);
String storageClass = result.getStorageClass() ;

Xﬁﬂ:*ﬂ?/ﬁﬁﬁﬁxﬁ:, getStorageClass JX[A] STANDARD; Xﬂ’?*ﬂ?/ﬁ{&%ﬁﬁﬁﬁxﬁ:, getStorageClass iR [ STANDARD TA; Xﬁ?ﬂﬂﬁ?ﬁﬁ%
Iﬁ:, getStorageClass JB[E] ARCHIVE o

Restore Object

i iR
B 1R RT3 R 0b jec tHEATARVRERAT, 401 5 —objec AR ERERATVT 126, ATEAT B

o WURRES: Ul EALBAR A #Bucket, SCIFH BIAF#AIAR0b ject, A TR .

o MRRHRES: -5 KRestorefRIEJG, objec bR AL T MR TP IPIRAS o ARSI IAT ARIR, MRURAE ST 58 AR B 1R 10708

o HENMRUIRZS: FRIRSImAT S IRAESS 5, objectBEAMRVCIRZS, U AT LEEHROb jecto  RUIRASBRIARRS:24
NI, 247N UG I Restore: 0bjec ti2 FNMRCIRAS 2 H SIE 24/, — IR R RRE A AT AT 2 I 71K Re store
0b ject 3% 1Tk B e K TR (AR B2 (8] o

o MRRIRESEHR: MRARIRSEEHRIG, object X IR BIRIURIT FI4 VR .

T U

SF—AMEF AR 0b jec B TRestore BEVE, 2 P2 A S4B EN R 22 HH .

VAR4 S 0b jec t PREFIRVRIR SRR (0] 5 K N TR, 78 b3 18] P9 AS P 28 A5 SO B B el 2%
FRAIRSEE AT, object RN BIVUARAS,  FH-UCHRR IR 1 1 EUCHCHS 2> WO ] 9
iﬁ)ﬂRestore Object%[:]y %B%Fii%*ﬁ%ﬁqo

iy
il
i
=
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° ﬁn%%x‘fﬂﬂi‘%’[()bject%—?ﬁ\i@ﬁ%Restore Objectﬁm,

W3 [ 202.0

o WREZLMIIMH i Restore 0bjectfE [, HARSUmAFA DL e, MU HRRE200, H20R AR SO RN Fn ] iE

K—R, FFEEMHRKNTR.
LN
W RIEE
TN I S R 2R N VA SR AT AR R SR

POST /{ObjectKey}?restore HTTP/1.1
Host: {BucketName}. {endpoint]

Date: {date}

Authorization: {SignatureValue}

N
iR

e endpoint 5Region¥f .7 &
o SignatureValueZ54 81k

HRSH
2 OAMEER S
R L

2 O] LU A o R RSk iR . SRECE 245 2, 1 middide

W Bz
e 8 Sk 8

A% O] U i o A RSk SRECE 215 8, s

7~ il
IR R

POST /restore_test. txt?restore HTTP/1.1

Host: test—arc—12.ks3-cn—shanghai—internal.ksyuncs. com
Date: Fri, 26 Dec 2018 06:34:32 GMT
Authorization:KSS authorization string

M 52 73~ 5]

HTTP/1.1 202 Accepted

Server: KS3

Date: Fri, 26 Dec 2018 06:34:32 GMT
Content—Length: 0

Connection: keep—alive

X-Application—Context: application
x—kss—request—id: ¢b2a95d037794c0293be0a094375c047
x—kss—storage—class: ARCHIVE

FEMRRBRAE R SE G LR, BHIRER A 3 R ol

POST /restore test. txt?restore HTTP/1.1

Host: test—arc—12.ks3—-cn—shanghai-internal.ksyuncs. com
Date: Fri, 26 Dec 2018 06:35:02 GMT
Authorization:KSS authorization string

M) J§2 73~ 4]

HTTP/1.1 409 Conflict
Server: KS3
Date: Fri, 26 Dec 2018 06:35:02 GMT
Content-Type: application/xml
Transfer—-Encoding: chunked
Connection: keep—alive
X-Application—Context: application
x—kss—request—id: 79516a04224b423181f20f3dcbf2f416
<?xml version="1.0" encoding="UTF-8” standalone="yes”?>
<Error>
{Code>RestoreAlreadyInProgress</Code>

- o
FH I NV S 3

Az, S %
s FH M W s 30 o
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{Message>0bject restore is already in progress.<{/Message>

{Resource>/test-arc-12/restore_testl. txt?restore</Resource>

<{Requestld>79516a04224b423181f20f3dcbf2f416</Requestid>
<{/Error>

fBRJa, B = RARSE KR Bl

POST /restore test.txt?restore HTTP/1.1

Host: test—arc—12.ks3—cn—shanghai-internal. ksyuncs. com
Date: Fri, 26 Dec 2018 06:40:02 GMT
Authorization:KSS authorization string

i) B2 73~ 451

HTTP/1.1 200 OK

Server: KS3

Date: Fri, 26 Dec 2018 06:40:02 GMT
Content—Length: 0

Connection: keep—alive

X-Application—Context: application
x—kss—request—-id: 1d147¢34a9d542aa8dc7f0f70d3db893
x—kss—storage—class: ARCHIVE

B IR
B R D HITRIRAS Hiik
OperationNotSupported 400 HFROb ject N2 JHRY RS, AR
NoSuchKey 404 H#HRrOb ject NEFE
RestoreAlreadyInProgres 409 B E I dRestoreObject M, HObject{iabTEEH, TESER AR 5E K
s .

ARCHIVE
B O AR

KSR AEA# (ACHIVE) & & i ZACHIORAE CERGBA I PAED BRSO, e N AR DT ), Bt e A BT S OR S
A EL T BH RN L0 > BRI MR VRING 18] . 3 5 75 LRI RAF O R R . BT 1R B3Rl LR

TAER AR AE A AR AR S, 8T Lod i BA R 75 3K

LRI BR80T, #8521 R xkss—storage—class JARCHIVE

2. QU ADHARIERBucket, T TREFMRL, HIHEIRERNT RSB

3. B A AL, OSBRI, F RN R G B 3 B A ARG A D 2

kRO

Put Object A&

AL SRR, IR TS 2 15 3K Jkx—kss-storage-class, WIHBucket &Y, Object HBINITMIET, W1 Bucket 2IE TR
T, Object HBNNIRESRTY; RIEE0bject Mix-kss-storageClassU LA P #8E AME, BIUNTEE ARYAF == EH, $85E
Object El':]x—kss—storageclassy\jARCHlVEﬁTj‘, U‘\UiZi#?\JUﬂﬁiﬁﬁ%‘%@i”o

bucketZEHY x—kss—storage—classigRL KM

AR AERAL AN AR PR K T
JARAF A ARCHIVE YA RY 2K T
JARSIAF R STANDAND BT

JARY 7258 STANDARD_TA (AT

IR FE A A A% FRE T

FEVARE A7 i S 7 STANDAND bR

FE VAR A7 iS55 STANDARD_TA (R AT

FEEA A7 4852 ARCHIVE P RS KT
UEENERT
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PUT /{ObjectKey} HTTP/1.1

Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}
x—kss—storage-class: {StorageClass}

e endpoint5Regionkf 7% &
e SignatureValueZE4 Bk

Post Object _EAE
AP UTER Sl @i 5 B x—kss—storage-class ORI EAMEIRT . MM APut Object A% S04 —3.

Initiate Multipart Upload ¥Ii54L4rd A&

F PR LTERIGE A B EAL I x—kss-storage—class TR W B XA RTL . AAEN:  STANDARD . STANDARD_TA
< ARCHIVE. HRMFIPut Object AL SCHF—3. XTRIIMFMEITY, KSR IRIER .

R

POST /{ObjectKey} ?uploads HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}
x—kss—storage—class: {StorageClass}

N
HE:

e endpoint 5Region®] 7= &
e SignatureValueZs4 8k

JEEEH T i FAR#EEE (Upload Part. Complete. Abort) HiAFHES x—kss-storage—class 153 ko

Put Object Copy X #l|3XfF

Xj\]“fﬁﬁ'ii#, KS3SCHF B E PR . AR RIS IR A S, R BRI ATR 2, IR E iR, N
AR .

Upload Part Copy HEf#ll4ik

Iy He, KS3H BIA SR B E AR A . H I SUF AR R U S R S R — 3. i TRl KS34
@Eﬂ% x—kss—storage—class i%jﬁ%o ﬁD%ﬁI#ﬁﬁ%%’é?&‘%EE‘JI{ﬁFﬁﬁ%‘%’éiﬂK*ﬁ, ’%ﬂi%ﬂ:o j%% InvalidStorageClasso

fif R

VEf R R

TEEEO

VL VARSSCHE DA SE R, A REIEH T3k,
Get Object F#E X

GetObjectRequest request = new GetObjectRequest(bucketName, key) ;
GetObjectResult result = client.getObject(request) ;

Ks30bject object = result.getObject();

object. getObjectContent() ;

Head Object BH XMt R
Java SDKH, W] PLEIREUCE BREFAMEIT, REUIBIT:

HeadOb jectRequest request = new HeadObjectRequest(bucketName, key);
HeadObjectResult result =client.headObject(request) ;
String storageClass = result.getObjectMetadata().getStorageClass() ;

Xﬁﬂ:*ﬁfﬁﬁfﬁx’f*’ getStorageClass 1’2@ nulls Xﬁ%*ﬂ?{ﬁff&i)ﬁﬁﬁ%lﬁ:, getStorageClass Z@_IEI STANDARD TA; XﬂL:‘FUﬂﬁiﬁﬁ%I
’ﬁ:, getStorageClass JESIE] ARCHIVE o
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Mg

Get Bucket M ZEbucket FHIFTH X144

FA P 3R Bucket '’ SCAERS, KS34 MAEA SCAFIR [ A7 fif 2
SDK7 A A -

ListObjectsRequest request = new ListObjectsRequest(bucketName) ;
ObjectListing listing = client. listObjects(request);

for (Ks30bjectSummary summary : listing.getObjectSummaries()) {
String storageClas = summary.getStorageClass() ;
}

Xt FRRUETERE SO, getStorageClass IR A STANDARD; X FARUEARANAEAE SCAE, getStorageClass #R[A] STANDARD_TA; Xf T VARYFFfi%

I’ﬁ:, getStorageClass iR [A] ARCHIVE.

List Multipart Uploads #Hbucket FHIk L4

M P EEE LiTbucket T A K70 e EALIEKIN, KS3& AR EARIR A7 8L
SDK7= A

ListMultipartUploadsRequest request = new ListMultipartUploadsRequest (bucketName) ;

ListMul tipartUploadsResult result = client.listMultipartUploads(request);

for (MultiPartUploadInfo uploadInfo : result.getUploads()) {
String storageClass = uploadInfo.getStorageClass() ;
}

ST AR S, getStorageClass IR A STANDARD; Xof FARUEMEATAZ (i SO, getStorageClass R [B] STANDARD 1A; X VRS fif

I’ﬁ:, getStorageClass iR [B] ARCHIVE.

List Parts &f&C FERR
FH PR R AN e FAE O 2 FALFIE, KS32xik [B] G R ix v/ B AL A7 g 257
SDKZR AR AL

ListPartsRequest regest = new ListPartsRequest(bucketName, key, result.getUploadId());
ListPartsResult result = client.listParts(reqest);
String storageClass = result.getStorageClass() ;

Xﬁ?ﬁ/@ﬁﬁﬁiﬁ, getStorageClass JBIE] STANDARD; Xﬂ‘ﬂ:*ﬂ?/ﬁfﬁﬁ%ﬁﬁﬁﬁiﬁ:, getStorageClass JBIE] STANDARD TA; Xﬁ?ﬂﬂﬁﬂ?ﬁ%

Iﬁ:, getStorageClass JR[A] ARCHIVE.

Delete Object Tagging
DeleteObjectTagging$% M TMIBRIEEX %R (Object) MIFTHEE (Tagging) 15E.

BURR

AT, WARBucket B T E Z B A Hks3:Del eteObjectTaggingf PR . KSSHEIRIE L 2T

R

DELETE /<O0bjectKey>?tagging

Host: <BucketName>.<Region>.ksyuncs. com
Date: GMT Date

Authorization: SignatureValue

i 5Kk 3k
B O B A FL1 R 3k
i Rz Sk

S P S FEma 3k o

A SRR IR B RS R
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M L 4%
%

R IR A IR

AR [BAE PRI R o

zZNiil
R

DELETE /my-image. jpg ?tagging HTTP 1.1
Host:ks3—-example. ks3-cn—bei jing. ksyun. com
Date: Tue, 09 Apr 2020 03:00:33 GMT
Authorization: authorization string

iR [l 7 45

HTTP/1.1 204 No Content

content - length: 0

server: KS3

x - kss - request - id: 5CACOAD16D0232E205 1Bk
date: Tue, 09 Apr 2020 03:00:33 GMT

R A

BRhg HTTPIR A& 15 A
AccessDenied 403 ANEFks3:DeleteObjectTaggingt R o

Get Object Tagging
Bt GetObjectTaggingt BT % (Object) HIFRZE (Tagging) {5 H.

B PR

fF A ETT, AR Bucket B T A i H A ks3: GetObjectTagging AR « KS3WFAR 1A

R

GET /<ObjectKey>?tagging HTTP 1.1
Host:<BucketName>. <Region>.ksyuncs. com
Date: GMT Date

Authorization: Auth String

im Kk

I A S n Fei ok 2k
i 87 Sk

R A S o LM 7 3

Wi . 76 2R

ZFR Epit iR

Tagging &% WEESE. T1A: TagSet

TagSet e RS, RVid: Tagging F1A: Tag

Tag e B ES., X A: TagSet T A: Key. Value
Key FAF R W&, Y E: Tag ¥ A: T

Value PR W E. RIA: Tag FHA: T

R IR R

RS SR INAESH
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AR BTSSR o

7~

o IR
GET /my-image. jpg ?tagging HTTP 1.1
Host:ks3—-example.ks3-cn-bei jing. ksyun. com

Date: Fri, 19 Jan 2020 11:40:22 GMT
Authorization: authorization string

o JR[ARA]

HTTP/1.1 200 OK
Date: Fri, 19 Jan 2020 11:40:22 GMT
Content-Type: application/xml
Connection: keep—alive
x—kss—request—id: f87dgt80hfsobs784dibbnoblkaghf4n
Server: KS3
<Tagging>
{TagSet>
{Tag>
<{Key>age</Key>
<{Value>18</Value>
{/Tag>
{Tag>
<{Key>name</Key>
<Value>xiaoming</Value>
<{/Tag>
<{/TagSet>
{/Tagging>

R Y

BRhg HTTPIR A& 15 ik
AccessDenied 403 ANEAks3:GetObjectTagging# R .

Put Object Tagging
PutObjectTagging®¥% N T BB H X % (Object) HIFRZE (Tagging) 55
S I
X RERBEAL ] —HAEXT (Key-Value) Frickf 4. AHPutObjectTaggingd HIINy, U1 TSI
o HAObjectfi % Al B EI0MR%E, KeyANn[EHE,
Key fir 4 30 «
o MIKNEFERE, My, BAKGE ¢ - =L 1/
o 1-128%71, XA KNE, RRELLFHIF LB R, AEFAT
o NEVFRERGMAFEL ksc: Hkss: Ik
value Bt BN .
o MRINETHRE My, BRS¢ - =L 1/
o 1-266°F7, XA KR/ANE, ARELLZSHIT Kalkigs 2
o HIHRZAE B AL HEHObjectfilast  ModifiedH ],
HIIHTTP header (¥ 7 R ik BAr% HARS A SR IR, 187 Z X5 1Key FVa l ueff{URLEHD .

A RIFEMT L, H5 AR,
BUFR

g
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A, AAAUEBucke t AT # 8L ks3: PutObjectTagging AU PR o KS3KEARYE (72 5 445 S AL BRAR [FIAH N AZ & -
R

PUT /<ObjectKey>?tagging HTTP 1.1
Host:<BucketName>.<Region>.ksyuncs. com

Date:

GMT Date

Authorization: Auth String
{Tagging>
{TagSet>

{Tag>
<{Key>string</Key>
{Value>string</Value>
{/Tag>

{/TagSet>
{/Tagging>

WK IR

iR

PREERE . KA 1281, SCROA/NSIOCT R, v 8. IS, s, Thizk

PR KREABEIL2567Y, SCRFARNGHRICTR 7 B, 5. 5. TRIL

B g1 & Wik
. e . FREES
Tagging i = FA5 5 TagSet
FREES
TagSet A & LA Tagging
FHi: Tag
FREES
Tag pata = LA TagSet
TS Key. Value
rag=| ﬂi =} =1 1= IE/§¥2%
it = N SEFTN RV B9 FrEk o
Key %Zﬁfii rE ﬁiﬁﬁﬁi: Tag
T L
=] = == 4;2 .
Value $?€$ _A VEE A B5. BRI

LK. Tag
FiisE: L

7w Bl

R

BEX A4 2 (] Bucke tName H (1% R Ob jec tKey, HITPUTIER B E (name: 1} M {age: 2} PIMREE. FR&E1E MTh 5 IR 71200

(0K) -

PUT /my-image. jpg ?tagging HTTP 1.1
Host:ks3—-example. ks3-cn—bei jing. ksyun. com
Date: Fri, 26 Dec 2020 06:34:32 GMT
Authorization: authorization string
{Tagging>
{TagSet>
{Tag>
<{Key>name</Key>
<{Value>1</Value>
<{/Tag>
{Tag>
{Key>age</Key>
<{Value>2</Value>
<{/Tag>
{/TagSet>
{/Tagging>

iR [E] 7 45

HTTP/1.1 200 OK
Date: Fri, 26 Dec 2020 06:34:32 GMT

x—kss—request—-id: dbeadcedec23415b9e454ecfa2bexkkk

Content—Length: 0
Server: KS3

R A

g
E
NI
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iR HTTPAR S iR
MalformedXML 400 Bad Request XML A ETE, IR Restful APT SCRYfFHHELST

Tag W9 key Ml value TZ | IREFF1FHksc: Gkss:
BT =N R AR ERSREN LRE, HiRZ R0 RS
. . Keymr ZHEL
InvalidTaggingFormat 400 Bad Request Key K AN i 2 1128775
Value ] K/EA K2 1-256F 7
KeyEkValue A L B4 =
SignatureDoesNotMatch 403 Forbidden #R{ELMIZEAATFEIN, IR [EZEE RN

AccessDenied 403 Forbidden ¥ 1%0DbjectfJPutObjectTagging#¥ fR

NoSuchKey 404 Not Found WX GALELE, WITCIERINN FFRZE, HIR EZE 1R
JAN

s A%

B Ok

HICHEORIY, ATRLE R B A . ERSCAFEATUIE] LA RIS 45 . bk bAR ) =25

1. Initiate Multipart Upload #Jiftbor3 B4
2. Upload Part AL Cffbk
3. Complete Multipart Upload ez FA4&

AR, AR LME HAbort Mul tipart UploadBiH A%, S List Parts®H FAEH. B List Mul tipart Uploads®&
F 4T Mbucket N £ Muploadid.

FER: KSR SCRF10000 S04

O

Initiate Mul tipart Upload HJUfth s ik FAE
Upload Part AL f4dk

Complete Multipart Upload ZENrH: FAL

Abort Mul tipart Upload HXJH4rdk

e List Parts #v&C IAEHHR

e List Multipart Uploads #XFHbucket B FAE
e Upload Part Copy # UL A

[Upload Part Copy ¥ DI N#t]: https://docs. ksvun. com/documents/947

GET Bucket CORS

B

REFH T Bucket (Z308]) ) cors  (EEIRBEIRILE) [FR.

A, 8 EIA AT Ks3:etBucke tCORSERIE AR « 25 (A1 # BRI LA BERUPR, I FL AT A2 T b AAH AL PR o
Wk

7S

GET /?cors HTTP/1.1

Host: {BucketName}. {endpoint}
Date: {date}

Authorization: {SignatureValue}

=z
/35 IS

e endpoint5Regionkt v 7% &
e SignatureValueZE4 H ik

I RAE I RS HL
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5 3Rk
1 OAUE FHE RS SRIE2E R, 1 a8 IR
WRAE

ZEORNMEIERAE.

Wi Bz

] J97 Sk 358

1 NS A RSk, SRIE 258, 155

LA R
EN ik WA

F CORSRules JLERMIA#, JuE PR N100.
CORSConfi ZE#HY: Container

H
guration T : CORSRules =
QA K
BSTR MG E, B2 T LIRCE 1005 N .
CORSRul e ZEA . Container B
T AllowedOrigin, AllowedMethod, MaxAgeSeconds, ExposeHeader, ID.
L7 B CORSConfiguration
A Loweqie TIPSRV AEIGTI unte Jrik, H5—% conshule MAUE LA —AIRHHLR—F Tk,
thod 2R Enum (GET, PUT, HEAD, POST, DELETE) &
27 5: CORSRule
P v I s R U YR b, 2 & — AN+ TlAEL R . B—2% CORSRule WAZNE L ZE/D—
Mm%wrﬁﬁﬂmﬁ*ﬁﬁ&o%m:mmm%mmmMmo%% PRAT LAE 77 SRR AR B

igin A String

i & CORSRule

TE%E@@OPTIONEP@ﬁ Access—Control-Request-Headers ﬂ}i[ﬁi‘ﬁ;‘kﬁllmffu\ﬁﬂﬂﬁ’] 1‘3: /\E Access—Co
AllowedHe ntrol-Request-Headers P8 5E FSk I M AIE 5 K IEBIKS3TE R P SLEB IR FF— 2, wEHH—1"x" =
ader A String =

A2 5: CORSRule

faEAE KS3 EFX4eE TR TS OPTIONS T RAEHMARNf5, AR LEAF % RIS 7], —~ CORSR
MaxAgeSec ule %%%*4\ MaxAgeSeconds ﬁ%

7
onds A . Integer (seconds) H
A2 5: CORSRule
RAET R N AR (Blhn, M JavaScript XMLHttpRequest ﬁ[ﬁfﬁ) lﬁﬁflﬁllﬂﬁgu@m1‘/ﬁ%o
ExposeHea KA. String s
der

A2H &: CORSRul e

Rk 5%
EEARESEAEL TSN TR
ZN]

R

GET /?cors HTTP/1.1

Host: ks3—example.ks3—cn—bei jing. ksyun. com
Date: Wed, 24 Dec 2014 03:08:04 GMT
Authorization: authorization string

Mg 3 73~ )

HTTP/1.1 200 OK

Date: Wed, 24 Dec 2014 03:08:04 GMT

Server: KS3

Content-Type: application/xml

x—kss—request—-id: d72a2c2be3ec42aebf5b8c395b6ch8e7

<ns2:CORSConfiguration>
<CORSRule>
{AllowedOrigin>http://www. example.com</AllowedOrigin>
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<{AllowedMethod>GET</AllowedMethod>
<{MaxAgeSeconds>3000</MaxAgeSeconds>
<{Exposeleader>x—kss—server—-side—encryption{/ExposeHeader>
<{/CORSRule>
<{/ns2:CORSConfiguration>

PUT Bucket CORS

ik
W FHZHEz LR 4E 58 IBucke t B B BS 3 BRI L ZEcors BN . 4 SR PC B A7 7E, IBAKSIK o EikE.

ERALE D, 7 EHAE AT Ks3 PutBucke tCORSERAE AR » 2= (B #H & BRI BB LA, 7 H AT LAIR - fth AAHRARR o
3

F P i@t ve B AL B, o] DASEIEE i 25 (A) e RSk E AN VRIS SR . B, ARIVFARZL I — AN hetp://www. example. con BA
XMLHttpRequest )75 B RAIRLEKS3 I FEANZ2[A] my. example. bucket. com, FJ LA B ERAESZIR .

BRI A BOIC BN VRS O K, EATLAEIE —> CORS ACE, BD—AN XML SCY, @& —sefi], eA16808 &
FEVFUT I AFA BUR S BRSO ERAE (HTTP 733, AR HAtRRERAERIE B . BT IR E AR INERZ 100 0. F
XML SCHSFEN cors T RITASINBIAAAEBL, ST R/NIRIAE64KB .

Blhn, PANEXAEE BN cors BB BLE M MEE N CORSRule JEER AN

o HN—UrkH https://www. example. com VRIS, pUT. POST A1 DELETE 53K . iZH0 M)At Access—Control-Request—
Headers FRk SUVFTURL OPTIONS 53R EIFTA IRk VEXMET TR OPTIONS 1 KAIMN, KS3 R ik [al35 K T bR

k.
o FUN = Vit —E et J7eUiESRESIE PR SL E. “x” TEACAT AT AR A YA
<CORSConfiguration>
<CORSRule>

{AllowedOrigin>http://www. example.com</AllowedOrigin>
<{AllowedMethod>PUT</AllowedMethod>
<{AllowedMethod>POST</AllowedMethod>
<{AllowedMethod>DELETE</AllowedMethod>
<{AllowedHeader>*</AllowedHeader>

<{/CORSRule>

<CORSRule>
{AllowedOrigin>*</AllowedOrigin>
<{AllowedMethod>GET</AllowedMethod>

<{/CORSRule>

</CORSConfiguration>

F P AT LA R At AT S HOR A AT cors BEE. B0, BESVFIR htto://www. example. con ] puT Al PoST K%
P B IRIL A R

<CORSConfiguration>
{CORSRule>
{AllowedOrigin>http://www. example.com</AllowedOrigin>
<{AllowedMethod>PUT</AllowedMethod>
<{AllowedMethod>POST</AllowedMethod>
<{AllowedHeader>*</AllowedHeader>
{MaxAgeSeconds>3000</MaxAgeSeconds>
{ExposeHeader>x-kss—server—-side—encryption{/ExposeHeader>
<{/CORSRule>
<{/CORSConfiguration>

FHMEE S, corsRulefd & LA R A IS H.

o MaxAgeSeconds—47 ELE KS3 A1t 45 e VIR TURE OPTIONS 1 RAE M N J5, 30 B 2 £ A7 1% 0 DL s TR) . CDARD A B4
(FEATRBIT, Dy 3 000 #) o MEIEZAFmIN, (27 5 E S FRIGTERIE, WSSO MKS3 AIATIRE K.

® ExposeHeader - 1E%'Jﬂftﬁ§):'i)\ﬁjﬂﬁ%}? (Wﬂﬂu, }J\ JavaScript XMLHttpRequest ﬁﬁ&fl}) ﬁﬁfﬁfl"ﬂﬁ/‘]ﬂ[ﬁj@*ﬁ% (EZ,K
%WEF‘, ?‘\j x*kSS*server*side*encryption) o

KSR B L — 2 8] (IR K, B 2R € B B I AR BEAT ULHC, O 1 RERS IE R ULHES, A7 S22 i LU AL
BAA I L LU T 2R A

o ERIFLENIIICE AllowedOrigin FLE o

o TE—ANFilkE OPTIONS i&ERHiERJ77% (Wl PUT, GET, HEADZE) BN Access—Control-Request-Method header WAZJi 2
AllowedMethod EEEEPH/‘JQ/\O

o E—ATifE OPTIONS &3R4 —/N7E Access—Control-Request-Headers F8BAMISLERANICHEL AllowedHeader FCLHE o
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oK
iE

PUT /?cors HTTP/1.1

Host: {BucketName}. {endpoint}
Content-Length: {length}

Date: {date}

Authorization: {SignatureValue}
Content-MD5: {MD5}

<CORSConfiguration>
<CORSRule>
<{AllowedOrigin>{0Origin you want to allow cross—domain requests from}</AllowedOrigin>
{AllowedOrigin>...</AllowedOrigin>

<{AllowedMethod> {HTTP method}</AllowedMethod>
<{AllowedMethod>...</AllowedMethod>

{MaxAgeSeconds>{Time in seconds your browser to cache the pre-flight OPTIONS response for a resource}</MaxAgeSeconds>
<{AllowedHeader> {Headers that you want the browser to be allowed to send}</AllowedHeader>
<{AllowedHeader>...</AllowedHeader>

{Exposeleader> {Headers in the response that you want accessible from client application}</ExposeHeader>
<{ExposeHeader>...</ExposeHeader>

<{/CORSRule>
<CORSRule>

<{/CORSRule>
<{/CORSConfiguration>
ey

e endpoint 5Region®] 7= &
e SignatureValueZE4 Bk

HRSH

I RAME RS

R L

AR DU H A SR B SRBCE 25, 3 sl 28 M SR

HRNE

£0% CORSRules JLEMIAH, Jo#E LR100.
CORSConfi ZXM: Container o
guration F7H A : CORSRules =
/\—f—l‘lj_:l‘ 36
VS IENES, BZ LA E 100580
2AY: Container

|=]
CORSRule T AllowedOrigin, AllowedMethod, MaxAgeSeconds, ExposeHeader, ID. =
A5 . CORSConfiguration
A 1owedle P R BT REAT R nTTe J798, 452 CORSRule WAZHSE X Z /> —ANYEHLHEFI—Fh 77
thod 2% Enum (GET, PUT, HEAD, POST, DELETE) =R

A5 AL: CORSRule

F P RS IR S U ) ik, 2 & — AN+ BT . & —%% CORSRule WZIE X & /D—
AllowedOr N5 HEHEFT— $¢7iﬁgo BIU0: nttp://*. example.como A, @\ATElfﬁfﬁ” "R IR -
igin HA: String =

A5 #5: CORSRul e

F8 I AE RS OPTIONS 3@ 1 Access-Control-Request-Headers MPESSLERZn] DMEF AR . B —E Access—Co
AllowedHe ntrol-Request-Headers HPFE 2 ISk AZNEL S RIXBIKSITE K SLHRFF—, HEHEH—A"%" 5
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PUT /?cors HTTP/1.1

Content-MD5: /Q08JEkpekFaAuWNWEKS7Fg==
Date: Thu, 15 Jun 2017 02:32:02 GMT
Authorization: authorization string
Content—Length: 652

Host: ks3—-example. ks3-cn—bei jing. ksyun. com

{CORSConfiguration xmlns="http://s3.amazonaws. com/doc/2006-03-01/">
<CORSRule>
<{AllowedMethod>GET</AllowedMethod>
{AllowedOrigin>http://baidu. com</AllowedOrigin>
{AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<{AllowedMethod>POST</AllowedMethod>
{AllowedOrigin>http://*ks3. ksyun. com</AllowedOrigin>
{AllowedOrigin>https://*ks3. console. ksyun. com</AllowedOrigin>
{AllowedOrigin>https://*ks3. ksyun. com</AllowedOrigin>
<{AllowedOrigin>https://www. example. com</AllowedOrigin>
{AllowedOrigin>http://*ks3.console. ksyun. com{/AllowedOrigin>
<{AllowedHeader>*</AllowedHeader>
<{/CORSRule>
<{/CORSConfiguration>
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HTTP/1.1 200 OK

Server: KS3

Date: Thu, 15 Jun 2017 02:32:56 GMT
Content—Length: 0

X-Application—Context: application
x—kss—request—id: 94def5b819f74135aldf54e6cf422f64

DELETE Bucket CORS
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DELETE /?cors HTTP/1.1 Host: {BucketName}. {endpoint} Date: {date} Authorization: {SignatureValue}
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DELETE /?cors HTTP/1.1

Host: ks3—example. ks3-cn—bei jing. ksyun. com
Date: Wed, 24 Dec 2014 03:12:40 GMT
Authorization: Authorization String
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HTTP/1.1 204 No Content

Date: Wed, 24 Dec 2014 03:12:40 GMT

Server: KS3

Content-Length: 0

x—kss—request—id: 73ab0b1275954392bfa62eaf062601af

OPTIONS Object
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OPTIONS /{ObjectName} HTTP/1.1

Host: {BucketName}. {endpoint}

Origin: {Origin}

Access—Control-Request-Method: {HTTPMethod}
Access—Control-Request-Headers: {RequestHeader}
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OPTIONS /my-image. jpg HTTP/1.1

Host: ks3—example. ks3—cn—bei jing. ksyun. com
Origin: http://www.example.com
Access—Control-Request-Method: PUT

i) B2 73~ 451

HTTP/1.1 200 OK

Date: Wed, 21 Aug 2012 23:09:55 GMT

Etag: “1flalaf1f1111111111111cllaedldal”
Access—Control-Allow-Origin: http://www.example.com
Access—Control-Allow-Methods: PUT
Access—Control-Expose-Headers: x—kss—request—-id
Content—Length: 0

Server: KS3
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