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Kubernetesit#

1.1 EBE

N ZERIBAR LSRR, BEEAE = ORI Z & P g, =BT DRSS .

N, RB/EARETE. REAMHARE. 83, B EEIMEBNNREE SR, kil itlkiggh. #4540
BB = ML, mWiEREENLGSS, BORBEZ M RE S EEAARER, ALl B ZEkubernetes
L miEE 41 mkubernetestERENG, BHATHEITR LT ENE.

1.2 TBRE

s -
BEkubemetes B | @ ey
M -

Ingress DNS = Ingress
Service Senice
£z P it f=iils |
L +  Configmap/Secret oS &
Deployment Deployment lll
; =

HISBRt/oal

TX- *W XX
MySQL i He @ @

DataFile t L, O e
kS

IfFrik

Image | ]
RO

FEITREHT, e Bl Lo, WRR A & eVPNIES, FARATMIF L 2t T, WEg Rk, A E A 43 A H A i A
SO E TR . AR AT

1. &l =aEkubernetes®ERE, FHHTEMRIFEAE .
2. FAEITF: BIEFEATEBEEESIE. UG ARG
o MFHHEELHIEILR, SRR LAHIRS (DTS , @EDISHLH e, WMERPD.
o MWTMHAEMITR, £1LSIRMKS3Up-tool A, WSZIIPBE SCAHERT R E 4L =X 84746 (KS3) |, KS3Up-
tool K41 =KS3. FIE 0SS, BIZ=C0S. HES. B4=R/ AWS S3 W B NI,
o XMTHEEMEGTE, WRMEAKLHarbor, Harborf2fl TIERRE S, "TLSLBLHShER D& L= HFREGE CE;
Wi BB AR AR N, AT LUB I pul 1/pushi#E(TiEFS
3. MAKREIT®E, ZHoEHETEETvelero LR, Sl miBdHFHvel ero TEMAT ZIRIF R, AT SclyRumEERERC
BIFFITH E4 1l mkubernetes® R, K TVeleroITEAAN48: https://velero. io/.
4. R JEHEAT R EIAIR, SAEA ORGSR A S Bhig T IEH .
5. KEVIE, ERMLGREZRSUIHE S L= RIS ER,
6. WEEFHIEBITRREE, WED FRIEmER, TREH”.

2.1 N KB IR TT # A
AAERRSERA N TR ERIOHE T, — BB RMVeleroflRestic TSI, % TREM U FHt:

o EREFRAET, WMEERED.

o NIRFEERE SIS, MUE A,

o JFi. M. EF=MEI 2 H, @i S SLEEERER .
o HMiBKubernetesEREEA R S I AR

Velerosg — Mt Kubernetes £EBFMFFALRIEMD TR UL KEREEX TR LR . & =IFR TE Vel ero i fdifH LA
JVelerofEfiliRestic T %, W ULSLIIRBRIRSS IS0 iTFe. AL FEANBVel erodE fliRestic 7 LM Kubernetes T .
Velero X FrfEiRestic THR KM AL FAEMER:, Restichy T Mg 2 4, B EFTE LRI F 6%, thin

NFS, Emptydir. Local PA N HAA ST FRR BT A58 . Y iTRestic AL iHostPathS 74, T HrLocal 2R HIPVAE
4 .

2.2 fEHZH

o TEMUERAEHN, ZilKubernetes[FiRA TiER kK Vel ero WAL RIS AT .

o HEFEHERR %M vel eroflkube—systemfiy £ 25 (0] FHIHEYER, K Nkube-system FHE RGN T ERAD; velerofir 4 2]
TREEHER velero RS, WATESMN.

e VelerofJResticHE 7 EKubernetes [MountPropagationZjfit], ZIfEEKubernetes v1. 10. OFI 5 =i A 2R\ B H .
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o ) ML fE Vel erofiRestic i, HMTARMZ) R, Johm A FEERBIIEZ AR, BIAE S L Zkubernetes
ERWEN, FELOIE MR, StorageClass K MO i 217 it Tl Bt 22 57 1B

2.3 THLRE
2.3.1 HIEhEHR

5% LN S IRTE H H#kubernetes B I 47111 mkubernetesEREH # Fvelero.
2.3.1.1 FH%ZHEvelero® /i

wget https://ks3-cn-bei jing. ksyun.com/velero/velero-vl.2.0-1inux-amd64. tar. gz
il I -

tar —zxvf velero-vl.2.0-1linux—amd64. tar. gz

4 velero —HEHISCAF#2 BIPATHI B AR &5 I H 3% F

cp velero /bin

B2 15 2 R -

velero —h

2.3.1.2. GIEXN R fEbucket

w1l =KS3 B2 bucket .

2.3.1.3. 3KHak/sk

FHlak/sk, ak/ski)FEH KR SEINT 4 L 20 GAEME . BAEfil . UEGE TR ER AR .
2.3.1.4. EEEHconfigFa

EAMERT T Mg e, WREAMPAT BiriiveleroZedt, MTECE . BHARS Weonfig AT LLEITEFHER >
EBERT > EREARGBE > FIEHconfigikis.

B veleroZRih £ SHOME/. kube H 3 FEFR A4 N config HISCAE, WS Hbrimzeds, MEEFRE configlfik
2. i in—kubeconfig , Bl NconfigHIi&is.

2.3.1.5. “iveleroflR%

Bl)%Ecredential s—velero X4 1% B ak/skil .

vim /data/credentials-velero
[default]

ksyun_access _key_id = <{your access key>
ksyun access key secret = <{your secret key>

velero k%% 2k

velero install ——provider ksyun \
——image hub.kce.ksyun. com/ksyun/velero:vl.3.0-beta.2 \
—-plugins hub. kce. ksyun. com/ksyun/velero—plugin-ksyun:v1l.2.0 \
——kubeconfig <KUBECONFIG> \
——bucket <YOUR_BUCKET> \
——backup—location—config region=<YOUR REGION>, resticRepoPrefix=<resticRepoPrefix> \
——secret-file ./credentials-velero \
——use-volume-snapshots=false \
—-use-restic

IBAT LR, TE: B I Abbucket AFE

velero install —-provider ksyun \

-—image hub. kce.ksyun. com/ksyun/velero:vl.3.0-beta.2 \

——plugins hub. kce. ksyun. com/ksyun/velero—plugin-ksyun:v1.2.0 \

——kubeconfig /data/soukubeconfig \

——bucket test-b \

——backup—location-config region=cn-beijing—6, resticRepoPrefix=ks3:ks3-cn-beijing. ksyun.com/test-a \
——secret-file /data/credentials—velero \

——use—volume—snapshots=false \
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-—use—restic

2.3.1.6. iF

BT

kubectl logs deployment/velero —n velero

BEREGASE. W iTkubect]l get pod —n velero —o wide®iFHnamespace Aveleroffjpods HALE s running IFH . 24
restic—xxx podiE ~CrashLoopBackOff, FHIEEKHFHIEEEMEER:

kubectl get daemonset —n velero

kubectl edit ds restic —-n velero

™ volumes FHJ kubelet HFBCEM /var/lib/kubelet/pods % /data/kubelet/pods, F-REpodidfT &7 IEH .«

2.3.2. H#kubernetes®EH KM

2.3.2.1. ¥ & annotate

@ﬁﬁrestm%b}ﬁ T EHE E R EA MG Epod. veleroilidpodf] annotation RidyE T EAMAEE pod. T
TEAMAAEE N pod, BATFEHATU N r LB E annotate,

kubectl -n YOUR POD NAMESPACE annotate pod/YOUR POD NAME backup.velero.io/backup—volumes=YOUR VOLUME NAME 1, YOUR VOLUME NAME 2

3 e

ZNE
kubectl get pod —o yaml

A volumesH) & F.
kubectl -n default annotate pod/nginx—-7bb7cd8db5-c9fjf backup.velero.io/backup—volumes=defaul t-token-bs7q8

¥: —n¥gEnamespace, backup—volumes=volumesH [fname.
2.3.2.2. fil#backup

velero backup create NAME OPTIONS...
ZN/E

velero backup create nginxbk20200313 ——wait

2.3.3. &ilizkubernetes®EFKE

2.3.3.1. #Brestic helper

WE GRS, &JR8)—A restic helper HEFRFIEHEFIRE, LB confignap R H € XL EIZARIMNEE, W
B B 0 75 EET}HTV’ET%VEZHU%*B%!IDT ConfigMap.

apiVersion: vl
kind: ConfigMap
metadata:
# any name can be used; Velero uses the labels (below)
# to identify it rather than the name
name: restic-restore—action—config
# must be in the velero namespace
namespace: velero
# the below labels should be used verbatim in your
# ConfigMap.
labels:
# this value-less label identifies the ConfigMap as
# config for a plugin (i.e. the built-in restic restore
# item action plugin)
velero.io/plugin-config:
# this label identifies the name and kind of plugin
# that this ConfigMap is for
velero.io/restic: RestoreltemAction
data:
# The value for “image” can either include a tag or not;
# if the tag is *not* included, the tag from the main Velero

s
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# image will automatically be used.

image:

# “cpuRequest”
# If not set,

hub. kce. ksyun. com/ksyun/velero-restic-restore-helper:v1.2.0

sets the request.cpu value on the restic init containers during restore.
it will default to “100m”. A value of “0” is treated as unbounded.

cpuRequest: 200m

# “memRequest”
# If not set,
128Mi

memRequest:

# “cpuLimit”

# If not set,

sets the request.memory value on the restic init containers during restore
it will default to “128Mi”. A value of "0” is treated as unbounded.

sets the request.cpu value on the restic init containers during restore

it will default to “100m”. A value of “0” is treated as unbounded.

cpuLimit: 200m

# “memLimit”

# If not set,
128Mi

memLimit:
2.3.3.2. @@
velero restore

ZNiE

velero restore
velero restore

basE

a. NNfHiEcreatess,

sets the request.memory value on the restic init containers during restore.
it will default to “128Mi”. A value of "0” is treated as unbounded.

restore

create ——from—backup BACKUP NAME OPTIONS...

create restore—20200313 ——from—backup bk20200313 ——wait
get restore-20200313

ARG~ BHER, FUGLRE OGS, FE T EEERENSR. b AKIERRZE S

M ATEERE, RS RES IR R, JHFE A B hrin CEAAE, 1l 28,
2.3.3.3. LiF

kubectl get pod —n default -o wide

KIMOEWE 2 w] DL 7 lpod N HEATEE . % tkubernetes ™ H & fic BT %€ %

—

ST,

2.3.4. EEMBRvelerolRS (U0 MR E B 22N FEH)

kubectl delete namespace/velero clusterrolebinding/velero

kubectl delete crds -1 component=velero

Ingress tkubernetes R FEANN G B BIE LTRSS NS,
FEWNARTFI Service, LASZIIHTTPIZ k45 pr ML .

i IngressHl B 21

N T ffiIngressiEH TAE, RN LAIEE Ingress Controller, PASEHUN/GHTA Hserviceffit— Mg —HI N,
1d HTraef ik{E NEEREN A Ingress Controller, traefik#EKIYAMLIN T :

kind: ClusterRole
apiVersion: rbac.authorization. k8s.io/vlbetal

Traefik—-ingressif

fanr DU il B AN, SEEURE] URL W RLVS A) 242

XK

metadata:
name: traefik—ingress—controller
rules:
- apiGroups:
ey
resources:
- services
- endpoints
— secrets
verbs:
- get
- list
- watch
- apiGroups:
— extensions
resources:
— ingresses
verbs:
- get
- list
- watch
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kind: ClusterRoleBinding
apiVersion: rbac.authorization. k8s.io/vlbetal

metadata:

name: traefik—ingress—controller

roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: traefik—ingress—controller

sub jects:

- kind: ServiceAccount
name: traefik—ingress—controller
namespace: kube—system

apiVersion: vl
kind: ServiceAccount

metadata:

name: traefik—ingress—controller

namespace: kube—system

kind: DaemonSet
apiVersion: apps/vl

metadata:

name: traefik—ingress—controller
namespace: kube—system

labels:
k8s—app: traefik—-ingress—1b
spec:
selector:
matchLabels:
k8s—app: traefik—ingress—1b
name: traefik-ingress—1b
template:
metadata:
labels:
k8s—app: traefik—ingress—1b
name: traefik—ingress—1b
spec:
nodeSelector:
kubernetes.io/role: “node”
tolerations:

— operator: Exists

serviceAccountName: traefik-ingress—controller

terminationGracePeriodSeconds: 60
containers:

- image: hub.kce.ksyun. com/ksyun/traefik:v1.6.5-mp

name: traefik—ingress—1b
securityContext:

capabilities:
drop:
- ALL
add:
- NET_BIND SERVICE

args:

——api
——kubernetes
——loglevel=INFO

——entryPoints=Name :https Address::443 TLS

——entryPoints=Name:http Address::80
——defaul tentrypoints=https, http

kind: Service
apiVersion: vl

metadata:

name: traefik—ingress—service
namespace: kube—system

spec:

selector:
k8s—app: traefik—ingress—1b
type: LoadBalancer

ports:

- protocol: TCP
port: 80
name: web

- protocol: TCP
port: 443
name: tls

- protocol: TCP
port: 8080

name: admin

ez
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N T iktraef ikIRGHELEFESATIE, FATIX E¥traefik—ingress—control ler®f M [fIService i 25 B B N

LoadBalancer,

& treaf ikIHBE G L

[root@vm10-0-33-13 ~]# kubectl get ds —n kube-system grep traefik

traefik—-ingress—controller 2 2 2 2 2 kubernetes. io/role=node 3ml6s
EEX L Fservice:

[root@vm10-0-33-13 ~J# kubectl get svc —n kube-system | grep traefik
traefik—ingress—service LoadBalancer  10.254.67.8 120.92.123.155  80:32676/TCP, 443:31720/TCP, 8080:31840/TCP ~ 105m

XH, traefik-ingress—controllerfR& @it &= AFIIHREZ AN, NXEERERMES) T80, 8080F1443 ="
A, S0A1443%F MR S53 0, 8080 XFMAY UL ¥, A al LLETLBAIIP: 80807 ) traef ik UL 5 .

1 3 3 X S A
AR BN R A, FF

hello-world. yaml {1 s

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: hello-world
spec:
replicas: 1
template:
metadata:
labels:
app: hello-world
spec:
containers:
- name: hello—world
image: hub.kce.ksyun.com/kingsoft/hello-world:latest
apiVersion: vl
kind: Service
metadata:
labels:
app: hello-world
name: hello-world-sve
spec:
ports:
- port: 80
protocol: TCP
targetPort: 80
selector:
app: hello-world
type: ClusterIP

hello-k8s. yaml1 {1 | :

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: hello—k8s
spec:
replicas: 1
template:
metadata:
labels:
app: hello—k8s
spec:
containers:
- name: hello—k8s
image: hub.kce.ksyun. com/kingsoft/hello-k8s:latest
apiVersion: vl
kind: Service
metadata:
labels:
app: hello—k8s
name: hello—-k8s-sve
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
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selector:
app: hello—k8s
type: ClusterIP

Bt N fdepl oy flservice:

[root@vm10-0-33-13 hello]# kubectl create —f hello-k8s.yaml
deployment. extensions/hello-k8s created
service/hello—k8s-svc created

[root@vm10-0-33-13 hello]# kubectl create —f hello-world.yaml
deployment. extensions/hello-world created

service/hello-world-svc created

[root@vm10-0-33-13 hello]# kubectl get deploy

NAME DESIRED  CURRENT  UP-TO-DATE  AVAILABLE  AGE

hello—k8s 1 1 1 1 5m2s

hello-world 1 1 1 1 4mb0s
[root@vm10-0-33-13 hello]# kubectl get svc

NAME TYPE CLUSTER-TP EXTERNAL-IP PORT (S) AGE
hello—k8s—svc ClusterIP 10.254.131.29 <{none> 8080/TCP 5m31s
hello—world-svc ClusterIP 10.254.244.96 <none> 80/TCP 5m19s
kubernetes ClusterIP 10.254.0.1 <{none> 443/TCP 52d

Ingressht B KB

N T S RIG NI KN, ingress RIS T LMZ I 2 M3 K07 sGHATICE,  F IO UM H WL ingres s & SR Tl ./ 41
F—4F, AEMURLKEERERIAFERS L

XA B H T — A Wi A A B A S AN [ IR 55 1 37 5

AL U i G

o X| http://mv.k8s. traefik/hello-k8s HITF ¥4t % HH 2| J5 ¥ 44 4 hel 1o-k8s—sve” HiService.
° Xﬁ‘ http://my.k8s. traefik/hello—world E"]ﬁjﬁ’l@%ﬂiﬁ%ﬂﬂ?”}ﬁﬁﬁmﬁgy\]”hel10*W01”1d*SVC” E@Serviceo

ingress. yaml W1 | :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: my-k8s—traefik
annotations:
kubernetes. io/ingress.class: traefik
traefik. frontend. rule. type: PathPrefixStrip
spec:
rules:
- host: my.k8s. traefik
http:
paths:
- path: /hello-world
backend:
serviceName: hello—world-svc
servicePort: 80
- path: /hello—k8s
backend:
serviceName: hello—k8s—svc
servicePort: 8080

1) ingress Mg

[root@vm10-0-33-13 hello]# kubectl create —f ingres.yaml
ingress. extensions/my-k8s—traefik created

[root@vm10-0-33-13 hello]# kubectl get ingress

NAME HOSTS ADDRESS ~ PORTS  AGE
my-k8s—traefik  my.k8s. traefik 80 73s

ik

o XHEATE AHILmy. k8s. traef ikfFAT B 71 &5 I H (K 1P,
o XHANTRIE A RIER, FEIEW rule N PathPrefixStrip, BLE AN traefik.frontend.rule. type:
PathPrefixStripo

FE) A5 7 R 98 E 40 -

= 9/27


http://my.k8s.traefik/hello-k8s
http://my.k8s.traefik/hello-world

2021-11-10

AN TR B 358 4 e e BUAS ) 1 A 55

TXAPTEE B H T — A WSt R AN R (R3804 B R LA SR AN R K IR 55 (3 5

A AT U i) P

o Xt http://tracfik.hello.k8s FRIVT A4 % HH B /5 ¥ 44 4 hel lo-k8s—sve” HServices
o X} http://traefik.hello.world AT IADKE#E % HH B f5 444 4 hel lo-world-sve” HIService.

ingress2. yaml 01N

apiVersion: extensions/vlbetal
kind: Ingress

metadata:
name: my-k8s—traefik-1
annotations:
kubernetes. io/ingress.class: traefik
spec:
rules:
- host: traefik.hello.k8s
http:
paths:
- path: /
backend:

serviceName: hello—k8s—svc
servicePort: 8080
- host: traefik.hello.world
http:
paths:
- path: /
backend:

serviceName: hello—world-svc
servicePort: 80

[root@vm10-0-33-13 hellol# kubectl create —f ingress2.yaml
ingress. extensions/my-k8s—traefik—-1 created

[root@vm10-0-33-13 hellol# kubectl get ingress
NAME HOSTS ADDRESS
my-k8s—traefik—1 traefik.hello.k8s, traefik.hello.world

E D Y28 U5 1) S E 4 R
FATAT LA traef iKUK ER LA E K ingress N, kA :

HEZ traef ikH IR, 1S #%Kubernetes Ingress Controller.

ngressub s 5% H

Nginx-—

1
ASCKNEN RIET 1l m B A M5 Nginx—ingress RS HIRIESRE

Nginx—-ingress controller#i &

PORTS

80

AGE

21s

{# FINginx—ingress IR & I AT e AR EFE N Bnginx—ingress controller, controller#li Hnginx-ingress—install.yaml
T

apiVersion: vl
kind: ServiceAccount
metadata:
labels:
helm. sh/chart: ingress—nginx—3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
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app. kubernetes. io/component: controller
name: ingress—nginx
namespace: kube—system
apiVersion: vl
kind: ConfigMap
metadata:
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: controller
name: ingress—nginx—controller
namespace: kube—system
data:
apiVersion: rbac.authorization. k8s.io/v1
kind: ClusterRole
metadata:
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
name: ingress—nginx
rules:
- apiGroups:

resources:
- configmaps
- endpoints
- nodes
- pods
— secrets
verbs:
- list
- watch
- apiGroups:

resources:
- nodes
verbs:
- get
- apiGroups:
)

resources:
- services
verbs:
- get
- list
- update
- watch
— apiGroups:
- extensions
- networking.k8s.io  # k8s 1.14+
resources:
— ingresses
verbs:
- get
- list
- watch
- apiGroups:

resources:
— events
verbs:
— create
- patch
— apiGroups:
- extensions
- networking.k8s.io  # k8s 1.14+
resources:
— ingresses/status
verbs:
- update
- apiGroups:
- networking.k8s.io  # k8s 1.14+
resources:
- ingressclasses
verbs:
- get
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- list
- watch

apiVersion: rbac.authorization. k8s.io0/v1
kind: ClusterRoleBinding

metadata:

labels:
helm. sh/chart:
app. kubernetes.
app. kubernetes.

ingress—nginx—3.10. 1
io/name: ingress—nginx
io/instance: ingress—nginx

app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
name: ingress—nginx
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ingress—nginx
sub jects:
- kind: ServiceAccount
name: ingress—nginx
namespace: kube—system
apiVersion: rbac.authorization. k8s.io/v1
kind: Role
metadata:
labels:
helm. sh/chart: ingress—nginx—3.10.1

app. kubernetes.
app. kubernetes.
app. kubernetes.
app. kubernetes.
app. kubernetes.

io/name: ingress—nginx
io/instance: ingress—nginx
io/version: 0.41.2
io/managed-by: Helm
io/component: controller

name: ingress—nginx
namespace: kube—system
rules:
- apiGroups:
s

resources:
-~ namespaces
verbs:
- get
apiGroups:
)

resources:

- configmaps

- pods

— secrets

- endpoints
verbs:

- get

- list

- watch
apiGroups:

resources:
- services
verbs:
- get
- list
- update
- watch
apiGroups:
- extensions
- networking.k8s.io  # k8s 1.14+
resources:
— ingresses
verbs:
- get
- list
- watch
- apiGroups:
- extensions
- networking.k8s.1i0 # k8s 1.14+
resources:
- ingresses/status
verbs:
- update
apiGroups:
- networking.k8s.1i0 # k8s 1.14+
resources:
- ingressclasses
verbs:
- get
- list

ez
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- watch
- apiGroups:

resources:
- configmaps
resourceNames:
- ingress—controller—leader—nginx
verbs:
- get
- update
apiGroups:
)
resources:
- configmaps
verbs:
— create
apiGroups:
)

resources:

- endpoints
verbs:

— create

- get

- update
apiGroups:

resources:
— events
verbs:
— create
- patch
apiVersion: rbac.authorization. k8s.io/v1
kind: RoleBinding
metadata:
labels:
helm. sh/chart: ingress—nginx—3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: controller
name: ingress—nginx
namespace: kube—system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: ingress—nginx
sub jects:
- kind: ServiceAccount
name: ingress—nginx
namespace: kube-system

apiVersion: vl
kind: Service
metadata:
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: controller
name: ingress—nginx—controller—admission
namespace: kube—system
spec:
type: ClusterIP
ports:
— name: https-webhook
port: 443
targetPort: webhook
selector:
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/component: controller
apiVersion: vl
kind: Service
metadata:
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2

ez
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app. kubernetes. io/managed-by: Helm

app. kubernetes. io/component: controller
name: ingress—nginx—controller
namespace: kube—system

spec:
type: LoadBalancer
ports:
- name: http
port: 80

protocol: TCP
targetPort: http
- name: https
port: 443
protocol: TCP
targetPort: https
selector:
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/component: controller
apiVersion: apps/vl
kind: Deployment
metadata:
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: controller
name: ingress—nginx—controller
namespace: kube—system
spec:
selector:
matchLabels:
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/component: controller
revisionHistoryLimit: 10
minReadySeconds: 0
template:
metadata:
labels:
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/component: controller
spec:
dnsPolicy: ClusterFirst
containers:
- name: controller
image: hub.kce.ksyun. com/yangxiaohua/ingress—nginx:v0.41.2
imagePullPolicy: IfNotPresent
lifecycle:
preStop:
exec:
command :
- /wait-shutdown
args:

- /nginx-ingress—controller
——election-id=ingress—controller—-leader
- ——ingress—class=nginx
——configmap=$(POD NAMESPACE) /ingress—nginx—controller
- ——validating-webhook=:8443
——validating-webhook—certificate=/usr/local/certificates/cert

- ——validating-webhook—key=/usr/local/certificates/key
securityContext:
capabilities:
drop:
- ALL
add:
- NET BIND SERVICE
runAsUser: 101
allowPrivilegeEscalation: true
env:
- name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: LD_PRELOAD
value: /usr/local/lib/libmimalloc. so

g
E
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livenessProbe:

httpGet:
path: /healthz
port: 10254

scheme: HTTP

initialDelaySeconds: 10

periodSeconds: 10

timeoutSeconds: 1

successThreshold: 1

failureThreshold: 5

readinessProbe:

httpGet:
path: /healthz
port: 10254
scheme: HTTP

initialDelaySeconds: 10

periodSeconds: 10

timeoutSeconds: 1

successThreshold: 1

failureThreshold: 3

ports:

- name: http
containerPort: 80
protocol: TCP

— name: https
containerPort: 443
protocol: TCP

- name: webhook
containerPort: 8443
protocol: TCP

volumeMounts:

- name: webhook-cert
mountPath: /usr/local/certificates/
readOnly: true

resources:
requests:
cpu: 100m
memory: 90Mi
nodeSelector:

kubernetes.io/os: linux
serviceAccountName: ingress—nginx
terminationGracePeriodSeconds: 300
volumes:
- name: webhook-cert
secret:
secretName: ingress—nginx—admission

apiVersion: admissionregistration.k8s.io/vl
kind: ValidatingWebhookConfiguration
metadata:
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
name: ingress—nginx—admission
webhooks:
- name: validate.nginx. ingress.kubernetes.io
matchPolicy: Equivalent

rules:
- apiGroups:
- networking.k8s.io0
apiVersions:
- vlbetal
operations:
- CREATE
- UPDATE
resources:
- ingresses

failurePolicy: Fail
sideEffects: None
admissionReviewVersions:
- vl
- vlbetal
clientConfig:
service:
namespace: kube—system
name: ingress—nginx—controller—admission
path: /networking/vlbetal/ingresses

apiVersion: vl
kind: ServiceAccount

ez
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metadata:
name: ingress—nginx—admission
annotations:
helm. sh/hook: pre-install, pre-upgrade, post—install, post-upgrade
helm. sh/hook—delete—policy: before—hook—creation, hook-succeeded
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
namespace: kube—system
apiVersion: rbac.authorization. k8s.io/vl
kind: ClusterRole
metadata:
name: ingress—nginx—admission
annotations:
helm. sh/hook: pre-install, pre—upgrade, post—-install, post-upgrade
helm. sh/hook—delete—policy: before—hook—creation, hook—succeeded
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook

rules:
- apiGroups:
— admissionregistration.k8s.1io
resources:
- validatingwebhookconfigurations
verbs:
- get
- update

apiVersion: rbac.authorization. k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: ingress—nginx—admission
annotations:
helm. sh/hook: pre—install, pre-upgrade, post—install, post—upgrade
helm. sh/hook—delete-policy: before-hook—creation, hook-succeeded
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole
name: ingress—nginx—admission
subjects:
- kind: ServiceAccount
name: ingress—nginx—admission
namespace: kube—system
apiVersion: rbac.authorization. k8s.io0/vl
kind: Role
metadata:
name: ingress—nginx—admission
annotations:
helm. sh/hook: pre-install, pre-upgrade, post-install, post-upgrade
helm. sh/hook—delete-policy: before—hook—creation, hook-succeeded
labels:
helm. sh/chart: ingress-nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
namespace: kube—system
rules:
- apiGroups:

resources:
— secrets
verbs:
- get
— create
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apiVersion: rbac.authorization. k8s.1io/vl
kind: RoleBinding
metadata:
name: ingress—nginx—admission
annotations:
helm. sh/hook: pre-install, pre-upgrade, post-install, post-upgrade
helm. sh/hook—delete—policy: before—hook—creation, hook—succeeded
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
namespace: kube—system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: ingress—nginx—admission
sub jects:
- kind: ServiceAccount
name: ingress—nginx—admission
namespace: kube—system
apiVersion: batch/vl
kind: Job
metadata:
name: ingress—nginx—admission-create
annotations:
helm. sh/hook: pre-install, pre—upgrade
helm. sh/hook—delete—policy: before—hook—creation, hook—succeeded
labels:
helm. sh/chart: ingress—nginx—3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
namespace: kube—system

spec:
template:
metadata:
name: ingress—nginx—admission—create
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
spec:

containers:
— name: create
image: hub.kce.ksyun. com/yangxiaohua/kube-webhook—certgen:v1.5.0
imagePul1Policy: IfNotPresent

args:
create
——host=ingress—nginx—controller—admission, ingress—nginx—controller—admission. $(POD NAMESPACE). svc
- ——namespace=$(POD NAMESPACE)
—-—secret-name=ingress—nginx—admission
env
name: POD NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace
restartPolicy: OnFailure
serviceAccountName: ingress—nginx—admission
securityContext:
runAsNonRoot: true
runAsUser: 2000
apiVersion: batch/vl
kind: Job
metadata:
name: ingress—nginx—admission-patch
annotations:
helm. sh/hook: post-install, post-upgrade
helm. sh/hook—delete—policy: before—hook—creation, hook—succeeded
labels:
helm. sh/chart: ingress—nginx—3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
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app. kubernetes. io/component: admission-webhook
namespace: kube—system

spec:
template:
metadata:
name: ingress—nginx—admission—patch
labels:
helm. sh/chart: ingress—nginx-3.10.1
app. kubernetes. io/name: ingress—nginx
app. kubernetes. io/instance: ingress—nginx
app. kubernetes. io/version: 0.41.2
app. kubernetes. io/managed-by: Helm
app. kubernetes. io/component: admission-webhook
spec:

containers:
- name: patch

image: hub.kce.ksyun. com/yangxiaohua/kube-webhook—certgen:v1.5.0

imagePul1Policy: IfNotPresent

args:
- patch
- ——webhook—name=ingress—nginx—admission
- ——namespace=$(POD NAMESPACE)
- ——patch-mutating=false
- ——secret—name=ingress—nginx—admission
- ——patch-failure-policy=Fail

— name: POD NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace

restartPolicy: OnFailure
serviceAccountName: ingress—nginx—admission
securityContext:

runAsNonRoot: true

runAsUser: 2000

PAT UL T a2 22353 B nginx—ingress controller 0.41. 2iRA:

[root@vm10-0-11-170 ~J# kubectl apply -f nginx—ingress—install.yaml

B SEER P RIE I T BHR

serviceaccount/ingress—nginx created

configmap/ingress—nginx—controller created

clusterrole.rbac. authorization. k8s.io/ingress—nginx created
clusterrolebinding. rbac. authorization. k8s.io/ingress—nginx created
role.rbac. authorization. k8s.io/ingress—nginx created

rolebinding. rbac. authorization. k8s.io/ingress—nginx created
service/ingress—nginx—controller-admission created
service/ingress—nginx—controller created

deployment. apps/ingress—nginx—controller created
validatingwebhookconfiguration. admissionregistration.k8s.io/ingress—nginx—admission created
serviceaccount/ingress—nginx—admission created
clusterrole.rbac. authorization. k8s.io/ingress—nginx-admission created
clusterrolebinding. rbac. authorization. k8s.io/ingress—nginx—admission created
role.rbac.authorization. k8s.io/ingress—nginx—admission created

rolebinding. rbac. authorization.k8s.io/ingress—nginx—admission created
job.batch/ingress—nginx-admission-create created
job.batch/ingress—nginx—admission-patch created

$Hlingress—nginx—control 1 er JR 45 TP IE

F: RPN ingress—nginx—controllerfil@LoadBalancerZifservice, 7 E X LoadBalancerf x5 £ it
&, "ZETRIIE.
[root@vml10-0-11-170 ~]# kubectl get sve —n kube-system | grep ingress—nginx-controller

ingress—nginx—-controller LoadBalancer 10.254.39. 165 120.92. xx. xx 80:31004/TCP, 443:30182/TCP 26m
ingress—nginx—controller—admission  ClusterIP 10.254.219.22 <{none> 443/TCP 26m

JAITEXTERNAL-TP (120.92. xx. xx) , MR EG T R 2R [ ingress—nginx—controller, S IngressHM A 1% B
LY

A1 2 3 3R B

PLUREIEMAR A, H T I6R,

hello-world. yaml I

apiVersion: apps/vl
kind: Deployment
metadata:

name: hello-world
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spec:
replicas: 1
selector:
matchLabels:
app: hello-world
template:
metadata:
labels:
app: hello-world
spec:
containers:
- name: hello—world
image: hub.kce.ksyun. com/kingsoft/hello-world:latest
apiVersion: vl
kind: Service
metadata:
labels:
app: hello-world
name: hello-world-svc
spec:
ports:
- port: 80
protocol: TCP
targetPort: 80
selector:
app: hello-world
type: ClusterIP

hello-k8s. yaml Ul :

apiVersion: apps/vl
kind: Deployment
metadata:

name: hello-k8s

spec:

replicas: 1

selector:
matchLabels:

app: hello—k8s
template:
metadata:
labels:
app: hello—k8s
spec:
containers:
- name: hello—k8s
image: hub.kce.ksyun. com/kingsoft/hello-k8s:latest
apiVersion: vl
kind: Service
metadata:

labels:
app: hello—k8s

name: hello-k8s-svc

spec:

ports:

- port: 8080
protocol: TCP
targetPort: 8080

selector:
app: hello—k8s

type: ClusterIP

BN M Fdeployfservice:

[root@vm10-0-33-13 hello]# kubectl create —f hello-k8s.yaml
deployment. extensions/hello—k8s created
service/hello-k8s-svc created

[root@vm10-0-33-13 hello]# kubectl create —f hello-world.yaml
deployment. extensions/hello-world created
service/hello-world-svc created

[root@vm10-0-33-13 hello]# kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE

hello—k8s 1 1 1 1 5m2s

hello-world 1 1 1 1 4m50s
[root@vm10-0-33-13 hello]# kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-TP PORT (S) AGE
hello—k8s—svc ClusterIP 10.254.131.29 <{none> 8080/TCP 5m31s
hello-world-sve  ClusterIP 10.254.244.96  <none> 80/TCP 5m19s
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kubernetes ClusterIP 10.254.0.1 <{none> 443/TCP 52d

Ingresshc B &K 1%
N T SCFERIG 5y RS, ingressTRmg n] LIEIR Z Fp oy R 7 ATHCE, N LA LK ingress s R SRS I B A 41

A —i®4 T, A FRIURLKE AR K B E kS L
XA T A Mk R AN E AR SR AN R IR 55 137 5%
i 0 A

e X http://my.nginx. test/hello-k8s M5 Al¥ 4% % H1 B 5 i % N hel 1o—k8s—sve” FiServices
o Xf http://my.nginx. test/hello-world V5 R4 % B 2 j5 35 4% A hel lo—world-sve” HJService.

ingress. yaml @[l | :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: nginx—test
annotations:
kubernetes. io/ingress.class: nginx
spec:
rules:
- host: my.nginx. test
http:
paths:
- path: /hello—world
backend:
serviceName: hello—world-svc
servicePort: 80
- path: /hello—k8s
backend:
serviceName: hello—k8s—svc
servicePort: 8080

B3 ingressH :

[root@vml10-0-11-170 ~J# kubectl apply —f ingress.yaml
ingress. extensions/nginx—test created

[root@vm10-0-11-170 ~]# kubectl get ingress

NAME HOSTS ADDRESS ~ PORTS  AGE
nginx—test  my.nginx.test 80 15s
Bk

o IXHILATH B A Amy. nginx. testff 2 AT AP,
e IngressHil Snginx—ingress—control lerf{ %} 7= RIA T 7 fikubernetes. io/ingress. class: nginx>Ki85E, Tk
ingress ) fnginx—ingress—controlleribHH .,

TE Y38 U5 1) Bk G R
< C Y A T%€=2| my.nginx.test/hello-world

Hello world!

<« C Y A TE€2| my.nginx.testfhello-k8s

Hello kBs!

AN TR 19 35844 e e B AN TR IR il 5%
TXAPE B H T — A WSt E AN R (K380 4% B A AL SR AN R (K R 55 (1137 5
L0 (7 i
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e X http://nginx. hel lo. k8s A5 Al K4k % i 3] J5 i 4% 4 hel 1o—k8s—sve” HIService.
o XF http://nginx. hello.world VR4 % B 2 5 5% 44 N "hel lo—world-sve” ffJService.

ingress2. yaml @[ |

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: nginx—test—2
annotations:
kubernetes. io/ingress.class: nginx
spec:
rules:
- host: nginx.hello.k8s
http:
paths:
- path: /
backend:
serviceName: hello—k8s—svc
servicePort: 8080
- host: nginx.hello.world
http:
paths:
- path: /
backend:
serviceName: hello—world-svc
servicePort: 80

B3 IngressH I«

[root@vm10-0-11-170 ~J# kubectl apply —f ingress2.yaml
ingress. extensions/nginx—test-2 created

[root@vm10-0-11-170 ~1# kubectl get ingress
NAME HOSTS ADDRESS ~ PORTS  AGE
nginx—test-2 nginx.hello.k8s, nginx.hello.world 80 19s

FE ) 2 R R 38R A0 -

< C Y A %2 | nginx.hello.k8s/

Hello kBs!

= C Y A F%2| nginx.hello.world

Hello world!

[ERUNR

HTTPS i [

HTngressBCETLSI, 55K AHTTPS B 75 200 41 B s
&

X EPAWE MR G B4R, (R dr &g g

[root@vm10-0-11-170 ~J# openssl req —newkey rsa:2048 —nodes —keyout tls.key —x509 —days 365 —out tls.crt
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank

Country Name (2 letter code) [XX]:CN

State or Province Name (full name) []:Beijing
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Locality Name (eg, city) [Default City]:Beijing

Organization Name (eg, company) [Default Company Ltd]:Kingsoft

Organizational Unit Name (eg, section) []:Ksyun

Common Name (eg, your name or your server s hostname) []:nginx.hello.k8s 0 B T P 42
Email Address []:ksyun@kingsoft.com

Fa S TE SRR T RS (s, ert) FIFAEASCAF: (t1s. key) ©
fll#Secret®IE

?Eﬁfﬂﬁﬁ%%ﬂ%%ﬂﬁﬂﬁ;%cret{ﬁ*{}ﬁ, 4@%@”@#4\3’@@%1(&%%%5. io/tlsEI‘]Secret o

[root@vm10-0-11-170 ~J# kubectl create secret tls secret—https ——key tls.key ——cert tls.crt
secret/secret-https created

Bl # IngressH N

Sif_E iR 7R ':F’ E‘Jhttpiﬁ 7] ﬁiﬁiﬁfﬁtﬂ“é&, ifm;ﬁ‘ngi nx.hello. kSSE'(]httpSijj 7)o ingress—https.yvaml {1 | :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: nginx—test—2
annotations:
kubernetes. io/ingress.class: nginx
nginx. ingress. kubernetes.io/ssl-redirect: “true” #7758 2 M DI fg

spec:
rules:
- host: nginx.hello.k8s
http:
paths:
- path: /
backend:
serviceName: hello—k8s—svc
servicePort: 8080
tls:
- hosts:

- nginx.hello.k8s
secretName: secret—https

FEW 2% 7 i B AE 20 R -

@ @ & https:/inginx.hello.kBs x +
<« C Y A https:finginx.hello.k8s
Hello kEs!

B £Nginx ingress controllerfJ45it, iEZ#%NGINX Ingress Controller.

HiINginx—-ingressSEI K FEE K Ah

TERH RS HEAT IRAS AT B R AT Jdm 5erh, W BIKE KA. WS RAERA TR A SCEA BUTAE 4 1L = 25 28 ik 45 il
IFNginx—ingress R 45 SEHLN FH K BE R A

Hil $2 2% #F
B 58 inginx—ingress—control ler{&%E, Filil 4 iz I S BUIHI AR5 2 88 BB ASb . HE 72U R] 2% Ngink-ingress

Ingressht B KB

Ingress controllerZ ¥l Al B ingress annotationsSEHIANEY &= N IAKE RAGFNR . Nginx annotationssZHFLL T PUFH
IKPE R AT (Canary) FM:

® nginx. ingress. kubernetes. io/canary-by-header: &  Request Header WIREVIZy, &M TKE KA LI A/B MR, 4
Request Header W HE N alwayshf, iHRESM—H KIZF Canary PiAS; ¥4 Request Header WHEN neverff, iFHRA
SPRIEF Canary ANI; W FAEM AR Header {8, ¥ ZME Header, FHiBidfhittiitRE5HAn Canary MUHEAT
PLAER I LT
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® nginx. ingress. kubernetes. io/canary-by-header-value: ZLJLFCHY Request Header HIMH, FITI#% Ingress F5if R H 2
Canary Ingress HFHEEMRS . 24 Request Header WE ANILER, ¥ M AT Canary N, ZINRYEHF H
€ X Request Header MI{H, W5 F— annotation (BP: canary-by—header) —i&{#iH.

® nginx.ingress.kubernetes.io/canary-weight: %?H&%*ﬂilﬁ/lﬁ%tﬂ%’ lﬁﬂﬂ?ﬁéﬁ%%; *1@7@ 0 - 100 Tﬁﬁﬁ:}’tlﬂ%tﬁ
KEEHE] Canary Ingress MRS . MNEN 0 BREZESLEMNALF Canary N IR KIEAEMER.
E 100 RRAE FTAA 1 REK A R i%F) Canary ANH.

® nginx.ingress. kubernetes.io/canary-by-cookie: -+ Cookie E@ﬁﬁﬁ%tUﬁ}, ﬁiﬁﬁﬂ:ZEgiii?ﬁiﬁ A/B Wwfﬁo fﬁﬂ:ﬁ§%D
Ingress ¥R H 2 Canary Ingress TREMIIRS M cookieo 4 cookie HIZEN alwayshl, TR H )
Canary AI1; 24 cookie fHEEN neverl, iHRASHAIESR| Canary NHs X TALMIAAE, K 2B cookie FHf
1 2R HoA 4 22 A R AT A SR 2 LA

FE: YEIEFEHZ A Canary NIE, #ZU SLEFE#3#1T7HER:  canary-by-header — > canary-by-cookie — >

canary-weight
#B & 7~ Bl

LU 7~ s 3 he L Lowor L ARG IIVIFIV2RR AR, Kv2fRARYE Ncanary iR A, fEingresstH i EcanaryfN|, SCEL3ET RS
WE R EY 5.

B 5 3 L

helloworld-vl. yaml @i |

apiVersion: apps/vl
kind: Deployment
metadata:
name: hello-world
spec:
replicas: 1
selector:
matchLabels:
app: hello-world
version: vl
template:
metadata:
labels:
app: hello-world
version: vl
spec:
containers:
- name: hello-world
image: hub.kce.ksyun. com/kingsoft/hello-world:vl
apiVersion: vl
kind: Service
metadata:
labels:
app: hello-world
name: hello-world-sve
spec:
ports:
- port: 80
protocol: TCP
targetPort: 80
selector:
app: hello-world
version: vl
type: ClusterIP

helloworld-v2. yaml &I |

apiVersion: apps/vl
kind: Deployment

metadata:
name: hello-world-v2
spec:
replicas: 1
selector:

matchLabels:
app: hello-world
version: v2
template:
metadata:
labels:
app: hello-world
version: v2
spec:
containers:
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- name: hello-world

image: hub.kce.ksyun. com/kingsoft/hello-world:v2

apiVersion: vl
kind: Service
metadata:

labels:
app: hello-world

name: hello-world-svc-v2

spec:

ports:

- port: 80
protocol: TCP
targetPort: 80

selector:
app: hello-world
version: v2

type: ClusterIP

QI IFFIAEVL, v2RRAS IR 55 A ET 2 15 L -

[root@vm10-0-11-201 ~J1# kubectl apply —f helloworld-v2.yaml

deployment. apps/hello-world-v2 created
service/hello~world-svc-v2 created
[root@vm10-0-11-201 ~J# kubectl get deploy

NAME READY  UP-TO-DATE  AVAILABLE
hello-world 1/1 1 1
hello-world-v2 1/1 1 1
[root@vm10-0-11-201 ~J# kubectl get svc

NAME TYPE CLUSTER-IP
hello-world-svc ClusterIP 10.254.200.211
hello-world-svc—v2  ClusterIP 10.254.14.130
kubernetes ClusterIP 10.254.0.1

[root@vml10-0-11-201 ~J# curl 10.254.200.211
Hello World vI!
[root@vml10-0-11-201 ~J# curl 10.254.14.130
Hello World v2!

i & Ingress
BT RS BEBATREY) 4

EXTERNAL-TP

SFvIRRA AR 45 34T Ingressit &, €#hel loworld-ingress. yaml:

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: hello-world
annotations:
kubernetes.io/ingress. class: nginx
spec:
rules:
- host: hello.world. test
http:
paths:
- backend:
serviceName: hello—world-sve
servicePort: 80

SHv2IR AR B canary R N BE THCE , B &tweight—ingress. yaml:

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
nginx. ingress. kubernetes. io/canary: “true”
nginx. ingress. kubernetes. io/canary-weight: “50”
name: helloworld-weight

spec:
rules:
- host: hello.world. test
http:
paths:
- backend:
serviceName: hello-world-sve-v2
servicePort: 80
A% IngressHLI:

[root@vm10-0-11-201 ~J# kubectl apply —f helloworld-ingress.yaml

PORT (S)
80/TCP
80/TCP
443/TCP

ez
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ingress. extensions/hello-world created

[root@vml10-0-11-201 ~J# kubectl apply -f weight—ingress.yaml
ingress. extensions/helloworld-weight created
[root@vm10-0-11-201 ~]# kubectl get ingress

NAME

hello—world

helloworld-weight
55 Uk 7 1] 155 1
it B i A 3K ELEXTERNAL—TP % 5 vt IR 55«

[root@vml10-0-11-201 ~J# kubectl get svc —n ingress—nginx

NAME

nginx—ingress

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

Z RV 1) B8 R I 2950% R B 2 43 R B v A IR 45 o

FEKCELEFE X Podidh 47 4 % PR 3

i Ll = 7 A R 55 AR SR Po dBEAT A 9 IR IE . A SCRSTEA 4R U0 FEKCESR A 8L EL Po ' 98 BRI

*HIE

World
World
World
World
World
World
World
World
World
World

v2!
v2!
vl!
v2!
v2!
vl!
vl!
vl!
v2!
v2!

PORTS
hello.world. test
hello.world. test

LoadBalancer
[root@vm10-0-11-201 ~J# for i in $(seq 1 10); do curl -H “Host: hello.world. test”

PORT (S)
80:31741/TCP, 443:32754/TCP
http://120.92. xx. xx; done;

AGE
41s
27s

o X TV A1 fE2021-3-16 2 J I SERE, BRIASCRERPody SEREAT FRIZE; X TGN [AIFE2021-3-16 Z AT IR, W72

fif FHPo s 98 FRIE I BE T, 11D

o EREM L4 F] annel FlCana 1l ¥ 37 F7Podr B PR % i g 1)

8 77 K
%ﬁﬁpod, @ﬁannotationsﬁ’(]ﬁﬁiﬁﬁpodtﬂj\%ﬁ

o kubernetes.io/egress*bandwidthiEipodmmrﬂ%ﬁy ﬁﬂ24OMy jZE%{jIEéMbit,
® kubernetes.io/ingress—bandwidth: E)‘(Podﬁ‘])\rﬂﬂﬁ?ﬁy ﬁD4OOMy ﬁ%%fiﬂ%Mbit

Yam1 7~ 40 :

apiVersion: vl
kind: Pod
metadata:

annotations:

kubernetes. io/egress—bandwidth: 240M
kubernetes. io/ingress—bandwidth: 400M
name: iperf3—4
namespace :

spec:

default

containers:
- args:

- iperf3

image: networkstatic/iperf3
imagePull1Policy: Always
name: iperf3—-4

-S

resources:

dnsPolicy: ClusterFirst

55Uk

Rar BLId S LA P ARy SR IE -
o Ghlipod FIEMIHT A, AT

tc qdisc show
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IR [l i R 7R B B T

qdisc tbf 1: dev vethbab31be6 root refcnt 2 rate 400Mbit burst 256Mb lat 25.0ms

qdisc ingress ffff: dev vethbab31lbe6 parent ffff:.fffl ——————————————

qdisc tbf 1: dev bwp9lfffOf8f685 root refent 2 rate 240Mbit burst 256Mb lat 25.0ms
o f§ifiperf3 T HIGIE

iperf3 -c¢ <JRk% IP> -i 1

ZURINT

Server listening on 5201

Accepted connection from 10.0.11.85, port 45690

[ 5] local 10.0.11.207 port 5201 connected to 10.0.11.85 port 45692
[ ID] Interval Transfer Bandwidth

[ 5] 0.00-1.00 sec 243 MBytes 2.03 Gbits/sec
[ 5] 1.00-2.00 sec 49.2 MBytes 413 Mbits/sec
[ 5] 2.00-3.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 3.00-4.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 4.00-5.00 sec 27.4 MBytes 230 Mbits/sec
[ 5] 5.00-6.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 6.00-7.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 7.00-8.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 8.00-9.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 9.00-10.00 sec 27.3 MBytes 229 Mbits/sec
[ 5] 10.00-10.06 sec 1.49 MBytes 225 Mbits/sec

e [ ID] Interval Transfer Bandwidth [ 5] 0.00-10.06 sec 0.00 Bytes 0.00 bits/sec sender [ 5] 0.00-10.06 sec
512 MBytes 427 Mbits/sec receiver

M % FEContainerdflDocker
A B AT I WA

HKE8IZATH (Container Runtime) fEkubernetestx B E A2 —, ﬁ‘?ﬁz%’sf SRR A B . Kubeletifid
Container Runtime Interface (CRI) S5&RZFEBITHAH, REHSBGMELR

M EFHEContainerdfMDocker?
ek % S FFConta inerd fDocker B FIZ AT RS, K8 ATARYE S P 75 SRIE A F IS 470

o ContainerdizZfTh}: VAFIEEEME. A ED. FfgE. SHATWARFEELD, B2iE%kFContainerdigTH .
o HIEHU TR, BIEERDockerig 1T

o f#FH docker in docker.

o T A Fdocker build/push/save/load®di4 .
o M docker API.

o Fi#docker compose HY docker swarm.

ContainerdflDocker 7 FH fiy & X%t Lt

UEEE Containerd A3#F docker API Al docker CLI, &HEAZTENR, ATLLEE cri—tool #y4SZBlZLKITh

Fllso
BARHE KT e

iy 2 Docker Containerd
BEHEG Y docker images crictl images
TEEG docker pull  crictl pull
BTN docker push -
MR docker rmi crictl rmi
TEESER docker inspect crict]l inspect

AB/MXIEE
s Docker Containerd
BERBYE docker ps crictl ps
PN
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e docker create crictl create
JAENAR A docker start crictl start
(EAle docker stop  crictl stop
ilFEae docker rm crictl rm
BE RS docker inspect crictl inspect
HEER docker attach crictl attach
REENPATHS docker exec  crictl exec
BERFHSE docker logs crictl logs

BORE R AL BN docker stats crictl stats

PODAH X Th e
i 2 Docker Containerd
T EpodslF - crictl pods
BT Epoditls - crictl inspectp
iZ4Tpod - crictl runp
g 1kpod - crictl stopp
T8 FH X b
A ARIBITH o B
Docker kubelet —> docker shim —> dockerd —-> containerd —> containerd-shim —> runCZ&#%

Containerd kubelet —> containerd —> containerd-shim —> runCZ&#%
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